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1
Introduction
It has been agreed that both the PLMN and the external PDN can allocate IP addresses for bearers in EPC, moreover it was also agreed what address allocation methods can be used. However the functional allocation and responsibilities during IP address allocation has not been clarified. At SA2#60 some details of the stateless IPv6 address allocation has been agreed (S2-074752), but a number of issues (e.g., the use of DHCPv4, the address allocation with PMIP based S5/S8) has remained open. The purpose of this paper is to clarify the functions and responsibilities during IP address allocation in order to enable stage 3 work on IP address allocation.

2
Responsibilities and functions during IP address allocation
During the previous meetings it was agreed the IP address can be allocated either by the PLMN (HPLMN or VPLMN), where the PDN GW is located or by the external PDN. 
It was also agreed that IPv4 address can be provided to the UE via default bearer activation, via IPv6 Stateless Address autoconfiguration, or via DHCPv4. 

In the rest of the section it is proposed how the agreed IP address sources (PLMN or PDN) and IP address provisioning methods can be matched when the different protocol options are used over S5/S8. Note that the IP address management for the handover from a Non-3GPP access network is a matter of a separate discussion.
The way IP address is provided to a UE obviously depends on the UE and the network capabilities. Unlike UMTS/GSM systems, in EPS UE may also indicate to the network how UE wants to obtain the IPv4 address:

· UE may indicate that UE prefers to obtain an IPv4 address within the default bearer activation procedure. In such case UE would rely on the EPS network to provide IPv4 address to the UE within the default bearer activation procedure.

· UE may indicate that UE prefers to obtain the IPv4 address after the default bearer setup by executing IETF procedures. That is, the EPS network does not provide the IPv4 address for the UE. Network may not return anything to the UE or return IPv4 addresses with values set to all 0’s. After the default bearer is setup, UE uses the connectivity with the EPS. and initiates the IPv4 address allocation on its own. Therefore, for obtaining an IPv4 address, the UE sends DHCPv4 solicitation message (see details in “UE based IPv4 address provisioning via DHCPv4”).
2.1
IP address allocations when GTP based S5/S8 is used
2.1.1
Network based IPv4 address provisioning via default bearer activation 

In this case the IP address is provided to the UE within the default bearer activation. This procedure can be used both for PLMN or external PDN IP address allocation. Note it is transparent to the UE whether the PLMN or the external PDN allocates the IP address. 

When the PLMN allocates the IP address then it is the PDN-GW responsibility to allocate and release the IP address. 

When the IP address is allocated from the external PDN, it is the PDN GW responsibility to obtain and release the IP address. The PDN-GW can use either DHCPv4 or RADIUS or Diameter to request the IP address for the UE from the external PDN. If DHCPv4 is used, the PDN-GW functions as a DHCPv4 Client. If RADIUS is used, the PDN-GW functions  as a RADIUS Client. If Diameter is used, the PDN-GW functions as a Diameter Client.
2.1.2 
UE based IPv4 address provisioning via DHCPv4
In this case the UE obtains an IPv4 address  using DHCPv4 after the default bearer activation. The UE sends a DHCPv4 Discovery message and it receives back the IPv4 address within a DHCPv4 response. This procedure can be used both for PLMN or external PDN IP address allocation. Note it is transparent to the UE whether the PLMN or the external PDN allocates the IP address.
When the PLMN allocates the IP address then the PDN-GW responsibility is to allocate and release the IP addresses (as it is in the previous case) and the PDN-GW shall act as DHCPv4 server and shall create and send the DHCPv4 responses to the UE. 

When external PDN allocation is used the PDN GW shall act as a DHCPv4 relay agent and forward the DHCP requests and responses between the UE and the DHCP server located in the external PDN.

2.1.3
UE based Stateless IPv6 address autoconfiguration

In this case an IPv6 prefix is provided to the UE after the default bearer activation via Router Advertisement messages as it is agreed in S2-074752. This procedure can be used both for PLMN or external PDN IP address allocation. Note it is transparent to the UE whether the PLMN or the external PDN allocates the IPv6 prefix.

When the PLMN allocates the IPv6 prefix then it is the PDN-GW responsibility to allocate and release the IPv6 prefix. 

When the IPv6 prefix is allocated from the external PDN, it is the PDN GW responsibility to obtain and release the IPv6 prefix address. The PDN-GW can use either DHCPv6 or RADIUS or Diameter to request the IPv6 prefix for the UE from the external PDN. If DHCPv6 is used, the PDN-GW functions as a DHCPv6 Client. If RADIUS is used, the PDN-GW functions as a RADIUS Client. If Diameter is used, the PDN-GW functions as a Diameter Client.
The UE can also use DHCPv6 for additional parameter configurations. When external PDN allocation is used the PDN GW can act either as a DHCPv6 server or as a DHCPv6 relay agent.
2.1.4 
UE based DHCPv6 prefix delegation
In this case the IPv6 prefix is provided to the UE after the default bearer activation. The UE sends a DHCPv6 solicit/request message to and it receives back the IPv6 prefix within a DHCPv6 advertise/response. This procedure can be used both for PLMN or external PDN IP address allocation. Note it is transparent to the UE whether the PLMN or the external PDN allocates the IPv6 prefix.

When the PLMN allocates the IPv6 prefix then the PDN-GW responsibility is to allocate and release the IPv6 prefixes (as it is in the previous case) and the PDN-GW shall act as DHCPv6 server and shall create and send the DHCPv6 responses to the UE. 

When external PDN allocation is used the PDN GW shall act as a DHCPv6 relay agent and forward the DHCP requests and responses between the UE and the DHCP server located in the external PDN.

2.2
IP address allocations when PMIP based S5/S8 is used

In GTP based S5/S8 the PDN-GW is the 1st-hop router (Access Router) for the UE, while in case of PMIP based S5/S8 the Serving-GW is the 1st-hop router from the UE. Therefore differences in the IP address allocation procedures related to Access Router and DHCP functionality exist. In spite of the differences in the procedures, the principles are the same and the differences are transparent to the UE.
2.2.1
Network based IPv4 address provisioning via default bearer activation 

In this case there is no difference between the procedures beyond that different protocol is used between the Serving and the PDN-GW.

2.2.2
UE based IPv4 address provisioning via DHCPv4

The UE issues the DHCPv4 request and receives the response as described in section 2.1.2. However, in this case the Serving GW acts as an additional DHCP relay agent. 
2.2.3
UE based Stateless IPv6 address autoconfiguration

The procedure is based on Router Advertisement messages as described in section 2.1.3, with the difference that Serving GW acts as the Access Router, and receives the information that should be advertised from the PDN-GW via the PMIP based S5/S8. 
2.2.4 
UE based DHCPv6 prefix delegation
The UE issues the DHCPv6 request and receives the response as described in section 2.1.4.  However, in this case the Serving GW acts as an additional DHCP relay agent.
3
Proposal 

The following changes are proposed against 23.401 and 23.402.
******** Changes in 23.401 ***********

5.3.1
IP Address allocation

5.3.1.1
General

A UE shall perform the address allocation procedures for at least one IP address (either IPv4 or IPv6) after the default bearer activation if no IPv4 address is allocated during the default bearer activation.
One of the following ways shall be used to allocate IP addresses for the UE:

a)
The HPLMN allocates the IP address to the UE when the default bearer is activated (dynamic or static HPLMN address);

b)
The VPLMN allocates the IP address to the UE when the default bearer is activated (dynamic VPLMN address); or

c)
The PDN operator or administrator allocates an (dynamic or static) IP address to the UE when the default bearer is activated (External PDN Address Allocation).

The IP address allocated for the UE's default bearer shall also be used for the UE's dedicated bearers towards the same PDN. The IP address allocation for the multiple PDN GW case is FFS.
It is the HPLMN operator that shall define in the subscription whether a dynamic HPLMN or VPLMN address may be used.
All the IP address allocation mechanisms presented below as well as the IP address allocation being part of the NAS attach procedure is optional for the UE. The mechanism supported is UE product dependent.
The mechanism used to allocate IPv4 address(es) to a UE depends on the UE’s and the network capabilities. Unlike 2G/3G systems, in EPS UE may also indicate to the network within the PDN Address Allocation information element how the UE wants to obtain the IPv4 address:
· the UE may indicate that it prefers to obtain an IPv4 address as part of the default bearer activation procedure. In such a case, UE relies on the EPS network to provide IPv4 address to the UE as part of the default bearer activation procedure.

· the UE may indicate that it prefers to obtain the IPv4 address after the default bearer setup by executing IETF procedures. That is, the EPS network does not provide the IPv4 address for the UE as part of the default bearer activation procedures. The network may respond to the UE by leaving the relevant field empty or simply by setting it to 0.0.0.0. After the default bearer establishment procedure is completed, the UE uses the connectivity with the EPS and initiates the IPv4 address allocation on its own using DHCPv4. The UE sends DHCPv4 Discover message (see details in clause 5.3.1.2.4).
Note
For legacy terminals where the UE is not capable to send such an indication the EPS network selects the IPv4 address allocation method based on its policy.

EPS shall support the following mechanisms 

a.
IPv4 address allocation via default bearer activation
EPS shall also support the following mechanisms following the attach procedure

a.
/64 IPv6 prefix allocation via IPv6 Stateless Address autoconfiguration according to [18]. 

b.
IPv4 address allocation and IPv4 parameter configuration via DHCPv4 according to [19] and [25].

c.
IPv6 parameter configuration via Stateless DHCPv6 according to [20]

If requested by the UE, the EPS may allocate a shorter than /64 IPv6 prefix delegation via DHCPv6 according to [21]
The following clauses describe how the above listed IP address allocation mechanisms work when GTP based S5/S8 is used. The way of working of the IP address allocation mechanisms for PMIP based S5/S8 can be found in 3GPP TS23.402 [2].The procedures can be used both for PLMN (VPLMN/HPLM) or external PDN based IP address allocation. Note it is transparent to the UE whether the PLMN or the external PDN allocates the IP address.
Editor’s note: It is FFS how IP address allocation is handled if multiple-PDNs are supported

Editor’s note: It is FFS how interactions with 2G/3G systems are handled


Editor’s note: It is FFS if additional security measures need to be taken in the case of DHCPv4 and DHCPv6. 

IPv6 Stateless Address autoconfiguration [18] is the basic mechanism to allocate /64 IPv6 prefix to the UE. . Alternatively shorter than /64 IPv6 prefix delegation via DHCPv6 [21] may be provided, if it is supported by the PDN-GW. When DHCPv6 prefix delegation is not supported the UE should use stateless address autoconfiguration [18].


5.3.1.2
IP address allocation mechanisms for GTP based S5/S8

5.3.1.2.1
IPv4 address allocation via default bearer activation 

In this case the IP address is provided to the UE as part of  the default bearer activation. 
When the PLMN allocates the IP address then it is the PDN-GW responsibility to allocate and release the IP address, e.g. the PDN-GW can use an internal address pool. 
When the IP address is allocated from the external PDN, it is the PDN GW responsibility to obtain and release the IP address. The PDN-GW can use either DHCPv4 or RADIUS or Diameter to request the IP address for the UE from the external PDN. If DHCPv4 is used, the PDN-GW functions as the DHCPv4 Client. If RADIUS is used, the PDN-GW functions as the RADIUS Client. If Diameter is used, the PDN-GW functions as the Diameter Client.

5.3.1.2.2
IPv6 prefix allocation via IPv6 Stateless Address autoconfiguration

When the PLMN allocates the IPv6 prefix then it is the PDN-GW responsibility to allocate and release the IPv6 prefix, e.g. the PDN-GW can use an internal address pool. 
When the IPv6 prefix is allocated from the external PDN, it is the PDN GW responsibility to obtain and release the IPv6 prefix address. The PDN-GW can use either DHCPv6 or RADIUS or Diameter to request the IPv6 prefix for the UE from the external PDN. If DHCPv6 is used, the PDN-GW functions as the DHCPv6 Client. If RADIUS is used, the PDN-GW functions as the RADIUS Client. If Diameter is used, the PDN-GW functions as the Diameter Client.

The procedure of the stateless IPv6 address autoconfiguration is the following. After the attach procedure and default bearer establishment, the UE may send a Router Solicitation message to the PDN GW to activate the sending of the Router Advertisement message. The PDN-GW sends a Router Advertisement message. The Router Advertisement messages shall contain the same prefix as the one provided during the attach procedure, if provided. 
Editor's note: It is FFS if the PDN GW needs to send the IPv6 prefix to the MME/SGSN via SGWin the Create Default Bearer Response and to the UE in the Attach Accept message. This is used to inform the MME/SGSN of the IPv6 prefix allocated to the UE. The UE shall ignore the prefix included in the Attach Accept message.

Editor's note: it is FFS if the PDN GW can include more than one prefix in a Router Advertisement.
Editor's note: It is FFS whether the MME/SGSN needs to be updated with IP address/prefix allocated outside the initial attach procedure.

After the UE has received the Router Advertisement message, it constructs its full IPv6 address via IPv6 Stateless Address autoconfiguration. The UE may change the interface identifier used to generate full IPv6 addresses, without involving the network.

Any prefix that the PDN GW advertises to the UE is unique. The PDN-GW shall also record the relationship between UE identities and the allocated IPv6 prefix. Because any prefix that the PDN-GW advertises to the UE is unique, there is no need for the UE to perform Duplicate Address Detection for any IPv6 address configured from the allocated IPv6 prefix. However, the PDN GW shall provide a Neighbor Advertisement when receiving Neighbor Solicitation messages. For example, it is possible for the UE to perform Neighbor Unreachability Detection towards the PDN GW, as defined in RFC 2461 [32];
5.3.1.2.3
IPv6 parameter configuration via Stateless DHCPv6

The UE may use stateless DHCPv6 for additional parameter configuration. When PLMN based address allocation is used the PDN GW acts as DHCPv6 server. When external PDN allocation is used the PDN GW can act either as a DHCPv6 server or as a DHCPv6 relay agent.
5.3.1.2.4
IPv4 address allocation and IPv4 parameter configuration via DHCPv4

When the PLMN allocates the IPv4 address then the PDN-GW responsibility is to allocate and release the IPv4 address (as it is in the previous case) and the PDN-GW shall act as DHCPv4 server and shall create and send the DHCPv4 responses to the UE.  
When external PDN allocation is used the PDN GW shall act as a DHCPv4 relay agent and forward the DHCP requests and responses between the UE and the DHCP server located in the external PDN.

5.3.1.2.5
IPv6 prefix delegation via DHCPv6

When the PLMN allocates the IPv6 prefix then the PDN-GW responsibility is to allocate and release the IPv6 prefixes (as it is in the previous case) and the PDN-GW shall act as DHCPv6 server and shall create and send the DHCPv6 responses to the UE. 
When external PDN allocation is used the PDN GW shall act as a DHCPv6 relay agent and forward the DHCP requests and responses between the UE and the DHCP server located in the external PDN.
******** End of changes in 23.401 ********

******** Changes in 23.402 ***********

5.4.2.X
IP Address allocation with PMIP-S5/S8
The IP address allocation mechanisms described in clause 5.3.1.1 of 3GPP TS 23.401 [] are also valid for the PMIP based S5/S8. This section is complementary to section 5.3.1 of 3GPP TS 23.401 and describes the differences in the IP Address when PMIP-S5 is used.

For IP address allocation with PMIP-based S5/S8, the following clarifications apply:

· IPv4 address allocation via default bearer activation. This case does not present any architecture differences from the GTP based S5/S8 described in clause 5.3.1.2.1 of 3GPP TS 23.401 [4].
· If External PDN Address Allocation is used then the PDN-GW follows the same procedures defined in TS 23.401.
· IPv4 address allocation and IPv4 parameter configuration via DHCPv4 according to [19] and [17]: In this case the Serving GW shall have a DHCPv4 functionality.
· Editor’s note: It FFS if  Serving GW acts as a DHCPv4 relay agent towards the PDN GW or as DHCPv4 server using the information received from the PDN GW.
· IPv6 prefix allocation via IPv6 Stateless Address autoconfiguration: In this case the difference from the GTP based S5/S8 is that the Serving GW acts as the access router instead of the PDN GW. Note that the Serving GW shall advertise the same information as the PDN GW would advertise with GTP based S5/S8. In the case of PMIP-S5/S8 because any prefix that the Serving GW will advertise to the UE is unique, there is no need for the UE to perform Duplicate Address Detection for global uniqueness for any IPv6 address configured from the allocated IPv6 prefix. However, the Serving GW shall respond with Neighbor Advertisement upon receiving Neighbor Solicitation messages from a given UE. For example, as the UE may perform Neighbor Unreachability Detection towards the Serving GW, similar to the DAD related functionality supported by PDN GW in the case of GTP-S5/S8 described in section 5.3.1.2.2 . Otherwise the PDN GW has the same functions as it is defined in clause 5.3.1.2.2 in 3GPP TS 23.401.
· IPv6 parameter configuration via Stateless DHCPv6 according to [20] and [8]: In this case the Serving GW shall have a DHCPv6 functionality.
Editor’s note: It FFS if the Serving GW acts as a DHCPv6 relay agent towards the PDN GW or as DHCPv6 server using the information received from the PDN GW.

Note: 
Allocation of IP address from an external PDN using Radius or Diameter requires the “Proxy Binding Update” of PMIP to carry the relevant PCO that is transported by GTP.

***End of 1st set of changes in 23.402 ***
**Start of 2nd set of changes in 23.402 *

Annex X (Informative):

The purpose of this Annex is to depict the flows for IP address with PMIP based S5/S8 until the final solution is agreed. The following scenarios are depicted:

1. IP address allocation is done as part of the “Attach” procedure.

2. IP address allocation is done after the completion of the “Attach” procedure: 

a. PDN allocates the IP address from its own pool or obtains it from external PDN

b. UE directly obtains the IP address from the external PDN network using DHCP (FFS).

Editor’s Note: The case 2b where the UE acquired the IP address directly from the external PDN after the completion of attach procedure is FFS.

X.1:  IPv4 address allocation during “Attach”
As shown in the figure the IP address allocation.
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Figure X.1-1: Flows depicting IPv4 address allocation as part of the Attach procedure

This is a normal case and can be supported by PMIP based S5/S8 as shown in the Figure X.1-1. This case is the same as in GTP S5/S8. The UE acquires the IPv4 address as part of the “Attach” procedure.

X.2 IPv6 address allocation with RA after “Attach” 
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For the case of IPv6, the Serving GW behaves like an Access Router for advertising the IPv6 prefix. IPv6 prefix will be the one obtained from Proxy BAck.

Note: In the next section although we refer to IPv4 address only, the section may also be relevant for IPv6 prefix allocation. 

X.2 IPv4 Address allocation using DHCP
When the UE needs to use DHCPv4 to obtain the IPv4 address, there exist 2 options:

· DHCP Server functionality exists in the S-GW and in that case the S-GW terminates the DHCP requests from the UE and allocates to the UE the IP Address it received from the PDN GW in the PBAck

· DHCP Relay Agent functionality exists in the S-GW and in that case the S-GW relays the DHCP requests from the UE to the PDN GW where the DHCP Server resides

X.2.1 DHCPv4 server is collocated with the Serving GW
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Salient points:

1. IP DHCPv4 is used for obtaining configuration parameters, the parameters will need to be obtained by Serving GW using vendor specific extension in PBU.

X.2.2  DHCPv4 server is collocated with PDN GW, and DHCP Relay exists in the Serving Gateway
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Salient Points:

1. The DHCPv4 messages have to traverse PMIP based S5/S8, hence over roaming interface. Whether the DHCPv4 messages can be tunneled over PMIP based tunnel is FFS.

2. All the DHCPv4 messages are relayed to the PDN GW by the DHCP relay agent in Serving GW.

******** End of changes in 23.402 ******
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