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Abstract of the contribution: This contribution discusses S5/S8 GTP for 3GPP accesses, and proposes to support Protocol Configuration Options (PCO) in Attach and UE Requested PDN Connectivity.

1. Introduction

S5/S8 GTP is used between Serving GW and PDN GW, both for 2G/3G access as well as E-UTRAN access.

This contribution discusses S5/S8 GTP in relation to Attach and UE Requested PDN Connectivity, as well as UE behaviour, to discuss alignment between 3GPP accesses. It is also proposed that Protocol Configuration Options (PCO) shall be supported in Attach and UE Requested PDN Connectivity for LTE.

2. Discussion

2.1. S5/S8 aspects

In Rel7 is the Gn/Gp interface used between SGSN and GGSN for both 2G and 3G accesses, and the same functions/features are supported regardless of if the access is 2G or 3G. Gn/Gp uses the GTP protocol, and it is the same GTP messages with the same GTP parameters regardless of if 2G or 3G access is being used. It is however possible for GGSN to distinguish, when needed, between 2G and 3G due to the “RAT-type” parameter.

So for Gn/Gp between SGSN and GGSN:

· Gn/Gp for 2G access = Gn/Gp for 3G access

In EPC there is the S5/S8 interface between Serving GW and PDN GW for 2G and 3G access:

· S5/S8 GTP for 2G access = S5/S8 GTP for 3G access

In EPC is E-UTRAN access added, as a new 3GPP access, and to have a generic mobility protocol for 3GPP accesses the following is needed:

· S5/S8 GTP for 2G/3G access = S5/S8 GTP for E-UTRAN access

This means that Serving GW can send the same messages to PDN GW over S5/S8 GTP regardless of 3GPP access being used, and that PDN GW can send the same messages on S5/S8 to Serving GW regardless of 3GPP access being used, which simplifies standardisation and implementation.

2.2. PCO description

In 2G/3G there is functionality to transfer a container of parameters between GGSN and UE, called Packet Configuration Options (PCO). PCO parameters are conveyed between UE and SGSN, and between SGSN and GGSN, in selected signalling messages both in uplink and downlink. The content of the PCO container is transparent to SGSN. The primary usage is to convey parameters at PDP Context Activation to provide configuration parameters to the UE at PDP Context Activation.

For EPC there is therefore a need to convey the PCO parameters for 2G/3G over the S4 and S5/S8 GTP interfaces.

If we look at the PCO parameters they are either defined by IETF as for PPP (including IPCP, LCP, PAP and CHAP) or by 3GPP, and can be for example:

· PPP frames (IPCP, LCP)

· PAP/CHAP parameters for authentication towards an external Radius server

· DNS server IP address(es)

· P-CSCF IP address(es)

All PCO parameters defined in Rel-7 may not be relevant for Rel-8, FFS.
Some of these parameters can be conveyed by other means between UE and PDN GW, for example by DHCP, but it is not a complete match. To convey all existing PCO parameters by DHCP would require extensions to DHCP. PCO support is also needed to have a full solution for LTE without requiring DHCP support in all UE.

2.3 PCO usage in UE

A UE in 2G/3G access in Rel-7 can use PCO fields to obtain configuration parameters from GGSN. It seems relevant to assume that this will be supported for a UE in 2G/3G access also for Rel-8, to avoid mandating DHCP in all 2G/3G UE.

Since a UE in 3GPP access may either start in 2G, 3G or LTE, it seems relevant to assume that PCO fields shall be supported also in LTE access.

If not, it would mean that the UE would acquire parameters in one way if starting in 2G/3G access, and in another way if starting in LTE access, which would require additional complexity in the UE.

2.4 PCO support in Attach and UE Requested PDN connectivity
The primary use of PCO parameters for LTE is during Attach and UE Requested PDN connectivity. To add the support of PCO parameters in Attach and UE Requested PDN Connectivity messages for E-UTRAN access is straight-forward. In addition PCO would need to be conveyed over S11, S5 and S8 in relation to Attach and UE Requested PDN connectivity, where support in GTP for PCO for S11, S5/GTP and S8a is no issue.

If some PCO parameters may also be needed in other messages than Attach and UE Requested PDN connectivity messages, i.e at MME/SGW relocation, is FFS. Any need to transfer PCO parameters at other times than Attach and MME/SGW relocation are FFS.

3. Proposal

It is proposed to add the support to convey parameters in a PCO field in Attach and UE Requested PDN connectivity for E-UTRAN access in 23.401. The final list of parameters that are suitable to convey in the PCO field is FFS.

**** Start of first changes ****
5.3.2
Attach procedure

5.3.2.1
E-UTRAN Initial Attach

A UE/user needs to register with the network to receive services that require registration. This registration is described as Network Attachment. The always-on IP connectivity for UE/users of the EPS is enabled by establishing a default EPS bearer during Network Attachment. The PCC rules applied to the default EPS bearer may be predefined in the PDN GW and activated in the attachment by the PDN GW itself. The Attach procedure may trigger one or multiple Dedicated Bearer Establishment procedures to establish dedicated EPS bearer(s) for that UE. During the attach procedure, the UE may request for an IP address allocation. Terminals utilising only IETF based mechanisms for IP address allocation are also supported.

Editor's note:
The specific triggers for the Dedicated Bearer Activation procedure(s), i.e. the initial step(s) of the procedure, are FFS in this case.

Editor's note: The procedure needs to cover also the case if the old node is an SGSN.
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Figure 5.3.2.1-1: Attach Procedure

NOTE:
For a PMIP-based S5/S8, procedure steps (A), (B), and (C) are defined in 3GPP TS 23.402 [2]. Steps 6, 9, 13, 14 and 15 concern GTP based S5/S8
1.
The UE initiates the Attach procedure by the transmission of an Attach Request (IMSI or S TMSI and old TAI, UE Network Capability, PDN Address Allocation, Protocol Configuration Options) message together with an indication of the Selected Network to the eNodeB. IMSI shall be included if the UE does not have a valid S TMSI available. If the UE has a valid S-TMSI, S-TMSI and the old TAI associated with S-TMSI shall be included. Selected Network indicates the PLMN that is selected for network sharing purposes. UE Network Capability is described in clause "UE capabilities". If a NAS security association between the UE and the MME already exists, the Attach Request message shall be integrity protected in order to allow validation of the UE by the MME. It is FFS if the Attach Request message, or any individual information elements included in it, may also be encrypted to ensure its confidentiality. The PDN Address Allocation indicates whether the UE wants to perform the IP address allocation during the attach procedure and, when known, it indicates the UE IP version capability (IPv4, IPv4/IPv6, IPv6), which is the capability of the IP stack associated with the UE. Protocol Configuration Options (PCO) are used to transfer parameters between the UE and the PDN GW, and are sent transparently through the MME and the Serving GW.


Editor's note: The eNodeB may need to read S-TMSI/IMSI or other information elements from NAS message (e.g. to derive MME routeing), therefore it is assumed that at least these parts of that message are not encrypted.

Editor's note: It’s assumed that all the radio capabilities of the UE that the eNodeB has to know in order to handle radio resources for this UE are send to eNodeB upon RRC connection establishment.

Editor's note: It's FFS whether the other values of the PDN Address Allocation and related use should be considered.

2.
The eNodeB derives the MME from the S-TMSI and from the indicated Selected Network. If no MME can be derived the eNodeB selects an MME as described in clause 4.3.7.3 on "MME selection function". The eNodeB forwards the Attach Request message to the new MME contained in a S1-MME control message (Initial UE message) together with the Selected Network and an indication of the E-UTRAN Area identity, a globally unique E-UTRAN ID of the cell from where it received the message to the new MME.

3.
If the UE identifies itself with S-TMSI and the MME has changed since detach, the new MME sends an Identification Request (S-TMSI, old TAI) to the old MME to request the IMSI. The old MME responds with Identification Response (IMSI, Authentication Quintets). If the UE is not known in the old MME, the old MME responds with an appropriate error cause. 

4.
If the UE is unknown in both the old and new MME, the new MME sends an Identity Request to the UE to request the IMSI. The UE responds with Identity Response (IMSI).

5.
If no UE context for the UE exists anywhere in the network, authentication is mandatory. Otherwise this step is optional. The authentication functions are defined in clause "Security Function". If performed, this step involves AKA authentication and establishment of a NAS level security association with the UE in order to protect further NAS protocol messages. 

6.
If there are active bearer contexts in the new MME for this particular UE (i.e. the UE re-attaches to the same MME without having properly detached before), the new MME deletes these bearer contexts by sending Delete Bearer Request (TEIDs) messages to the GWs involved. The GWs acknowledge with Delete Bearer Response (TEIDs) message.

Editor's note:
The concept of bearer context needs to be defined.

7.
If the MME has changed since the last detach, or if it is the very first attach, the MME sends an Update Location (MME Identity, IMSI) to the HSS.

8.
The HSS sends Cancel Location (IMSI, Cancellation Type) to the old MME with Cancellation Type set to Update Procedure. The old MME acknowledges with Cancel Location Ack (IMSI) and removes the MM and bearer contexts.

9.
If there are active bearer contexts in the old MME for this particular UE, the old MME deletes these bearer contexts by sending Delete Bearer Request (TEIDs) messages to the GWs involved. The GWs return Delete Bearer Response (TEIDs) message to the new MME.

10.
The HSS sends Insert Subscriber Data (IMSI, Subscription Data) message to the new MME. The Subscription Data contains the Default APN and the list of AMBRs for all the PDNs that the UE can access. The new MME validates the UE's presence in the (new) TA. If due to regional subscription restrictions or access restrictions the UE is not allowed to attach in the TA, the new MME rejects the Attach Request with an appropriate cause, and may return an Insert Subscriber Data Ack message to the HSS. If subscription checking fails for other reasons, the new MME rejects the Attach Request with an appropriate cause and returns an Insert Subscriber Data Ack message to the HSS including an error cause. If all checks are successful then the new MME constructs a context for the UE and returns an Insert Subscriber Data Ack message to the HSS.

11.
The HSS acknowledges the Update Location message by sending an Update Location Ack to the new MME. If the Update Location is rejected by the HSS, the new MME rejects the Attach Request from the UE with an appropriate cause.

Editor's note:
Further considerations on subscription data handling needed, e.g. if transferred between MMEs, if insertion by separated procedure from HSS necessary or if Steps 10 and 11 can be combined as one message.

12.
The new MME selects a Serving GW as described in clause 4.3.7.2 on Serving GW selection function and allocates an EPS Bearer Identity for the Default Bearer associated with the UE. Then it sends a Create Default Bearer Request (IMSI, MME Context ID, RAT type, Default Bearer QoS, PDN Address Allocation, AMBR, EPS Bearer Identity, Protocol Configuration Options) message to the selected Serving GW. The RAT type is provided in this message for the later PCC decision. The AMBR applied to the relevant PDN access is also provided in this message.

Editor's note: it is FFS how static IP address allocation is managed.

13.
The Serving GW creates a new entry in its EPS Bearer table and sends a Create Default Bearer Request (Serving GW Address for the user plane, Serving GW TEID of the user plane, Serving GW TEID of the control plane, RAT type, Default Bearer QoS, PDN Address Allocation, AMBR, EPS Bearer Identity, Protocol Configuration Options) message to the PDN GW. After this step, the Serving GW buffers any downlink packets it may receive from the PDN GW until receives the message in step 21 below.

Editor’s Note:
It's FFS which entity will select the PDN GW. 

14.
If dynamic PCC is deployed, the PDN GW interacts with the PCRF to get the default PCC rules for the UE. This may lead to the establishment of a number of dedicated bearers following the procedures defined in clause 5.4.1 in association with the establishment of the default bearer. It is FFS how the establishment of the default and dedicated bearers is synchronized.
The RAT type is provided to the PCRF by the PDN GW if received by the previous message. 
NOTE:
While the PDN GW/PCEF may be configured to activate predefined PCC rules for the default bearer, the interaction with the PCRF is still required to provide e.g. the UE IP address information to the PCRF.
If dynamic PCC is not deployed, the PDN GW may apply local QoS policy.

Editor's note:
It is FFS which kind of information will be provided by the PCRF. 

15.
The PDN GW returns a Create Default Bearer Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Address Information, EPS Bearer Identity, Protocol Configuration Options) message to the Serving GW. PDN Address Information is included if the PDN GW allocated a PDN address Based on PDN Address Allocation received in the Create Default Bearer Request. PDN Address Information contains an IPv4 address for IPv4 and/or an IPv6 prefix and an Interface Identifier for IPv6. The PDN GW takes into account the UE IP version capability indicated in the PDN Address Allocation and the policies of operator when the PDN GW allocates the PDN Address Information.

16.
The Serving GW returns a Create Default Bearer Response (PDN Address Information, Serving GW address for User Plane, Serving GW TEID for User Plane, Serving GW Context ID, EPS Bearer Identity, Protocol Configuration Options) message to the new MME. PDN Address Information is included if it was provided by the PDN GW.

17.
The new MME sends an Attach Accept (S-TMSI, PDN Address Information, TA List, EPS Bearer Identity, Session Management Configuration IE, Protocol Configuration Options) message to the eNodeB. S-TMSI is included if the new MME allocates a new S-TMSI. This message is contained in an S1_MME control message Initial Context Setup Request. This S1 control message also includes the security context for the UE, Handover Restriction List, the bearer level QoS parameters, EPS Bearer Identity and the AMBR associated with the PDN Address Information, and QoS information needed to set up the radio bearer, as well as the TEID at the Serving GW used for user plane and the address of the Serving GW for user plane. The PDN address information, if assigned by the PDN GW, is included in this message. If the UE has UTRAN or GERAN capabilities, the MME uses the EPS bearer QoS information to derive the corresponding PDP context parameters QoS Negotiated (R99 QoS profile), Radio Priority and Packet Flow Id and includes them in the Session Management Configuration. If the UE indicated in the UE Network Capability it does not support BSS packet flow procedures, then the MME shall not include the Packet Flow Id. Handover Restriction List contains roaming and area restrictions; its usage is described in clause "Roaming and Area Restrictions".
18.
The eNodeB sends Radio Bearer Establishment Request including the EPS Radio Bearer Identity to the UE and the Attach Accept Message (S-TMSI, PDN address, TA List, PDN Address Information, EPS Bearer Identity, Session Management Configuration IE, Protocol Configuration Options) will be sent along to the UE. The UE shall store the QoS Negotiated, Radio Priority, Packet Flow Id, which it received in the Session Management Configuration, for use when accessing via GERAN or UTRAN. The UE shall ignore the IPv6 prefix information in PDN Address Information.

NOTE:
The IP address allocation details are described in the clause 5.3.1 "IP Address Allocation".
19.
The UE sends the Radio Bearer Establishment Response (FFS) to the eNodeB. In this message, the Attach Complete Message (EPS Bearer Identity) will be included.

20.
The eNodeB forwards the Attach Complete (EPS Bearer Identity) message to the new MME. On the S1_MME reference point, this message is contained in an S1_MME control message Initial Context Setup Complete. This S1 control message also includes the TEID of the eNodeB and the address of the eNodeB used for downlink traffic on the S1_U reference point. 

After the Attach Accept message and once the UE has obtained a PDN Address Information, the UE can then send uplink packets towards the eNodeB which will then be tunnelled to the Serving GW and PDN GW.

21.
The new MME sends an Update Bearer Request (eNodeB address, eNodeB TEID) message to the Serving GW. 

22.
The Serving GW acknowledges by sending Update Bearer Response (EPS Bearer Identity) message to the new MME. The Serving GW can then send its buffered downlink packets.

23.
After the MME receives Update Bearer Response (EPS Bearer Identity) message, if an EPS bearer was established, the MME may send an Update Location Request including the PDN GW address to the HSS for mobility with non-3GPP accesses.

24.
The HSS stores the PDN GW address and sends an Update Location Response to the MME.

Editor’s Note: The exact message name which is used to transfer the PDN GW address to the HSS is FFS.
**** End of first changes ****
**** Start of second changes ****
5.10.2
UE requested PDN connectivity

The UE requested PDN connectivity procedure for an E-UTRAN is depicted in figure 5.10.2-1. The procedure allows the UE to request for connectivity to a PDN including allocation of a default bearer. In this procedure, the UE is assumed to be in active mode.
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Figure 5.10.2-1. UE requested PDN connectivity

NOTE:
For a PMIP-based S5/S8, procedure steps (A) are defined in 3GPP TS 23.402 [2]. Steps 3, 4, and 5 concern GTP based S5/S8.

1.
The UE initiates the UE Requested PDN procedure by the transmission of a PDN Connectivity Request (APN, PDN Address Allocation, Protocol Configuration Options) message. The PDN Address Allocation indicates whether the UE wants to perform the IP address allocation during the execution of the procedure and, when known, it indicates the UE IP version capability (IPv4, IPv4/IPv6, IPv6), which is the capability of the IP stack associated with the UE. The MME verifies that the APN provided by UE is allowed by subscription. Protocol Configuration Options (PCO) are used to transfer parameters between the UE and the PDN GW, and are sent transparently through the MME and the Serving GW.

Editor's note: It's FFS whether the other values of the PDN Address Allocation and related use should be considered.

2.
The MME selects a PDN GW as described in clause 4.3.7.1
on PDN GW Selection Function (3GPP accesses), allocates a Bearer Id, and sends a Create Default Bearer Request (IMSI, MME Context ID, RAT type, Default Bearer QoS, PDN Address Allocation, AMBR, APN, EPS Bearer Id, Protocol Configuration Options) message to the Serving GW. The RAT type is provided in this message for the later PCC decision. The AMBR applied to the relevant PDN access is also provided in this message.

Editor's note: it is FFS how static IP address allocation is managed.

3.
The Serving GW creates a new entry in its EPS Bearer table and sends a Create Default Bearer Request (Serving GW Address for the user plane, Serving GW TEID of the user plane, Serving GW TEID of the control plane, RAT type, Default Bearer QoS, PDN Address Allocation, AMBR, APN, Bearer Id, Protocol Configuration Options) message to the PDN GW. After this step, the Serving GW buffers any downlink packets it may receive from the PDN GW until receives the message in step 11 below.
4.
The PDN GW may interact with the PCRF to get the default PCC rules for the UE if PCRF is applied in the network. This may optionally lead to the establishment of a number of dedicated bearers following the procedures defined in clause 5.4.1 in association with the establishment of the default bearer. It is FFS how the establishment of the default and dedicated bearers is synchronized.
The RAT type is provided to the PCRF by the PDN GW if received by the previous message. If the PDN GW/PCEF is configured to activate predefined PCC rules for the default bearer, the interaction with the PCRF is not required (e.g. operator may configure to do this) at the moment.

Editor's note:
It is FFS which kind of information will be provided by the PCRF. 

5.
The PDN GW returns a Create Default Bearer Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Address Information, EPS Bearer Id, Protocol Configuration Options) message to the Serving GW. PDN Address Information is included if the PDN GW allocated a PDN address Based on PDN Address Allocation received in the Create Default Bearer Request. PDN Address Information contains an IPv4 address for IPv4 and/or an IPv6 prefix and an Interface Identifier for IPv6. The PDN GW takes into account the UE IP version capability indicated in the PDN Address Allocation and the policies of operator when the PDN GW allocates the PDN Address Information.
6.
The Serving GW returns a Create Default Bearer Response (PDN Address Information, Serving GW address for User Plane, Serving GW TEID for User Plane, Serving GW Context ID, Bearer Id, Protocol Configuration Options) message to the new MME. PDN Address Information is included if it was provided by the PDN GW.

7.
The MME sends PDN Connectivity Accept (PDN Address Information, EPS Bearer Id, Protocol Configuration Options) message to the eNodeB. This message is contained in an S1_MME control message Bearer Setup Request (Bearer QoS, PDN Connectivity Accept, S1-TEID). This S1 control message includes bearer level QoS parameters and the AMBR associated with the PDN Address Information, and QoS information needed to set up the radio bearer, as well as the TEID at the Serving GW used for user plane and the address of the Serving GW for user plane. The PDN address information, if assigned by the PDN GW, is included in this message. MME will not send the S1 Bearer Setup Request message until any outstanding S1 Bearer Setup Response message for the same UE has been received or timed out.
8.
The eNodeB sends Radio Bearer Establishment Request to the UE and the PDN Connectivity Accept (PDN Address Information, EPS Bearer Id) will be sent along to the UE. The UE shall ignore the IPv6 prefix information in PDN Address Information.

NOTE:
The IP address allocation details are described in the clause 5.3.1 "IP Address Allocation".
9.
The UE sends the Radio Bearer Establishment Response (FFS) to the eNodeB.

10.
The eNodeB send an S1_MME control message Bearer Setup Response to the MME. The S1 control message includes the TEID of the eNodeB and the address of the eNodeB used for downlink traffic on the S1_U reference point. 

After the PDN Connectivity Accept message and once the UE has obtained a PDN Address Information, the UE can then send uplink packets towards the eNodeB which will then be tunnelled to the Serving GW and PDN GW.

11.
The MME sends an Update Bearer Request (eNodeB address, eNodeB TEID) message to the Serving GW. 
12.
The Serving GW acknowledges by sending Update Bearer Response to the MME. The Serving GW can then send its buffered downlink packets.
13.
After the MME receives Update Bearer Response in step 13, if an EPS bearer was established, the MME may send an Update Location Request including the PDN GW address and the APN to the HSS for mobility with non-3GPP accesses.

14.
The HSS stores the PDN GW address and the associated APN, and sends an Update Location Response to the MME.

Editor's Note: The exact message name which is used to transfer the PDN GW address to the HSS is FFS.
**** End of second changes ****
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