SA WG2 Temporary Document

Page 23
-


3GPP TSG SA WG2 Meeting #61
S2-075033
Ljubljana, Slovenia

12-16 November 2007

Source:
Huawei
Title:
Discussion on PDN GW address update 

Document for:
Approval/ Discussion
Agenda Item:
8.4.2
Work Item / Release:
SAES / Release 8
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This document discusses PDN GW address update in the HSS during attach/detach procedures and refines the procedures according the discussion. 
1 Introduction
It has been agreed (ref.1 and ref.2) that the HSS shall store the IP address of the already allocated PDN GW in order to connect the UE with an already allocated PDN GW during inter-access system mobility. And it has been agreed that PDN GW address information stored in the HSS shall be removed when the UE is detached (ref.2). Otherwise, according to the PDN GW selection criteria, the HSS shall provide this PDN GW address to the PDN GW selection function when the UE attaches next time, and no further PDN GW selection functionality will be performed. But the UE may not want to connect to this PDN GW when it attaches again. A P-CR (ref.3) to 23.401 (ref.1) about removing the PGW address in HSS when all bearers to this PGW are deleted was also provided in SA2#60. 

After the UE handovers from 3GPP Access to non-3GPP Access, the source network shall perform the resource release procedure. But the MME can not differentiate between the resource release caused by handover and the resource release caused by detach. Thus the MME may request the HSS to remove the PDN GW information for the UE. 
Similarly, after the UE handovers from non-3GPP Access to 3GPP Access, the AAA server may be involved in the resource release procedure, such as removing dynamic authentication and authorization information stored on the AAA server. And the AAA server can not differentiate between the resource release caused by handover and the resource release caused by detach, too. Therefore, the AAA server may request the HSS to remove the PDN GW information for the UE after inter-access system handover. 
Accordingly, the PDN GW address information may be unintentionally removed by the HSS during inter-access system handover. But this PDN GW is still connected with the UE in the target network and the PDN GW address information should not be removed by the HSS.
2 Discussion

In order to avoid removing the PDN GW address unintentionally after inter-access system handover, HSS shall be able to know whether this PDN GW is still connected with the UE before it removes the PDN GW address information. 

Whenever the HSS receives a message through one specific access system requesting to remove the PDN GW address information, the HSS shall judge whether this PDN GW is connected with the UE through another access system. If this PDN GW is still connected with the UE through another access system, the HSS will not remove the PDN GW address information for the UE. In order to make this judgement, the HSS shall mark and update the connection state of the PDN GW address for the UE. 

For example, the HSS may store the PDN GW address associated with the identity of the registrar entity (MME or AAA server). If the PDN GW address is associated with an MME identity, it means that the PDN GW is connected with the UE through 3GPP access system. If the PDN GW address is associated with an AAA server identity, it means that the PDN GW is connected with the UE through non-3GPP access system. If the PDN GW address is associated with an MME identity and an AAA server identity, it means that the PDN GW is connected with the UE through both the 3GPP and non-3GPP access systems. This is usually the temporary state after the target network has established connection for the UE and before the source network releases the resource during inter-access system handover. When a message requesting to remove the PDN GW address for the UE is received from MME, the HSS removes the PDN GW address and the MME identity if it is only associated with the MME identity; otherwise, the HSS removes the associated MME identity while keeping the PDN GW address and the AAA server identity. Similarly, when a message requesting to remove the PDN GW address for the UE is received from the AAA server, the HSS removes the PDN GW address and the AAA server identity if it is only associated with the AAA server identity; otherwise, the HSS removes the associated AAA server identity while keeping the PDN GW address and the MME identity.
3 Conclusion

According to the above discussion, it is proposed that the HSS stores the PDN GW address associated with the identity of the registrar entity, ie. MME identity or/and AAA server identity. And when a message requesting to remove the PDN GW address for the UE is received from MME, the HSS removes the PDN GW address and the MME identity if it is only associated with the MME identity; otherwise, the HSS removes the associated MME identity while keeping the PDN GW address and the AAA server identity. Similarly, when a message requesting to remove the PDN GW address for the UE is received from the AAA server, the HSS removes the PDN GW address and the AAA server identity if it is only associated with the AAA server identity; otherwise, the HSS removes the associated AAA server identity while keeping the PDN GW address and the MME identity.
4 References

1) TS 23.401 V1.3.0 GPRS enhancements for E-UTRAN access
2) TS 23.402 V1.4.0 Architecture Enhancements for non-3GPP accesses

3) S2-074187 Detach Procedure
5 Proposal

It’s proposed to include the following changes into TS23.401 and TS23.402.
Start of the first change (to TS23.401)
5.3.2.1
E-UTRAN Initial Attach

A UE/user needs to register with the network to receive services that require registration. This registration is described as Network Attachment. The always-on IP connectivity for UE/users of the EPS is enabled by establishing a default EPS bearer during Network Attachment. The PCC rules applied to the default EPS bearer may be predefined in the PDN GW and activated in the attachment by the PDN GW itself. The Attach procedure may trigger one or multiple Dedicated Bearer Establishment procedures to establish dedicated EPS bearer(s) for that UE. During the attach procedure, the UE may request for an IP address allocation. Terminals utilising only IETF based mechanisms for IP address allocation are also supported.

Editor's note:
The specific triggers for the Dedicated Bearer Activation procedure(s), i.e. the initial step(s) of the procedure, are FFS in this case.

Editor's note: The procedure needs to cover also the case if the old node is an SGSN.
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Figure 5.3.2.1-1: Attach Procedure

NOTE:
For a PMIP-based S5/S8, procedure steps (A), (B), and (C) are defined in 3GPP TS 23.402 [2]. Steps 6, 9, 13, 14 and 15 concern GTP based S5/S8
1.
The UE initiates the Attach procedure by the transmission of an Attach Request (IMSI or S TMSI and old TAI, UE Network Capability, PDN Address Allocation) message together with an indication of the Selected Network to the eNodeB. IMSI shall be included if the UE does not have a valid S TMSI available. If the UE has a valid S-TMSI, S-TMSI and the old TAI associated with S-TMSI shall be included. Selected Network indicates the PLMN that is selected for network sharing purposes. UE Network Capability is described in clause "UE capabilities". If a NAS security association between the UE and the MME already exists, the Attach Request message shall be integrity protected in order to allow validation of the UE by the MME. It is FFS if the Attach Request message, or any individual information elements included in it, may also be encrypted to ensure its confidentiality. The PDN Address Allocation indicates whether the UE wants to perform the IP address allocation during the attach procedure and, when known, it indicates the UE IP version capability (IPv4, IPv4/IPv6, IPv6), which is the capability of the IP stack associated with the UE..

Editor's note: The eNodeB may need to read S-TMSI/IMSI or other information elements from NAS message (e.g. to derive MME routeing), therefore it is assumed that at least these parts of that message are not encrypted.

Editor's note: It’s assumed that all the radio capabilities of the UE that the eNodeB has to know in order to handle radio resources for this UE are send to eNodeB upon RRC connection establishment.

Editor's note: It's FFS whether the other values of the PDN Address Allocation and related use should be considered.

2.
The eNodeB derives the MME from the S-TMSI and from the indicated Selected Network. If no MME can be derived the eNodeB selects an MME as described in clause 4.3.7.3 on "MME selection function". The eNodeB forwards the Attach Request message to the new MME contained in a S1-MME control message (Initial UE message) together with the Selected Network and an indication of the E-UTRAN Area identity, a globally unique E-UTRAN ID of the cell from where it received the message to the new MME.

3.
If the UE identifies itself with S-TMSI and the MME has changed since detach, the new MME sends an Identification Request (S-TMSI, old TAI) to the old MME to request the IMSI. The old MME responds with Identification Response (IMSI, Authentication Quintets). If the UE is not known in the old MME, the old MME responds with an appropriate error cause. 

4.
If the UE is unknown in both the old and new MME, the new MME sends an Identity Request to the UE to request the IMSI. The UE responds with Identity Response (IMSI).

5.
If no UE context for the UE exists anywhere in the network, authentication is mandatory. Otherwise this step is optional. The authentication functions are defined in clause "Security Function". If performed, this step involves AKA authentication and establishment of a NAS level security association with the UE in order to protect further NAS protocol messages. 

6.
If there are active bearer contexts in the new MME for this particular UE (i.e. the UE re-attaches to the same MME without having properly detached before), the new MME deletes these bearer contexts by sending Delete Bearer Request (TEIDs) messages to the GWs involved. The GWs acknowledge with Delete Bearer Response (TEIDs) message.

Editor's note:
The concept of bearer context needs to be defined.

7.
If the MME has changed since the last detach, or if it is the very first attach, the MME sends an Update Location (MME Identity, IMSI) to the HSS.

8.
The HSS sends Cancel Location (IMSI, Cancellation Type) to the old MME with Cancellation Type set to Update Procedure. The old MME acknowledges with Cancel Location Ack (IMSI) and removes the MM and bearer contexts.

9.
If there are active bearer contexts in the old MME for this particular UE, the old MME deletes these bearer contexts by sending Delete Bearer Request (TEIDs) messages to the GWs involved. The GWs return Delete Bearer Response (TEIDs) message to the new MME.

10.
The HSS sends Insert Subscriber Data (IMSI, Subscription Data) message to the new MME. The Subscription Data contains the Default APN and the list of AMBRs for all the PDNs that the UE can access. The new MME validates the UE's presence in the (new) TA. If due to regional subscription restrictions or access restrictions the UE is not allowed to attach in the TA, the new MME rejects the Attach Request with an appropriate cause, and may return an Insert Subscriber Data Ack message to the HSS. If subscription checking fails for other reasons, the new MME rejects the Attach Request with an appropriate cause and returns an Insert Subscriber Data Ack message to the HSS including an error cause. If all checks are successful then the new MME constructs a context for the UE and returns an Insert Subscriber Data Ack message to the HSS.

11.
The HSS acknowledges the Update Location message by sending an Update Location Ack to the new MME. If the Update Location is rejected by the HSS, the new MME rejects the Attach Request from the UE with an appropriate cause.

Editor's note:
Further considerations on subscription data handling needed, e.g. if transferred between MMEs, if insertion by separated procedure from HSS necessary or if Steps 10 and 11 can be combined as one message.

12.
The new MME selects a Serving GW as described in clause 4.3.7.2 on Serving GW selection function and allocates an EPS Bearer Identity for the Default Bearer associated with the UE. Then it sends a Create Default Bearer Request (IMSI, MME Context ID, RAT type, Default Bearer QoS, PDN Address Allocation, AMBR, EPS Bearer Identity) message to the selected Serving GW. The RAT type is provided in this message for the later PCC decision. The AMBR applied to the relevant PDN access is also provided in this message.

Editor's note: it is FFS how static IP address allocation is managed.

13.
The Serving GW creates a new entry in its EPS Bearer table and sends a Create Default Bearer Request (Serving GW Address for the user plane, Serving GW TEID of the user plane, Serving GW TEID of the control plane, RAT type, Default Bearer QoS, PDN Address Allocation, AMBR, EPS Bearer Identity) message to the PDN GW. After this step, the Serving GW buffers any downlink packets it may receive from the PDN GW until receives the message in step 21 below.

Editor’s Note:
It's FFS which entity will select the PDN GW. 

14.
If dynamic PCC is deployed, the PDN GW interacts with the PCRF to get the default PCC rules for the UE. This may lead to the establishment of a number of dedicated bearers following the procedures defined in clause 5.4.1 in association with the establishment of the default bearer. It is FFS how the establishment of the default and dedicated bearers is synchronized.
The RAT type is provided to the PCRF by the PDN GW if received by the previous message. 
NOTE:
While the PDN GW/PCEF may be configured to activate predefined PCC rules for the default bearer, the interaction with the PCRF is still required to provide e.g. the UE IP address information to the PCRF.
If dynamic PCC is not deployed, the PDN GW may apply local QoS policy.

Editor's note:
It is FFS which kind of information will be provided by the PCRF. 

15.
The PDN GW returns a Create Default Bearer Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Address Information, EPS Bearer Identity) message to the Serving GW. PDN Address Information is included if the PDN GW allocated a PDN address Based on PDN Address Allocation received in the Create Default Bearer Request. PDN Address Information contains an IPv4 address for IPv4 and/or an IPv6 prefix and an Interface Identifier for IPv6. The PDN GW takes into account the UE IP version capability indicated in the PDN Address Allocation and the policies of operator when the PDN GW allocates the PDN Address Information.

16.
The Serving GW returns a Create Default Bearer Response (PDN Address Information, Serving GW address for User Plane, Serving GW TEID for User Plane, Serving GW Context ID, EPS Bearer Identity) message to the new MME. PDN Address Information is included if it was provided by the PDN GW.

17.
The new MME sends an Attach Accept (S-TMSI, PDN Address Information, TA List, EPS Bearer Identity, Session Management Configuration IE) message to the eNodeB. S-TMSI is included if the new MME allocates a new S-TMSI. This message is contained in an S1_MME control message Initial Context Setup Request. This S1 control message also includes the security context for the UE, Handover Restriction List, the bearer level QoS parameters, EPS Bearer Identity and the AMBR associated with the PDN Address Information, and QoS information needed to set up the radio bearer, as well as the TEID at the Serving GW used for user plane and the address of the Serving GW for user plane. The PDN address information, if assigned by the PDN GW, is included in this message. If the UE has UTRAN or GERAN capabilities, the MME uses the EPS bearer QoS information to derive the corresponding PDP context parameters QoS Negotiated (R99 QoS profile), Radio Priority and Packet Flow Id and includes them in the Session Management Configuration. If the UE indicated in the UE Network Capability it does not support BSS packet flow procedures, then the MME shall not include the Packet Flow Id. Handover Restriction List contains roaming and area restrictions; its usage is described in clause "Roaming and Area Restrictions".
18.
The eNodeB sends Radio Bearer Establishment Request including the EPS Radio Bearer Identity to the UE and the Attach Accept Message (S-TMSI, PDN address, TA List, PDN Address Information, EPS Bearer Identity, Session Management Configuration IE)) will be sent along to the UE. The UE shall store the QoS Negotiated, Radio Priority, Packet Flow Id, which it received in the Session Management Configuration, for use when accessing via GERAN or UTRAN. The UE shall ignore the IPv6 prefix information in PDN Address Information.

NOTE:
The IP address allocation details are described in the clause 5.3.1 "IP Address Allocation".
19.
The UE sends the Radio Bearer Establishment Response (FFS) to the eNodeB. In this message, the Attach Complete Message (EPS Bearer Identity) will be included.

20.
The eNodeB forwards the Attach Complete (EPS Bearer Identity) message to the new MME. On the S1_MME reference point, this message is contained in an S1_MME control message Initial Context Setup Complete. This S1 control message also includes the TEID of the eNodeB and the address of the eNodeB used for downlink traffic on the S1_U reference point. 

After the Attach Accept message and once the UE has obtained a PDN Address Information, the UE can then send uplink packets towards the eNodeB which will then be tunnelled to the Serving GW and PDN GW.

21.
The new MME sends an Update Bearer Request (eNodeB address, eNodeB TEID) message to the Serving GW. 

22.
The Serving GW acknowledges by sending Update Bearer Response (EPS Bearer Identity) message to the new MME. The Serving GW can then send its buffered downlink packets.

23.
After the MME receives Update Bearer Response (EPS Bearer Identity) message, if an EPS bearer was established, the MME may send an Update Location Request including the PDN GW address to the HSS for mobility with non-3GPP accesses.

24.
The HSS stores the PDN GW address associated with the MME identity and sends an Update Location Response to the MME.

Editor’s Note: The exact message name which is used to transfer the PDN GW address to the HSS is FFS.
End of the first change (to TS23.401)
Start of the second change (to TS23.402)
5.4.3.2
Initial Attach on S2a
5.4.3.2.1
General
This section is related to the case when the UE powers-on in a trusted non-3GPP IP access and attaches to the EPS via S2a interface.
5.4.3.2.2
Initial Attach procedure with MIPv4 FACoA Mode 

MIPv4 [12] is used to setup a MIP tunnel between the Trusted non-3GPP IP Access and the PDN GW. It is assumed that a Foreign Agent (FA) is located in the Trusted non-3GPP IP Access.
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Figure 5.4.3.2.2-1: Initial attachment when MIPv4 FACoA mode MM mechanism is used over S2a 

When the Attach procedure occurs in the Non-Roaming case (Figure 4.2.2-1), the vPCRF is not involved.

In the case of Roaming (Figure 4.2.3-1) and Local Breakout (Figure 4.2.3-4), the vPCRF is employed to forward messages from the hPCRF in the home PLMN, by way of the vPCRF in the vPLMN to the non-3GPP access.  In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-3GPP IP Access and the 3GPP AAA Server in the HPLMN.

1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are outside the scope of 3GPP.
2)
The Non-3GPP access specific authentication procedure is performed. The authentication procedure between UE and Trusted non-3GPP IP Access is outside the scope of 3GPP. Depending on the type of non-3GPP access system, the PDN Gateway address may be determined at this point as described in section 5.4.2.1, otherwise it is determined in step 5 below. The PDN Gateway information is returned as part of the reply from the 3GPP AAA Server to the FA in the trusted non-3GPP access. This may entail an additional name resolution step.
Editor's note:
The event that triggers Authentication and Authorization between Non-3GPP IP Access and AAA/HSS depends on the specific type of non-3GPP access system.

3)
The UE may send an Agent Solicitation (AS) [12] message.

4)
The FA in the Trusted Non-3GPP IP Access sends a Foreign Agent Advertisement (FAA) [12] message to the UE. The FAA message includes the Care-of Address (CoA) of the Foreign Agent function in the FA.

5)
The UE sends a Registration Request (RRQ) [12] message to the FA. Reverse Tunnelling shall be requested. This ensures that all traffic will go through the PDN GW. The RRQ message shall include the NAI-Extension [14]. The UE may not indicate a specific Home Agent address in the RRQ message, in which case the PDN Gateway/Home Agent is selected by the FA. The UE then receives the IP address of the PDN Gateway in step 9 as part of the RRP message. The UE should then include the PDN Gateway address in the Home Agent address field of subsequent RRQ messages. Depending on the type of non-3GPP access system, the PDN Gateway address may be determined in a non-3GPP specific way at this step instead of step 2.
6)
The FA processes the message according to [12] and forwards a corresponding RRQ message to the PDN GW.

7)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW's address. The AAA Server informs the HSS of the PDN GW address. The HSS store the PDN GW address associated with the AAA Server identity.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

Editor's Note:
This step may be unnecessary as the UE will generally have learned its HA address (e.g., in the MIPv4 Registration Reply) and use this in subsequent mobility messages.

8)
The PDN GW sends an Indication of IP CAN Session Establishment message to the hPCRF.  Otherwise, the PDN GW may employ configuration information to establish policy.

Editor's Note: It is FFS how the PDN GW selects the hPCRF.

9)
The hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy the PDN GW will enforce.
10)
The PDN GW allocates an IP address for the UE and sends a Registration Reply (RRP) [12] to the FA, including the IP address allocated for the UE.

Editor's note:
Whether the PDN GW should authenticate the Registration Request message is FFS. It is FFS which entity stores the allocated PDN GW IP Address.

11)

The Trusted non-3GPP access sends a Gateway Control Session Establishment message to the hPCRF (by way of the vPCRF in the Roaming and LBO cases).  This message shall contain the UE IP address as the steps 7 and 8 are optional and the IP address is required by the PCRF in order to generate UL and DL filters to provision to the Trusted Non-3GPP IP Access.

Editor's note: It is FFS how the vPCRF obtains the address of the hPCRF

12)

If the Gateway Control Session Establishment message sent by the Trusted non-3GPP access implies any change to the policy provisioned to the PDN GW in step 8, the PCRF sends an updated policy to the PDN GW by means of a Policy and Charging Rules Provision message.  In the LBO case, the message is sent from the hPCRF to the vPCRF and thence to the PDN GW in the VPLMN.

13)

If the PCRF provisions a policy to the PDN GW in step 12, the PDN GW responds, sending an Ack message to the PCRF.  The PDN GW indicates whether the PDN GW was successful provisioning the supplied policy.  In the LBO case, the message is sent from the PDN GW in the VPLMN to the vPCRF and thence to the hPCRF in the HPLMN.

14)

The hPCRF responds to the message sent by the non-3GPP access in step 11.  The hPCRF, sends an Acknowledge Gateway Control Session Establishment message to the non-3GPP access (by way of the vPCRF in the Roaming and LBO cases). This response includes QoS Policy rules.

15)
The FA processes the RRP according to [12] and sends a corresponding RRP message to the UE.

16)
IP connectivity from the UE to the PDN GW is now setup. A MIP tunnel is established between the FA in the Trusted Non-3GPP IP Access and the PDN GW.
5.4.3.2.3
Initial Attach procedure with PMIPv6 

PMIPv6 [8] is used to setup a PMIPv6 tunnel between the trusted non-3GPP IP access and the PDN GW. In both roaming and non-roaming cases, S2a is present. It is assumed that MAG exists in the trusted non-3GPP IP access.
In the non-roaming case (as in Figure 4.2.2-1), none of the optional entities in Figure 5.4.3.2.3-1 are involved.  

The optional entities are involved in other cases.  

-
In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the vPLMN and non-3GPP access. 

-
Similarly, interaction between hPCRF in the HPLMN and entities in the vPLMN and non-3GPP access occurs by way of the vPCRF in the vPLMN.  In both these cases, messages are relayed by the optional entities towards and from the hPLMN.  
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Figure 5.4.3.3.3-1: Initial attachment with Network based MM mechanism over S2a for roaming, LBO and non-roaming scenarios.

NOTE: 
The procedure shown in Figure 5.4.3.3.3-1 covers the home routed case (ignore the vPCRF and AAA Proxy), the Roaming case (without local anchoring in the Serving GW in the VPLMN) and LBO
1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP;
2)
The EAP authentication procedure is initiated and performed involving the UE, Trusted Non-3GPP IP Access and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. The PDN Gateway address is determined at this point as described in section 5.4.2.1. The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the MAG in the trusted non-3GPP access. This may entail an additional name resolution step, issuing a request to a DNS Server;
3)
After successful authentication and authorization, the L3 attach procedure is triggered;

Editor's note:
The details of this step including selection of PMIP vs CMIP is FFS.

4)
The MAG function of Trusted Non-3GPP IP Access sends a Proxy Binding Update message to PDN GW;

Editor's note:
How the Proxy Binding Update message is secured is FFS.

5)
The PDN GW sends an Indication of IP CAN Session Establishment message to the hPCRF.  Otherwise, information configured with the PDN GW may be used to determine policy; Note that in the case of LBO, the PDN GW in the VPLMN sends the message to the vPCRF.  The vPCRF then forwards the message to the hPCRF.

Editor's Note: It is FFS how the PDN GW selects the hPCRF.

6)
If the PDN GW sent a message in step 5, the hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy the PDN GW will enforce.  In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN.  The vPCRF then forwards the message to the PDN GW.

7)
The selected PDN GW informs the 3GPP AAA Server of its address; The AAA Server informs the HSS of the PDN GW address. The HSS store the PDN GW address associated with the AAA Server identity.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.
8)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates IP address for the UE. The PDN GW then sends a proxy binding acknowledgement to the MAG function in Trusted Non-3GPP IP Access, including the IP address(s) allocated for the UE;
NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated. If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note:
It is FFS which entity stores the allocated PDN GW IP Address.

9)
The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW.

10)
The Trusted non-3GPP access sends a Gateway Control Session Establishment message.  In the non-roaming case, this message is sent directly to the hPCRF. In the Roaming or LBO case, the Trusted non-3GPP access sends the message to the vPCRF which then forwards the request to the hPCRF. The message must contain the assigned IP address as the hPCRF requires this information to generate UL and DL filters as part of the policy to be provisioned in the next step.

Editor's note:
It is FFS how the vPCRF determines the same hPCRF as was selected by the PDN GW.

11)
If the Gateway Control Session Establishment message sent by the Trusted non-3GPP access implies any change to the policy provisioned to the PDN GW in step 6, the PCRF sends an updated policy to the PDN GW by means of a PCC Policy Provision message.  In the LBO case, the message is sent from the hPCRF to the vPCRF and thence to the PDN GW in the VPLMN.

12)
If the PCRF provisions a policy to the PDN GW in step 11, the PDN GW responds, sending an Ack message to the PCRF.  The PDN GW indicates whether the PDN GW was successful provisioning the supplied policy.  In the LBO case, the message is sent from the PDN GW in the VPLMN to the vPCRF and thence to the hPCRF in the HPLMN.

13)
The hPCRF responds to the message, sending an Acknowledge Gateway Control Session Establishment message.  This message is sent directly to the Trusted Non-3GPP IP Access in the non-roaming case.  In the LBO and Roaming cases, the hPCRF sends the message to the vPCRF which in turn forwards the response to the trusted non-3GPP access.
14)
L3 attach procedure is completed. IP connectivity between the UE and the PDN GW is set for uplink and downlink directions.

Editor's note:
The details of this step is FFS

5.4.3.3
Initial Attach on S2b

5.4.3.3.1
General
This section is related to the case when the UE powers-on in an untrusted network via S2b interface.
5.4.3.3.2

Initial Attach procedure with PMIPv6 
In the non-roaming case, PMIPv6 [8] is used to setup a PMIPv6 tunnel between the ePDG and the PDN GW. It is assumed that MAG is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
In the non-roaming case (as in Figure 4.2.2-1), none of the optional entities in Figure 5.4.3.4.2-1 are involved.  

The optional entities are involved in other cases.  

-
In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the vPLMN and non-3GPP access. 

-
Similarly, interaction between hPCRF in the HPLMN and entities in the vPLMN and non-3GPP access occurs by way of the vPCRF in the vPLMN.  In both these cases, messages are relayed by the optional entities towards and from the hPLMN.  
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Figure 5.4.3.3.2-1: Initial attachment when Network based MM mechanism are used over S2b for roaming, non-roaming and LBO.

NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

If dynamic policy provisioning is not deployed, the optional steps in the procedure are not applied.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN GW address is determined at this point as described in section 5.4.2.1. The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the ePDG. This may entail an additional name resolution step, issuing a request to a DNS Server.

2)
The ePDG sends the Proxy Binding Update message to the PDN GW. The proxy binding update message shall be secured.

Editor's note:
How the Proxy Binding Update message is secured is FFS.

3)
The PDN GW sends an Indication of IP CAN Session Establishment message to the PCRF.  Otherwise, the PDN GW may employ configuration information to establish policy. In the case of LBO, the PDN GW sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the hPCRF in the HPLMN.
Editor's Note: It is FFS how the PDN GW selects the hPCRF.
4)
The hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy the PDN GW will enforce. In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN.  The vPCRF then forwards the message to the PDN GW in the VPLMN.
5)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address. The AAA Server informs the HSS of the PDN GW address. The HSS store the PDN GW address associated with the AAA Server identity.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

6)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates an IP address for the UE. The PDN GW then sends a proxy binding Update ack to the ePDG, including the IP address allocated for the UE. A PMIPv6 tunnel is set up between the ePDG and the PDN GW (shown in Step 11)

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated. If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note:
It is FFS which entity stores the allocated PDN GW IP Address.

7)
The ePDG sends a Gateway Control Session Establishment message to the hPCRF. The message must contain the assigned IP address as the hPCRF requires this information to generate UL and DL filters as part of the policy to be provisioned in the next step. In the Roaming or LBO case, the ePDG sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the hPCRF in the HPLMN.

Editor's Note: It is FFS how the vPCRF determines the same hPCRF as was selected by the PDN GW.

8)
If the Gateway Control Session Establishment message sent by the ePDG implies any change to the policy provisioned to the PDN GW in step 4, the PCRF sends an updated policy to the PDN GW by means of a PCC Policy Provision message.  In the LBO case, the message is sent from the hPCRF to the vPCRF and thence to the PDN GW in the VPLMN.

9)
If the PCRF provisions a policy to the PDN GW in step 8, the PDN GW responds, sending an Ack message to the PCRF.  The PDN GW indicates whether the PDN GW was successful provisioning the supplied policy.  In the LBO case, the message is sent from the PDN GW in the VPLMN to the vPCRF and thence to the hPCRF in the HPLMN.

10)
The PCRF responds to the message, sending an Acknowledge Gateway Control Session Establishment message to the ePDG.  In the Roaming or LBO case, the hPCRF sends the message to the vPCRF in the VPLMN.  The vPCRF forwards the response to the ePDG.

11)
After the BU is successful, the ePDG is authenticated by the UE.

12)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

13)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.

5.4.3.3.3
Initial Attach procedure with PMIPv6 for roaming case with home routed traffic anchored by visited Serving GW
In the case of home routed traffic in the roaming case with anchor in visited Serving GW, PMIPv6 [8] is used to setup PMIPv6 tunnels between the Serving GW and the PDN GW (i.e. S8b) and between the ePDG and the visited Serving GW (i.e. S2b) . It is assumed that the MAG is collocated with visited Serving GW for the PMIPv6 procedure between the Serving GW and the PDN GW and with the ePDG for the PMIPv6 procedure between the ePDG and the Serving GW. The IPsec Tunnel between UE and ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.


[image: image5]
Figure 5.4.3.3.3-1: Initial attachment when Network based MM mechanism are used over S2b for Home Routed Roaming with anchored by visited Serving GW

NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN Gateway address is determined at this point as described in section 5.4.2.1. The PDN GW information is returned as part of the reply from the 3GPP AAA Proxy to the ePDG. This may entail an additional name resolution step, issuing a request to a DNS Server.

2)
The ePDG sends the Proxy Binding Update message to the Serving GW. The proxy binding update message shall be secured.

Editor's note:
How to select a visited Serving GW is FFS. If APN should be included in this step is FFS.

Editor's note:
How the Proxy Binding Update message is secured is FFS.

3)
The visited Serving GW processes the proxy binding update and creates a binding cache entry for the UE. Then the visited Serving GW sends the Proxy Binding Update message to the PDN GW using its own address as the MAG address. The proxy binding update message shall be secured. Note that the binding cache entry on the Serving GW does not yet have the UE's IP address information. This information will be added to the binding cache entry after step 4.

Editor's note:
How the Proxy Binding Update message is secured is FFS.
Editor's note:
Whether the visited Serving GW should inform the visited 3GPP AAA server that it is serving the UE is FFS. It is FFS which entity stores the allocated Serving GW IP Address.
4)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address. The AAA Server informs the HSS of the PDN GW address. The HSS store the PDN GW address associated with the AAA Server identity.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

5)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates an IP address for the UE. The PDN GW then sends a proxy binding ack to the Serving GW, including the IP address allocated for the UE. Once the Serving GW processes the proxy Binding Ack, it stores the UE's IP address information in the binding cache entry.
NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated. If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note:
It is FFS which entity stores the allocated PDN GW IP Address.

6)
After the Proxy BU/Proxy BAck is successful, there is a PMIPv6 tunnel setup between the Serving GW and the PDN GW.
7)
The ePDG continues with the IKE_AUTH exchange.
8)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads. The IP address sent in the IKEv2 configuration payload is the same address that the ePDG received in the Proxy Binding Ack message.
9)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the visited Serving GW. The visited Serving GW then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the visited Serving GW. The visited Serving GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
Editor's note:
How the Serving GW maps the two PMIPv6 tunnels, one from the ePDG to the Serving GW and one from the Serving GW to the PDN GW based on the UE's address is FFS.

End of the second change (to TS23.402)

Start of the third change (to TS23.402)

5.4.4
Detach Procedures

5.4.4.1
General

5.4.4.2
Detach for S2a

5.4.4.2.1
UE/Trusted Non-3GPP IP Access Network Initiated Detach Procedure with PMIPv6

UE/Trusted Non-3GPP Access Network initiated detach procedure with PMIPv6 is illustrated in Figure 5.4.4.2.1-1. The UE can initiate this procedure, e.g. when the UE is power off. The Trusted Non-3GPP Access Network can initiate this procedure due to administration reason or detecting the UE’s leaving by, e.g. Link-layer event specific to the access technology (refer to PMIPv6 [8] for more information).
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 Figure 5.4.4.2.1-1: UE/Trusted Non-3GPP Access Network initiated detach procedure with PMIPv6

NOTE: 
AAA proxy and vPCRF are only used in the case of home routed roaming (Figure 4.2.3-1) and local breakout (Figure 4.2.3-4).

1) 
The UE or the Trusted Non-3GPP Access Network triggers PMIPv6 de-registration by an access technology specific detach procedure. 

2) 
The Trusted Non-3GPP Access Network sends the PCRF a Gateway Control Session Termination. 

3) 
The PCRF acknowledges the Trusted Non-3GPP Access Network has terminated the session. The Trusted Non-3GPP Access Network no longer serves as a PCEF.

4) 
The Mobile Access Gateway (MAG) in the Trusted Non-3GPP IP Access sends a Proxy Binding Update message to the PDN GW with lifetime value set to zero, indicating de-registration. 

5) 
The PDN GW informs the AAA Server/HSS to remove the PDN GW address information for the UE. The HSS judges whether this PDN GW address is associated with an MME identity. If this PDN GW address is associated with an MME identity, the HSS removes the associated AAA server identity while keeping the PDN GW address and the MME identity. Otherwise, the HSS removes the PDN GW address and the AAA server identity,
6) 
The PDN GW deletes the IP CAN session associated with the UE and sends an Indication of IP CAN Session Termination message to the PCRF.

7) 
The PCRF sends an Acknowledge IP CAN Session Termination message to the PDN GW.

8) 
The PDN GW deletes all existing entries implied in the Proxy Binding Update message from its Binding Cache and sends a Proxy Binding Ack message to the MAG.

9) 
Non-3GPP specific resource release procedure is executed. The resources of Trusted Non-3GPP Access Network are released.

5.4.4.2.2
HSS/AAA Initiated Detach Procedure with PMIPv6

HSS/AAA initiated detach procedure with PMIPv6 is illustrated in Figure 5.4.4.2.2. The HSS can initiate the procedure e.g. when the user’s subscription is removed. The 3GPP AAA Server can initiate the procedure, e.g. instruction from O&M, timer for re-authentication/re-authorization expired.
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Figure 5.4.4.2.2-1: HSS/AAA initiated detach procedure with PMIPv6

NOTE: 
AAA proxy and vPCRF are only used in the case of home routed roaming (Figure 4.2.3-1) and local breakout (Figure 4.2.3-4).

1) The HSS/AAA sends a Detach Indication message to the MAG in the Trusted Non-3GPP Access Network to detach a specific UE. 

2) This includes the procedure after step1 as Figure 5.4.4.2.1-1

3) The MAG of the Trusted Non-3GPP Access Network sends a Detach Ack message to the HSS/AAA.

5.4.4.2.3
UE initiated detach procedure with MIPv4 FACoA Mode

UE initiated detach procedure with MIPv4 FACoA Mode is illustrated in Figure 5.4.4.2.3-1. The UE can initiate this procedure, e.g. when the UE is power off.
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Figure 5.4.4.2.3-1: UE initiated detach procedure with MIPv4 FACoA Mode

NOTE: 
AAA proxy and vPCRF are only used in the case of home routed roaming (Figure 4.2.3-1) and local breakout (Figure 4.2.3-4).

1) 
The UE sends a MIPv4 Registration Request message to the Foreign Agent (FA) in the Trusted Non-3GPP Access Network with lifetime value set to zero, indicating de-registration.

2) 
The Trusted Non-3GPP Access Network sends the PCRF a Gateway Control Session Termination.

3) 
The PCRF acknowledges the Trusted Non-3GPP Access Network has terminated the session. The Trusted Non-3GPP Access Network no longer serves as a PCEF.

4) 
The FA relays this MIPv4 Registration Request message to the PDN GW.

5) 
The PDN GW informs the AAA Server/HSS to remove the PDN GW address information for the UE. The HSS judges whether this PDN GW address is associated with an MME identity. If this PDN GW address is associated with an MME identity, the HSS removes the associated AAA server identity while keeping the PDN GW address and the MME identity. Otherwise, the HSS removes the PDN GW address and the AAA server identity,
6) 
The PDN GW deletes the IP CAN session associated with the UE and sends an Indication of IP CAN Session Termination message to the PCRF.

7) 
The PCRF sends an Acknowledge IP CAN Session Termination message to the PDN GW.

8) 
The PDN GW sends a MIPv4 Registration Reply message to the FA.

9) 
Anytime after Step 5, the FA relays this MIPv4 Registration Reply message to the UE.

10) After step 9, Non-3GPP specific resource release procedure is executed.

5.4.4.2.4 
Trusted Non-3GPP Access Network Initiated Detach Procedure with MIPv4 FACoA Mode 

Trusted Non-3GPP Access Network initiated detach procedure with MIPv4 FACoA Mode is illustrated in Figure 5.4.4.2.4-1. The Trusted Non-3GPP Access Network can initiate this procedure due to administration reason or detecting the UE’s leaving by, e.g. Link-layer event specific to the access technology (see RFC 3543 [25] for more information).
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Figure 5.4.4.2.4-1: Trusted Non-3GPP Access Network initiated detach procedure with MIPv4 FACoA Mode

NOTE: 
AAA proxy and vPCRF are only used in the case of home routed roaming (Figure 4.2.3-1) and local breakout (Figure 4.2.3-4).

1) 
The Trusted Non-3GPP Access Network detects the UE’s leaving and sends the PCRF a Gateway Control Session Termination.

2) 
The PCRF acknowledges the Trusted Non-3GPP Access Network has terminated the session. The Trusted Non-3GPP Access Network no longer serves as a PCEF.

3) 
The FA sends a Registration Revocation message (see RFC 3543 [25]) to the PDN GW. 

4) 
The PDN GW informs the AAA Server/HSS to remove the PDN GW address information for the UE. The HSS judges whether this PDN GW address is associated with an MME identity. If this PDN GW address is associated with an MME identity, the HSS removes the associated AAA server identity while keeping the PDN GW address and the MME identity. Otherwise, the HSS removes the PDN GW address and the AAA server identity,
5) 
The PDN GW deletes the IP CAN session associated with the UE and sends an Indication of IP CAN Session Termination message to the PCRF.

6) 
The PCRF sends an Acknowledge IP CAN Session Termination message to the PDN GW.

7) 
The PDN GW sends a Registration Revocation Ack message (see RFC 3543 [25]) to the FA.

8) 
The Trusted Non-3GPP Access Network executes a specific resource release procedure.

5.4.4.2.5
HSS/AAA initiated detach procedure with MIPv4 FACoA Mode

HSS/AAA initiated detach procedure with MIPv4 FACoA Mode is illustrated in Figure 5.4.4.2.5-1. The HSS can initiate the procedure e.g. when the user’s subscription is removed. The 3GPP AAA Server can initiate the procedure, e.g. instruction from O&M, timer for re-authentication/re-authorization expired.
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Figure 5.4.4.2.5-1: HSS/AAA initiated detach procedure with MIPv4 FACoA Mode

NOTE: 
AAA proxy and vPCRF are only used in the case of home routed roaming (Figure 4.2.3-1) and local breakout (Figure 4.2.3-4).

1) 
The HSS/AAA sends a detach indication message to the FA in the Trusted Non-3GPP Access Network to detach a specific UE. 

2) 
This includes the procedure after step1 as Figure 5.4.4.2.4-1.

3) 
The FA sends a Detach Ack message to the HSS/AAA.
5.4.4.3
Detach for S2b

5.4.4.3.1
UE/ePDG initiated detach procedure with PMIP

UE/ePDG initiated detach procedure with PMIPv6 is illustrated in Figure 5.4.4.3.1-1. The UE can initiate this procedure, e.g. when the UE is power off. The ePDG can initiate this procedure due to administration reason or the IKEv2 tunnel releasing.
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Figure 5.4.4.3.1-1: UE/ePDG initiated detach procedure with PMIPv6

NOTE:
 AAA proxy and vPCRF are only used in the case of home routed roaming (Figure 4.2.3-1) and local breakout (Figure 4.2.3-4).

1) 
IKEv2 tunnel release triggers PMIP tunnel release.

2) 
The ePDG sends a Gateway Control Session Termination to the PCRF. 

3) 
The PCRF sends an Acknowledge Gateway Control Session Termination message to the ePDG.

4) 
The MAG in the ePDG sends a Proxy Binding Update message to the PDN GW with lifetime value set to zero, indicating PMIP de-registration.

5) 
The PDN GW informs the AAA Server/HSS to remove the PDN GW address information for the UE. The HSS judges whether this PDN GW address is associated with an MME identity. If this PDN GW address is associated with an MME identity, the HSS removes the associated AAA server identity while keeping the PDN GW address and the MME identity. Otherwise, the HSS removes the PDN GW address and the AAA server identity,
6) 
The PDN GW deletes the IP CAN session associated with the UE and sends an Indication of IP CAN Session Termination message to the PCRF.

7) 
The PCRF sends an Acknowledge IP CAN Session Termination message to the PDN GW.

8) 
The PDN GW deletes all existing entries for the indicated HoA from its Binding Cache and sends a Proxy Binding Ack message to the MAG in the ePDG. The PDN GW sends a Proxy Binding Ack message to the ePDG.

9) 
Non-3GPP specific resource release procedure is executed.

5.4.4.3.2 
HSS/AAA initiated detach procedure with PMIP

HSS/AAA initiated detach procedure with PMIPv6 for non-roaming case is illustrated in Figure 5.4.4.3.2-1. The HSS can initiate the procedure e.g. when the user’s subscription is removed. The 3GPP AAA Server can initiate the procedure, e.g. instruction from O&M, timer for re-authentication/re-authorization expired.


[image: image12.emf]UE ePDG PDN GW AAA Proxy vPCRF hPCRF

1

HSS/

AAA

Roaming Scenarios

Detach Indication

3

DetachAck

2

Procedure as Figure 5.4.4.3.1-1 after Step1


Figure 5.4.4.3.2-1: HSS/AAA initiated detach procedure with PMIPv6

NOTE: 
AAA proxy and vPCRF are only used in the case of home routed roaming (Figure 4.2.3-1) and local breakout (Figure 4.2.3-4).

1) The HSS/AAA sends a detach indication message to the ePDG to detach a specific UE.

2) 
This include the procedure after step1 as Figure 5.4.4.3.1-1. 

3) 
The ePDG sends a Detach Ack message to the HSS.
5.4.4.4
Detach for S2c

5.4.4.4.1
S2c Detach Procedure in Trusted Non-3GPP IP Access

5.4.4.4.1.1
General

This section is related to the case when a DSMIPv6 detach procedure is performed. The Detach procedure allows:

-
the UE to inform the network that it does not want to use S2c any longer, and 

-
the network to inform the UE that it does not have access to the EPS through S2c any longer.

The UE is detached either explicitly or implicitly:

-
Explicit detach: The network or the UE explicitly requests detach and signal with each other.

-
Implicit detach: The network detaches the UE, without notifying the UE. This is typically the case when the network presumes that it is not able to communicate with the UE, e.g. due to radio conditions.

Two detach procedures are provided when the UE accesses the EPS through S2c: 

-
UE-Initiated Detach Procedure;

-
AAA/HSS-Initiated Detach Procedure.

5.4.4.4.1.2 
UE-initiated detach procedure

The Detach procedure when initiated by the UE is illustrated in Figure 5.4.4.4.1.2-1. In the non-roaming case, none of the optional entities in figure 5.4.4.4.1.2-1 are involved. The optional entities are involved in other cases.  

-
In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the vPLMN and non-3GPP access. 

-
Similarly, interaction between hPCRF in the HPLMN and entities in the vPLMN and non-3GPP access occurs by way of the vPCRF in the vPLMN.  In both these cases, messages are relayed by the optional entities towards and from the hPLMN.
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Figure 5.4.4.4.1.2-1: UE-initiated S2cdetach procedure

1.
If the UE wants to terminate a S2c session, it shall send a de-registration Binding Update as specified in [10]. 

2.
If there is an active PCC session for the UE, the PDN GW shall send an Indication of IP-CAN session Termination to the PCRF (2a). The PCRF shall terminate the session and send an Acknowledge message (2b). In the roaming case, PCC signalling is sent via a vPCRF in the vPLMN.

3.
The PDN GW informs the AAA Server/HSS to remove the PDN GW address information for the UE. If the PDN GW is in the VPLMN, signalling may be routed via a 3GPP AAA Proxy in the vPLMN. The HSS judges whether this PDN GW address is associated with an MME identity. If this PDN GW address is associated with an MME identity, the HSS removes the associated AAA server identity while keeping the PDN GW address and the MME identity. Otherwise, the HSS removes the PDN GW address and the AAA server identity,
4.
The PDN GW shall send a Binding Acknowledgement as specified in [10]

5.
The PCRF shall remove any active QoS Policy  rule which is referred to the Home Address (step 5a and 5b). In the roaming case, PCC signalling is sent via a vPCRF in the vPLMN.

NOTE: 
If no QoS Policy rules remain in the Trusted Non-3GPP Access, the Trusted Non-3GPP Access terminates the gateway control session towards the hPCRF.

5.4.4.4.1.3 
HSS-initiated detach procedure

The Detach procedure when initiated by the HSS/AAA is illustrated in Figure 5.4.4.4.1.3-1.

In the explicit detach procedure steps 2, 3a and 3b of Figure-5.4.4.4.1.3-1, are performed as illustrated. In the implicit detach, steps 2, 3a and 3b of Figure-5.4.4.4.1.3-1, are omitted.  
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Figure 5.4.4.4.1.3-1: AAA/HSS-initiated detach procedure

1.
If the HSS/AAA wants to request the immediate termination of a S2c session for a given UE, it shall send a Session Termination message to the PDN GW. In the roaming case signalling may be routed via a 3GPP AAA Proxy in the vPLMN.

2.
In the explicit detach procedure the PDN GW shall send a detach request message as specified. In the implicit detach procedure this step is omitted.

3.
In the explicit detach procedure, the UE shall acknowledge the detach request. In the implicit detach procedure this step is omitted. 

NOTE: 
How the detach request and acknowledge messages are implemented is a stage 3 detail.  

4.
If there is an active PCC session for the UE, the PDN GW shall send an Indication of IP-CAN session Termination to the PCRF (4a). The PCRF shall terminate the session and send an Acknowledge message (4b). In the roaming case, PCC signalling is sent via a vPCRF in the vPLMN.

5.
The PDN GW shall acknowledge the termination of the S2c session to the AAA. The AAA server removes the PDN GW address information and informs the HSS to remove the PDN GW address information for the UE. If the PDN GW is in the vPLMN, signalling may be routed via a 3GPP AAA Proxy in the vPLMN. The HSS judges whether this PDN GW address is associated with an MME identity. If this PDN GW address is associated with an MME identity, the HSS removes the associated AAA server identity while keeping the PDN GW address and the MME identity. Otherwise, the HSS removes the PDN GW address and the AAA server identity,
6.
The PCRF shall remove any active QoS Policy rule which is referred to the Home Address (step 6a and 6b). In the roaming case, PCC signalling is sent via a vPCRF in the vPLMN.

NOTE: 
If no QoS Policy rules remain in the Trusted Non-3GPP Access, the Trusted Non-3GPP Access terminates the gateway control session towards the hPCRF.
End of the third change (to TS23.402)
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