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1. Overall Description:

SA3 would like to thank SA2 for their response LS on “SAE Interworking with Pre-REL8 system”.

SA3 would like to point SA2 to SA3 requirements for the feature of binding of a security context to SAE access networks as described in S3-070624 (TS 33.abc) clause 6.1.2 and to the background provided in S3-070625 (SA3#48 version of TR 33.821) clauses 7.4.7.3.3 and 7.4.8.2.

The feature of binding the generated security context to E-UTRAN (SAE access network) requires a modification to the Home Environment (i.e. Pre-Rel 8 HLR/HSS) such that upon indication of E-UTRAN access by the MME a different type of authentication vector is generated in the Home Environment than for non E-UTRAN access. The text below until and including the last bullet is from TS 33.abc, except the explanations in italic text:
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Figure X: Distribution of authentication data from HE to MME

An MME security context is derived from the authentication vector defined in TS 33.102 clause 6.3.2. To derive the key KASME in the HE, a Key Derivation Function is used which shall contain following mandatory input parameters: CK, IK and SN identity. In order to enforce the SAE access network binding of the Security Context, this necessitates to put following requirements on the HE and the ME:

· The HSS shall never issue an AV with the Separation bit in the AMF set to 1 to a non-SAE network entity.  [Note: this generation of AVs in the Authentication Centre is compatible with Rel-99 specifications, but not all implementations may support the dynamic setting of the AMF.]
· The HSS performs further key derivation from CK, IK before sending an AV with Separation bit set to 1 to an SAE-MME (or any other SAE entity.). If the separation bit is set to 1, then CK and IK shall not leave the HSS. [Note: this further key derivation can be performed outside the Authentication Centre. It is newly introduced in Rel-8.]  
· An ME attaching to E-UTRAN (or another SAE access network) must check during authentication that Separation bit is set to 1 and abort authentication if this is not the case." [Note: this ME behavior is newly introduced in Rel-8.]
It is the purpose of these requirements to address what may turn out to be a security vulnerability in the EPS environment due to a changing business environment (e.g. more small operators). The above requirements bind the use of AVs to a specific EPS PLMN (in UMTS, a valid authentication vector may be used in any network). They therefore ensure that a security breach in one EPS network does not propagate across the entire system.

Therefore, with regard to the ME requirement on enforcing/checking the SAE binding, SA3 notes that relaxing this requirement e.g. during migration, is undesirable as every configuration possibility makes it either unmanageable (e.g. when administration is needed), or implies a potential threat to circumvent this mechanism by attackers. Simplicity is essential to having a good enforcement.

This consequently means that based on the current SA3 solutions, and related to the scenario highlighted in question Q1 of the LS S2-073917 (S3-070786) from SA2, if an operator wants to support E-UTRAN access for foreign subscribers (in addition to his own subscribers), then the foreign subscriber's HLR/HSS also needs to be upgraded in order to include the Rel-8 security enhancement here described. 

SA3 understands that interworking with a Pre-Rel-8 HLR/HSS is also an important requirement which currently is conflicting with the solution to the SA3 requirement. Considering the importance of the security requirement, SA3 would like to take some time in order to try to find solutions such that both requirements can be realized, or that impacts on Pre-Rel-8 HLR/HSS would be very limited (e.g. setting of the AMF). In particular SA3 plans to discuss this issue in the SA3 ad hoc in December.

2. Actions:

To SA1, SA2 and CT4 group.

ACTION: 
SA3 kindly asks SA1, SA2 and CT4 to take into account the identified security requirement 

3. Date of Next SA3 Meetings:

Ad hoc on IMS and SAE/LTE
11 - 13 Dec 2007 
Sophia Antipolis, France

TSG-SA WG3 Meeting #50
25 - 29 Feb 2008  
Asia

TSG-SA WG3 Meeting #51
14 - 18 Apr 2008   
TBD
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