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It was agreed in SA2#60, that the PDN GW address be stored in the HSS for both 3GPP access and non-3GPP access.  This contribution resolves FFS items in TS 23.402 related to this decision.
Introduction

*** Beginning of 1st change ***

5.4.3.2
Initial Attach on S2a
5.4.3.2.1
General
This section is related to the case when the UE powers-on in a trusted non-3GPP IP access and attaches to the EPS via S2a interface.
5.4.3.2.2
Initial Attach procedure with MIPv4 FACoA Mode 
MIPv4 [12] is used to setup a MIP tunnel between the Trusted non-3GPP IP Access and the PDN GW. It is assumed that a Foreign Agent (FA) is located in the Trusted non-3GPP IP Access.
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Figure 5.4.3.2.2-1: Initial attachment when MIPv4 FACoA mode MM mechanism is used over S2a 

When the Attach procedure occurs in the Non-Roaming case (Figure 4.2.2-1), the vPCRF is not involved.

In the case of Roaming (Figure 4.2.3-1) and Local Breakout (Figure 4.2.3-4), the vPCRF is employed to forward messages from the hPCRF in the home PLMN, by way of the vPCRF in the vPLMN to the non-3GPP access.  In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-3GPP IP Access and the 3GPP AAA Server in the HPLMN.

1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are outside the scope of 3GPP.
2)
The Non-3GPP access specific authentication procedure is performed. The authentication procedure between UE and Trusted non-3GPP IP Access is outside the scope of 3GPP. Depending on the type of non-3GPP access system, the PDN Gateway address may be determined at this point as described in section 5.4.2.1, otherwise it is determined in step 5 below. The PDN Gateway information is returned as part of the reply from the 3GPP AAA Server to the FA in the trusted non-3GPP access. This may entail an additional name resolution step.
Editor's note:
The event that triggers Authentication and Authorization between Non-3GPP IP Access and AAA/HSS depends on the specific type of non-3GPP access system.

3)
The UE may send an Agent Solicitation (AS) [12] message.

4)
The FA in the Trusted Non-3GPP IP Access sends a Foreign Agent Advertisement (FAA) [12] message to the UE. The FAA message includes the Care-of Address (CoA) of the Foreign Agent function in the FA.

5)
The UE sends a Registration Request (RRQ) [12] message to the FA. Reverse Tunnelling shall be requested. This ensures that all traffic will go through the PDN GW. The RRQ message shall include the NAI-Extension [14]. The UE may not indicate a specific Home Agent address in the RRQ message, in which case the PDN Gateway/Home Agent is selected by the FA. The UE then receives the IP address of the PDN Gateway in step 9 as part of the RRP message. The UE should then include the PDN Gateway address in the Home Agent address field of subsequent RRQ messages. Depending on the type of non-3GPP access system, the PDN Gateway address may be determined in a non-3GPP specific way at this step instead of step 2.
6)
The FA processes the message according to [12] and forwards a corresponding RRQ message to the PDN GW.
7)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW's address.  The 3GPP AAA Server then informs the HSS of the PDN GW address for the UE.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

Editor's Note:
This step may be unnecessary as the UE will generally have learned its HA address (e.g., in the MIPv4 Registration Reply) and use this in subsequent mobility messages.
MIPv4 Registration Reply) and use this in subsequent mobility messages.

8)
The PDN GW sends an Indication of IP CAN Session Establishment message to the hPCRF.  Otherwise, the PDN GW may employ configuration information to establish policy.

Editor's Note: It is FFS how the PDN GW selects the hPCRF.

9)
The hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy the PDN GW will enforce.
10)
The PDN GW allocates an IP address for the UE and sends a Registration Reply (RRP) [12] to the FA, including the IP address allocated for the UE.

Editor's note:
Whether the PDN GW should authenticate the Registration Request message is FFS. 
11)

The Trusted non-3GPP access sends a Gateway Control Session Establishment message to the hPCRF (by way of the vPCRF in the Roaming and LBO cases).  This message shall contain the UE IP address as the steps 7 and 8 are optional and the IP address is required by the PCRF in order to generate UL and DL filters to provision to the Trusted Non-3GPP IP Access.

Editor's note: It is FFS how the vPCRF obtains the address of the hPCRF

12)

If the Gateway Control Session Establishment message sent by the Trusted non-3GPP access implies any change to the policy provisioned to the PDN GW in step 8, the PCRF sends an updated policy to the PDN GW by means of a Policy and Charging Rules Provision message.  In the LBO case, the message is sent from the hPCRF to the vPCRF and thence to the PDN GW in the VPLMN.

13)

If the PCRF provisions a policy to the PDN GW in step 12, the PDN GW responds, sending an Ack message to the PCRF.  The PDN GW indicates whether the PDN GW was successful provisioning the supplied policy.  In the LBO case, the message is sent from the PDN GW in the VPLMN to the vPCRF and thence to the hPCRF in the HPLMN.

14)

The hPCRF responds to the message sent by the non-3GPP access in step 11.  The hPCRF, sends an Acknowledge Gateway Control Session Establishment message to the non-3GPP access (by way of the vPCRF in the Roaming and LBO cases). This response includes QoS Policy rules.

15)
The FA processes the RRP according to [12] and sends a corresponding RRP message to the UE.

16)
IP connectivity from the UE to the PDN GW is now setup. A MIP tunnel is established between the FA in the Trusted Non-3GPP IP Access and the PDN GW.
*** End of 1st change ***

*** Beginning of 2nd change ***

5.4.3.2.3
Initial Attach procedure with PMIPv6 

PMIPv6 [8] is used to setup a PMIPv6 tunnel between the trusted non-3GPP IP access and the PDN GW. In both roaming and non-roaming cases, S2a is present. It is assumed that MAG exists in the trusted non-3GPP IP access.
In the non-roaming case (as in Figure 4.2.2-1), none of the optional entities in Figure 5.4.3.2.3-1 are involved.  

The optional entities are involved in other cases.  

-
In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the vPLMN and non-3GPP access. 

-
Similarly, interaction between hPCRF in the HPLMN and entities in the vPLMN and non-3GPP access occurs by way of the vPCRF in the vPLMN.  In both these cases, messages are relayed by the optional entities towards and from the hPLMN.  
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Figure 5.4.3.3.3-1: Initial attachment with Network based MM mechanism over S2a for roaming, LBO and non-roaming scenarios.

NOTE: 
The procedure shown in Figure 5.4.3.3.3-1 covers the home routed case (ignore the vPCRF and AAA Proxy), the Roaming case (without local anchoring in the Serving GW in the VPLMN) and LBO
1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP;
2)
The EAP authentication procedure is initiated and performed involving the UE, Trusted Non-3GPP IP Access and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. The PDN Gateway address is determined at this point as described in section 5.4.2.1. The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the MAG in the trusted non-3GPP access. This may entail an additional name resolution step, issuing a request to a DNS Server;
3)
After successful authentication and authorization, the L3 attach procedure is triggered;

Editor's note:
The details of this step including selection of PMIP vs CMIP is FFS.

4)
The MAG function of Trusted Non-3GPP IP Access sends a Proxy Binding Update message to PDN GW;

Editor's note:
How the Proxy Binding Update message is secured is FFS.

5)
The PDN GW sends an Indication of IP CAN Session Establishment message to the hPCRF.  Otherwise, information configured with the PDN GW may be used to determine policy; Note that in the case of LBO, the PDN GW in the VPLMN sends the message to the vPCRF.  The vPCRF then forwards the message to the hPCRF.

Editor's Note: It is FFS how the PDN GW selects the hPCRF.

6)
If the PDN GW sent a message in step 5, the hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy the PDN GW will enforce.  In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN.  The vPCRF then forwards the message to the PDN GW.

7)
The selected PDN GW informs the 3GPP AAA Server of its address. The 3GPP AAA Server then informs the HSS of the PDN GW address for the UE.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.
8)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates IP address for the UE. The PDN GW then sends a proxy binding acknowledgement to the MAG function in Trusted Non-3GPP IP Access, including the IP address(s) allocated for the UE;
NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated. If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.


9)
The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW.

10)
The Trusted non-3GPP access sends a Gateway Control Session Establishment message.  In the non-roaming case, this message is sent directly to the hPCRF. In the Roaming or LBO case, the Trusted non-3GPP access sends the message to the vPCRF which then forwards the request to the hPCRF. The message must contain the assigned IP address as the hPCRF requires this information to generate UL and DL filters as part of the policy to be provisioned in the next step.

Editor's note:
It is FFS how the vPCRF determines the same hPCRF as was selected by the PDN GW.

11)
If the Gateway Control Session Establishment message sent by the Trusted non-3GPP access implies any change to the policy provisioned to the PDN GW in step 6, the PCRF sends an updated policy to the PDN GW by means of a PCC Policy Provision message.  In the LBO case, the message is sent from the hPCRF to the vPCRF and thence to the PDN GW in the VPLMN.

12)
If the PCRF provisions a policy to the PDN GW in step 11, the PDN GW responds, sending an Ack message to the PCRF.  The PDN GW indicates whether the PDN GW was successful provisioning the supplied policy.  In the LBO case, the message is sent from the PDN GW in the VPLMN to the vPCRF and thence to the hPCRF in the HPLMN.

13)
The hPCRF responds to the message, sending an Acknowledge Gateway Control Session Establishment message.  This message is sent directly to the Trusted Non-3GPP IP Access in the non-roaming case.  In the LBO and Roaming cases, the hPCRF sends the message to the vPCRF which in turn forwards the response to the trusted non-3GPP access.
14)
L3 attach procedure is completed. IP connectivity between the UE and the PDN GW is set for uplink and downlink directions.

Editor's note:
The details of this step is FFS

*** End of 2nd change ***

*** Beginning of 3rd change ***

5.4.3.3
Initial Attach on S2b

5.4.3.3.1
General
This section is related to the case when the UE powers-on in an untrusted network via S2b interface.
5.4.3.3.2

Initial Attach procedure with PMIPv6 
In the non-roaming case, PMIPv6 [8] is used to setup a PMIPv6 tunnel between the ePDG and the PDN GW. It is assumed that MAG is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
In the non-roaming case (as in Figure 4.2.2-1), none of the optional entities in Figure 5.4.3.4.2-1 are involved.  

The optional entities are involved in other cases.  

-
In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the vPLMN and non-3GPP access. 

-
Similarly, interaction between hPCRF in the HPLMN and entities in the vPLMN and non-3GPP access occurs by way of the vPCRF in the vPLMN.  In both these cases, messages are relayed by the optional entities towards and from the hPLMN.  
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Figure 5.4.3.3.2-1: Initial attachment when Network based MM mechanism are used over S2b for roaming, non-roaming and LBO.

NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

If dynamic policy provisioning is not deployed, the optional steps in the procedure are not applied.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN GW address is determined at this point as described in section 5.4.2.1. The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the ePDG. This may entail an additional name resolution step, issuing a request to a DNS Server.

2)
The ePDG sends the Proxy Binding Update message to the PDN GW. The proxy binding update message shall be secured.

Editor's note:
How the Proxy Binding Update message is secured is FFS.

3)
The PDN GW sends an Indication of IP CAN Session Establishment message to the PCRF.  Otherwise, the PDN GW may employ configuration information to establish policy. In the case of LBO, the PDN GW sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the hPCRF in the HPLMN.
Editor's Note: It is FFS how the PDN GW selects the hPCRF.
4)
The hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy the PDN GW will enforce. In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN.  The vPCRF then forwards the message to the PDN GW in the VPLMN.
5)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address. The 3GPP AAA Server then informs the HSS of the PDN GW address for the UE
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

6)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates an IP address for the UE. The PDN GW then sends a proxy binding Update ack to the ePDG, including the IP address allocated for the UE. A PMIPv6 tunnel is set up between the ePDG and the PDN GW (shown in Step 11)

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated. If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.


7)
The ePDG sends a Gateway Control Session Establishment message to the hPCRF. The message must contain the assigned IP address as the hPCRF requires this information to generate UL and DL filters as part of the policy to be provisioned in the next step. In the Roaming or LBO case, the ePDG sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the hPCRF in the HPLMN.

Editor's Note: It is FFS how the vPCRF determines the same hPCRF as was selected by the PDN GW.

8)
If the Gateway Control Session Establishment message sent by the ePDG implies any change to the policy provisioned to the PDN GW in step 4, the PCRF sends an updated policy to the PDN GW by means of a PCC Policy Provision message.  In the LBO case, the message is sent from the hPCRF to the vPCRF and thence to the PDN GW in the VPLMN.

9)
If the PCRF provisions a policy to the PDN GW in step 8, the PDN GW responds, sending an Ack message to the PCRF.  The PDN GW indicates whether the PDN GW was successful provisioning the supplied policy.  In the LBO case, the message is sent from the PDN GW in the VPLMN to the vPCRF and thence to the hPCRF in the HPLMN.

10)
The PCRF responds to the message, sending an Acknowledge Gateway Control Session Establishment message to the ePDG.  In the Roaming or LBO case, the hPCRF sends the message to the vPCRF in the VPLMN.  The vPCRF forwards the response to the ePDG.

11)
After the BU is successful, the ePDG is authenticated by the UE.

12)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

13)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.

5.4.3.3.3
Initial Attach procedure with PMIPv6 for roaming case with home routed traffic anchored by visited Serving GW
In the case of home routed traffic in the roaming case with anchor in visited Serving GW, PMIPv6 [8] is used to setup PMIPv6 tunnels between the Serving GW and the PDN GW (i.e. S8b) and between the ePDG and the visited Serving GW (i.e. S2b) . It is assumed that the MAG is collocated with visited Serving GW for the PMIPv6 procedure between the Serving GW and the PDN GW and with the ePDG for the PMIPv6 procedure between the ePDG and the Serving GW. The IPsec Tunnel between UE and ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
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Figure 5.4.2.4.3-1: Initial attachment when Network based MM mechanism are used over S2b for Home Routed Roaming with anchored by visited Serving GW

NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN Gateway address is determined at this point as described in section 5.4.2.1  The PDN GW information is returned as part of the reply from the 3GPP AAA Proxy to the ePDG.  This may entail an additional name resolution step, issuing a request to a DNS Server.

2)
The ePDG sends the Proxy Binding Update message to the Serving GW. The proxy binding update message shall be secured.

Editor's note:
How to select a visited Serving GW is FFS. If APN should be included in this step is FFS.

Editor's note:
How the Proxy Binding Update message is secured is FFS.

3)
The visited Serving GW processes the proxy binding update and creates a binding cache entry for the UE.  Then the visited Serving GW sends the Proxy Binding Update message to the PDN GW using its own address as the MAG address.  The proxy binding update message shall be secured. Note that the binding cache entry on the Serving GW does not yet have the UE's IP address information.  This information will be added to the binding cache entry after step 4.

Editor's note:
How the Proxy Binding Update message is secured is FFS.
Editor's note:
Whether the visited Serving GW should inform the visited 3GPP AAA server that it is serving the UE is FFS.  It is FFS which entity stores the allocated Serving GW IP Address.
4)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address.    The 3GPP AAA Server then informs the HSS of the PDN GW address for the UE.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

5)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE. The PDN GW then sends a proxy binding ack to the Serving GW, including the IP address allocated for the UE.  Once the Serving GW processes the proxy Binding Ack, it stores the UE's IP address information in the binding cache entry.
NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.


6)
After the Proxy BU/Proxy BAck is successful, there is a PMIPv6 tunnel setup between the Serving GW and the PDN GW.
7)
The ePDG continues with the IKE_AUTH exchange.
8)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.  The IP address sent in the IKEv2 configuration payload is the same address that the ePDG received in the Proxy Binding Ack message.
9)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the visited Serving GW. The visited Serving GW then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the visited Serving GW. The visited Serving GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
Editor's note:
How the Serving GW maps the two PMIPv6 tunnels, one from the ePDG to the Serving GW and one from the Serving GW to the PDN GW based on the UE's address is FFS.

*** End of 3rd change ***

*** Beginning of 4th change ***

5.4.3.4
Initial Attach on S2c

5.4.3.4.1
Initial Attach Procedure in Trusted Non-3GPP IP Access with DSMIPv6

This section is related to the case when the UE attaches to a Trusted Non-3GPP Access network and host based mobility management mechanisms are used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.

The S2c attach can be seen to consist of several modules:

A.
The UE sets up local IP connectivity in a Trusted Non-3GPP Access

B.
The UE discovers the HA, and establishes a security association.

C.
The UE performs a Binding Update with the PDNGW

Editor's note:
The details of the security association establishment and Home Address assignment procedures are FFS

In the non-roaming case, none of the optional entities in Figure 5.4.3.4.1-1 are involved.  

The optional entities are involved in other cases.  

-
In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the vPLMN and non-3GPP access. 

-
Similarly, interaction between hPCRF in the HPLMN and entities in the vPLMN and non-3GPP access occurs by way of the vPCRF in the vPLMN.  In both these cases, messages are relayed by the optional entities towards and from the hPLMN.  
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Figure 5.4.3.4.1-1: Initial attachment from Trusted Non-3GPP IP Access with DSMIPv6 

A)
Setup of Local IP connectivity

1)
The initial access specific L2 and authentication procedures are performed. As indicated above, in the roaming case signalling may be routed via a 3GPP AAA Proxy in the vPLMN, as specified in TS 23.234 [5].
2)
After successful authentication the L3 connection is established between the UE and the Trusted Non-3GPP Access system. As a result of this procedure, an IP address or an IPv6 prefix is also assigned to the UE by the access system (i.e. a Local IP address that will be used as a Care-of Address for DSMIPv6 over the S2c reference point).

NOTE: 
It is assumed that the access system is aware that network-based mobility procedures do not need to be initiated.
NOTE:
The access system may complete the step 2 after step 3b.

3)
If the access system supports PCC-based policy control, the access gateway sends a Gateway Control Session Establishment message to the PCRF (3a). The message includes at least the UE IP address or IPv6 prefix allocated by the access system. The message includes also the IP-CAN type.

Editor's Note: It is FFS how the hPCRF is discovered.

Based e.g. on the UE identity and user profile, operator's policies and the IP-CAN type, the PCRF decides on the QoS policy rules and completes the session establishment towards the access gateway (3b). The rules provided in this step are referred to the address assigned by the trusted non-3GPP access.


In the roaming case, PCC signalling is sent via a vPCRF in the vPLMN


If PCC is not supported, these rules are provisioned to the Access System using configuration independent of this procedure

NOTE:
The UE identity information to be used by the access system to establish the session with the PCRF may be piggybacked by the AAA/HSS in step 1.
B)
PDNGW/HA Discovery and HoA Configuration

4)
The UE discovers the PDN GW (Home Agent) as specified in section 5.4.2.1 of TS 23.402. A security association is established between UE and PDN GW to secure the MIP messages between UE and PDN GW. The UE initiates the establishment of the security association.


In this step, the PDNGW may be either in the hPLMN or in the vPLMN. When the PDNGW is in the vPLMN, the interaction between the PDNGW in the vPLMN with the AAA/HSS in the hPLMN may involve a 3GPP AAA Proxy in the vPLMN as specified in TS 23.234

NOTE :
The PDN GW may communicate with the AAA infrastructure during this step.

Editor's Note:

Generation and provision of credentials, protocols used for Security Association Setup and PDN GW IP Address allocation are FFS. The use of IETF RFC4285 [13] is FFS. When it is used step 4 will not occur.

C)
Binding Update

5)
The UE sends the MIP Binding Update message to the PDN GW as specified in [10].


The PDN GW processes the binding update. During the processing the PDN GW performs authentication and authorization of the user based on the information received from AAA infrastructure, and allocates an IP address or IP addresses for the UE.

NOTE:
The communication between the PDN GW and the AAA infrastructure during this step is optional, e.g., the PDN GW may have received all needed information for authentication and authorization in step 1.

NOTE:
The PDN GW allocates only the type(s) of IP address (IPv6 and/or IPv4) that were explicitly requested by the UE. An IPv4 HoA, if needed, may be allocated within the BU/BA exchange.

Editor's Note:
The details of IPv6 home address allocation are FFS. Additional methods for IPv4 home address allocation are FFS.


The PDN GW informs the 3GPP AAA Server of the address of the selected PDN GW. The 3GPP AAA Server then informs the HSS of the PDN GW address for the UE.
Editor's Note:
This additional step is needed only if RFC 4285 [13] is used in step 4. In case RFC 4877 [22] is used in step 4, the PDN GW address is already known by the AAA/HSS by other means and therefore this step is not needed.


6)
If PCC is supported, the PDNGW requests a new PCC session towards the PCRF (6a). The message includes at least the HoA and the CoA. The message may also include a permanent UE identity.

Editor's Note: It is FFS if one or two PCC sessions are needed when both an IPv6 and an IPv4 HoA are assigned to the UE.

The PCRF decides on the PCC rules and completes the PCC session establishment towards the PDNGW (6b). The PDNGW installs the received PCC rules.


In this step, the PDNGW may be either in the hPLMN or in the vPLMN. When the PDNGW is in the vPLMN, the interaction between the PDNGW in the vPLMN with the PCRF in the hPLMN involves a visited PCRF.


If PCC is not supported, policy rules may be provisioned independent of this procedure.

NOTE:
The permanent UE identity to be used by the PDN GW to establish the session with the PCRF may be piggybacked by the AAA/HSS in step 4
7)
The PDN GW sends the MIP Binding Ack to the UE, including the IP address allocated for the UE as specified in [10].

NOTE: 
Rules related to the HoA can be sent to the Trusted Non-3GPP Access based on the procedure in Section 5.5.4.
*** End of 4th change ***

*** Beginning of 5th change ***

C.1.1.1
Using GTP based S5 Interface

The steps involved in the handover from a trusted non-3GPP IP access to 3GPP Access connected to EPC are depicted below for the case of non-roaming case and when PMIPv6 is used on S2a. It is assumed that while the UE is served by the trusted non-3GPP IP access, a PMIPv6 tunnel is established between the non-3GPP access network and the PDN GW in the evolved packet core.
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Figure C.1.1.1-1: Handover from Trusted Non-3GPP IP Access to 3GPP Access with PMIPv6 on S2a and GTP on S5 interfaces
NOTE:
All steps outside of (A) and (B) are common for architecture variants with GTP based S5 and PMIP based S5. Procedure steps (A) and (B) for PMIP based S5/S8 are described in Section C.1.1.2.
NOTE:
The flow here assumes that this is an initial attach of the UE and no bearers for the UE exists in UTRAN.

Editor’s Note: The alignment of the handover procedure with the attach procedure over PMIP based S5 is FFS.

The steps involved in the handover are discussed below.

1)
The UE uses a trusted non-3GPP access system and is being served by PDN GW (as PMIPv6 home agent).

2)
The UE discovers the 3GPP Access system (UTRAN or E-UTRAN) and determines to transfer its current sessions (i.e. handover) from the currently used non-3GPP access system to the discovered 3GPP Access system. The mechanisms that aid the UE to discover the 3GPP Access system, are specified in section 5.3 (Network Discovery and Selection).

3)
The UE sends an Attach Request to the MME/SGSN. The message from the UE is routed by 3GPP Access to the MME/SGSN as specified in TS 23.401 (E-UTRAN) or TS 23.060 (UTRAN).

4)
The MME/SGSN contacts the HSS and authenticates the UE. As part of the authentication procedure, the IP address of the PDN GW that needs to be used is conveyed to the MME/SGSN.

5)
After successful authentication, the MME/SGSN performs location update procedure with HSS as specified in TS 23.401 or TS 23.060.


6)
The MME/SGSN selects a serving GW as described in TS 23.401 and sends a Create Default Bearer Request (including IMSI, MME Context ID (SGSN equivalent is TBD), and PDN-GW address) message to the selected Serving GW. For PMIP based S5, the MN-NAI is also included in the message.

7) The Serving GW sends a Create Bearer Request message to the PDN-GW as described in TS 23.401. The PDN GW should not switch the tunnel at this point.

8)
The PDN GW sends an “Modification of IP-CAN session” message to the PCRF (Information contained is FFS) to obtain the rules required for the PDN GW to function as a PCEF for all the active sessions the UE has established as a result of the handover procedure. 

9)
The PCRF sends to the Serving GW an “Acknowledge IP-CAN Session Modification” message including QoS policy and charging rules enabling the PDN GW to perform as PCEF. 

Editor’s Note: The procedure for the establishment of the dedicated EPS bearers from the PDN GW required from the received PCC rules is FFS.

NOTE: 
PDN GW address and Serving GW address selection is as described in the clause "GW selection" in TS 23.401 [4]
10)
The PDN GW responds with a Create Bearer Response message to the Serving GW as described in TS 23.401.The Create Bearer Response contains the home IP address or prefix that was assigned to the UE earlier.
11)
The Serving GW returns a Create Default Bearer Response message to the MME/SGSN as specified in TS 23.401. This message also includes the IP address of the UE. This message also serves as an indication to the MME/SGSN that the binding has been successful. At this step the PMIP6 or GTP tunnel is established.
12)
Radio and Access bearers are established at this step in the 3GPP access as specified in TS 23.401 or TS23.060.
13) 
The Serving GW sends an Update Bearer Request  message to the PDN GW including the RAN procedures ready flag that should indicate to the PDN GW to immediately start routing packets to the Serving GW. 

14)

The PDN GW acknowledges by sending Update Bearer Response to the Serving GW.  
15) The UE can send, receive data at this point via the 3GPP access system.
16)
The Serving GW which is the MAG in case of PMIP based S5 or the PDN-GW in case of GTP based S5 exchanges RA (solicited or unsolicited) with the UE.
Editor's Note:
The point at which resources in the trusted non-3GPP access are torn down is FFS.
*** End of 5th change ***

5.6.1.2.2
3GPP Access to Trusted Non-3GPP IP Access Handover with PMIPv6 on S2a 
The steps involved in the handover from 3GPP Access connected to the EPC to trusted non-3GPP IP access are depicted below for the case of non-roaming, roaming with home routed traffic, roaming with local breakout and roaming with anchoring in the Serving Gateway in the VPLMN. It is assumed that while the UE is served by the 3GPP Access, a PMIPv6 or GTP tunnel is established between the S-GW and the PDN GW in the evolved packet core.
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Figure 5.6.1.2.2-1: Handover from 3GPP Access to Trusted Non-3GPP IP Access with PMIPv6 on S2a and PMIPv6 or GTP on S5 interface
1)
The UE is connected in the 3GPP Access and has a PMIPv6 or GTP tunnel on the S5 interface.

2)
The UE discovers the trusted non-3GPP IP access system and determines to transfer its current sessions (i.e. handover) from the currently used 3GPP Access to the discovered trusted non-3GPP IP access system. The mechanisms that aid the UE to discover the trusted non-3GPP IP access system, are specified in section 5.3 (Network Discovery and Selection).
3)
The UE performs access authentication and authorization in the non-3GPP access system. The 3GPP AAA server authenticates and authorizes the UE for access in the trusted non-3GPP system. The 3GPP AAA server queries the HSS and returns the PDN-GW address to the trusted non-3GPP access system at this step (upon successful authentication and authorization). The figure applies to all supported scenarios:

-
In case of non-roaming the communication is directly with the AAA Server in the HPLMN 

-
In case of roaming the authentication credentials are relayed from the AAA proxy in the visited PLMN to the HSS/AAA in the HPLMN.
PDN GW  address selection is as described in the clause section 5.4.2.1 of this specification.

4)
After successful authentication and authorization, the L3 attach procedure is triggered.

5)
The entity in the Trusted non-3GPP IP Access performing the bearer binding sends an "Gateway Control and QoS Policy Rules Request" message to the PCRF(Information contained is FFS) to obtain the rules required for the gateway in the Trusted non-3GPP IP Access to perform the bearer binding for all the active sessions the UE has established as a result of the L3 Attach procedure in the Trusted non-3GPP IP Access. The figure applies to all supported scenarios:

-
In case of non-roaming the “Gateway Control and QoS Policy Rules Request” message is sent to the hPCRF in the HPLMN.  

-
In the case of roaming the “Gateway Control and QoS Policy Rules Request” message is relayed from the entity in the Trusted non-3GPP IP Access performing the bearer binding through the PCRF in the VPLMN to the PCRF in the HPLMN.
Editor's Note: The IP Address that the UE has had in the 3GPP system should be known to the entity in the Trusted non-3GPP IP Access performing the bearer binding at this stage. The mechanism that the IP Address will be known to the Serving GW is FFS.

Editor's Note: Whether a mechanism for the discovery of the address of the hPCRF in the VPLMN or the HPLMN from the entity in the Trusted non-3GPP IP Access performing the bearer binding is needed and what the mechanism is applied is FFS. The same mechanisms like the ones used to discover the PDN GW address might be applicable.

6)
The PCRF sends to the entity in the Trusted non-3GPP IP Access performing the bearer binding an "Gateway Control and QoS Policy Rules Reply" message including QoS policy rules enabling gateway in the Trusted non-3GPP IP Access to perform the bearer binding. In the case of roaming the “Gateway Control and QoS Policy Rules Reply” message is relayed from PCRF in the HPLMN through the PCRF in the VPLMN to the entity in the Trusted non-3GPP IP Access performing the bearer binding.


If the updated PCC rules require establishment of dedicated bearer for the UE, the establishement of those bearers take place before step 7. It is FFS how the establishment of the default and dedicated bearers is synchronized.
7)
The entity in the Trusted non-3GPP IP Access acting as a MAG sends a  PMIPv6 Proxy Binding Update message. The figure applies to all supported scenarios:

-
In the case of non-roaming and roaming with home routed traffic the message is sent to the PDN GW in the HPLMN. 

-
In the case of roaming with local breakout the message is sent to the PDN GW in the VPLMN. 

-
In case home routed traffic anchored in the Serving GW, the entity in the Trusted non-3GPP IP Access acting as a MAG sends the “Proxy Binding Update” to the Serving GW in the VPLMN, The Serving GW in the VPLMN then relays the message to the PDN GW in the HPLMN
Editor's Note:
How the Proxy Binding Update message is secured is FFS.

8)
The PDN GW requires configuration for enforcing policy, the PDN GW sends an "Modification of IP-CAN session " message to the PCRF. The figure applies to all supported scenarios: 

-
In case of non-roaming or roaming with home routed traffic the PDN GW sends the message to the hPCRF in the HPLMN. 

-
In case of roaming with local breakout traffic the PDN GW in the VPLMN sends the “Modification of IP-CAN session” message to the vPCRF in the VPMN first, Then the vPCRF in the VPLMN relays the message to the hPCRF in the HPLMN.
9)
The PDN GW has requested an IP CAN session, the PCRF responds to the PDN GW with an "Acknowledge IP-CAN session Modification" message. This message includes the Policy and Charging rules provisioned to the PDN GW. The figure applies to all supported scenarios: 

-
In case of non-roaming or roaming with home routed traffic the hPCRF in the HPLMN sends the message to the PDN GW in the HPLMN. 

-
In case of roaming with local breakout traffic the hPCRF in the HPLMN sends the “Modification of IP-CAN session” message to the vPCRF in the VPMN first, Then the PCRF in the VPLMN relays the message to the PDN GW in the VPLMN.
10)
The PDN-GW may interact with the 3GPP AAA server to perform authorization function, e.g. authorization of the new MAG.

11)
The PDN GW processes the proxy binding update and updates the binding cache entry for the UE. It confirms the IP address(es) for the UE sending a “Proxy Binding Acknowledgement (PBA)” to the MAG function in Trusted Non-3GPP IP Access, including the IP address(es) allocated for the UE. The figure applies to all supported scenarios: 

-
In the case of non-roaming and roaming with home routed traffic the message is sent by the PDN GW in the HPLMN. 

-
In the case of roaming with local breakout the message is sent by the PDN GW in the VPLMN. 

-
In case home routed traffic anchored in the Serving GW, the PDN GW in the HPLMN sends to the Serving GW in the VPLMN the  “Proxy Binding Acknowledgement”, The Serving GW in the VPLMN then relays the message to the entity in the non-3GPP IP access acting as MAG in the VPLMN.
12)
L3 attach procedure is completed at this point. The IP address(es) assigned to the UE by the PDN-GW is conveyed to the UE.
13)
The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW. The UE can send/receive IP packets at this point.
14)
It is FFS if the PCRF or the PDN GW releases the resources in the 3GPP access. The exact signalling messages used in order to release the EPS bearers in the 3GPP Access are FFS,

*** Beginning of 6th change ***

C.1.2
3GPP Access to Trusted Non-3GPP IP Access with PMIPv6 Handover for the Non-Roaming Scenario
The steps involved in the handover from 3GPP Access connected to the EPC to trusted non-3GPP IP access are depicted below for the case of non-roaming case when PMIPv6 is used. It is assumed that while the UE is served by the 3GPP Access, a PMIPv6 or GTP tunnel is established between the S-GW and the PDN GW in the evolved packet core.

Editor’s Note: The alignment of the handover procedure with the attach procedure over S2a is FFS.


[image: image9]
Figure C.1.2-1: Handover from 3GPP Access to Trusted Non-3GPP IP Access with PMIPv6 on S2a and PMIPv6 or GTP on S5 interface
1)
The UE is connected in the 3GPP Access and has a PMIPv6 or GTP tunnel on the S5 interface.

2)
The UE discovers the trusted non-3GPP IP access system and determines to transfer its current sessions (i.e. handover) from the currently used 3GPP Access to the discovered trusted non-3GPP IP access system. The mechanisms that aid the UE to discover the trusted non-3GPP IP access system, are specified in section 5.3 (Network Discovery and Selection).
3)
The UE performs access authentication and authorization in the non-3GPP access system. The 3GPP AAA server authenticates and authorizes the UE for access in the trusted non-3GPP system. The 3GPP AAA server queries the HSS and returns the PDN-GW address to the trusted non-3GPP access system at this step (upon successful authentication and authorization).

4)
After successful authentication and authorization, the L3 attach procedure is triggered.

5)
The entity in the Trusted non-3GPP IP Access performing the bearer binding sends an “Gateway Session Control” message to the PCRF(Information contained is FFS) to obtain the rules required for the gateway in the Trusted non-3GPP IP Access to perform the bearer binding for all the active sessions the UE has established as a result of the L3 Attach procedure in the Trusted non-3GPP IP Access..

Editor’s Note: The IP Address that the UE has had in the 3GPP system should be known to the entity in the Trusted non-3GPP IP Access performing the bearer binding at this stage. The mechanism that the IP Address will be known to the Serving GW is FFS.

Editor’s Note: Whether a mechanism for the discovery of the address of the hPCRF from the entity in the Trusted non-3GPP IP Access performing the bearer binding is needed and what the mechanism is applied is FFS. The same mechanisms like the ones used to discover the PDN GW address might be applicable.

6)
The PCRF sends to the entity in the Trusted non-3GPP IP Access performing the bearer binding an “Acknowledge Gateway Session Control” message including QoS policy rules enabling gateway in the Trusted non-3GPP IP Access to perform the bearer binding.

NOTE: 
PDN GW address and Serving GW address selection is as described in the clause "GW selection" in TS 23.401

7)
The entity in the Trusted non-3GPP IP Access acting as a MAG sends a Proxy Binding Update to the PDN GW.

Editor's Note: 
How the Proxy Binding Update message is secured is FFS.

8)
The PDN GW requires configuration for enforcing policy, the PDN GW sends an “Modification of IP-CAN session ” message to the PCRF.

9)
The PDN GW has requested an IP CAN session, the PCRF responds to the PDN GW with an “Acknowledge IP-CAN session Modification” message.  This message includes the Policy and Charging rules provisioned to the PDN GW.
10)
The PDN-GW may interact with the 3GPP AAA server to perform authorization function, e.g. authorization of the new MAG.

11)
The PDN GW processes the proxy binding update and updates the  binding cache entry for the UE. The PDN GW confirms the IP address(es) for the UE sending a proxy binding acknowledgement (PBA) to the MAG function in Trusted Non-3GPP IP Access, including the IP address(es) allocated for the UE.

12)
L3 attach procedure is completed at this point. The IP address(es) assigned to the UE by the PDN-GW is     conveyed to the UE.
13)
The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW. The UE can send/receive IP packets at this point.
Editor's Note:
The point at which resources in the 3GPP Access are torn down is FFS.

*** End of 6th change ***
*** Beginning of 7th change ***

C.3

Handovers involving S2c interface
C.3.1

Untrusted Non-3GPP IP Access with DSMIPv6 over S2c to 3GPP Access Handover in the Non-Roaming Scenario
In this scenario, the session starts in untrusted non-3GPP access using DSMIPv6 over S2c. The session hands over to 3GPP access (e.g. E-UTRAN) system.


[image: image10]
Figure C.3.1-1: Untrusted Non-3GPP S2c (DSMIPv6) to 3GPP Handover

1)
The UE uses a untrusted non-3GPP access system. It has an IPsec/IKEv2 session with the ePDG and a DSMIPv6 session with the PDN GW.

2)
The UE discovers the 3GPP (e.g. E-UTRAN) access system and determines to handover from the currently used trusted non-3GPP access system to the discovered 3GPP access system. The mechanisms that aid the UE discover the 3GPP access system, are specified in section 5.3 (Network Discovery and Selection).

Editor's note:
The criteria / policy used in determining when handover to 3GPP access should be invoked are FFS.

3)
The UE sends an Attach Request which is routed by 3GPP access system to an MME instance in the EPC as specified in TS 23.401.
4)
The MME contacts the HSS / 3GPP AAA and authenticates the UE. As part of the authentication procedure, the IP address of the PDN GW that needs to be used in 3GPP access is conveyed to the MME by the HSS.

5) After successful authentication, the MME performs location update procedure with HSS as specified in TS 23.401.

6)
The MME selects a Serving GW as described in TS 23.401 and sends a Create Default Bearer Request (including IMSI, MME Context ID and PDN GW address) message to the selected Serving GW. For PMIP based S5, the MN-NAI is also included in the message. Whether this message contains NAI of the user is FFS.

7)
a)
For PMIP based S5, the Serving GW initiates the PMIPv6 registration procedure towards the PDN GW by sending a Proxy Binding Update according to [8]. If the NAI of the user is not included in step 6, the Serving GW has to derive it by other means.
Editor's note:
It is FFS whether the Proxy Binding Update suffices to provide equivalent functionality to the GTP "Create Bearer Request" message and if additional messages are required.
b)
For GTP based S5, the Serving GW sends a Create Bearer Request message to the PDN GW as described in TS 23.401.

8)

a)
For PMIP based S5, the PDN GW responds with a Proxy Binding Ack and updates its mobility binding which effectively switches the DSMIPv6 tunnel from the non-3GPP access network to the PMIPv6 tunnel to the Serving GW. In the proxy Binding Ack, the PDN GW includes the home IP address or prefix that was assigned to the UE earlier.

b)
For GTP based S5, the PDN GW responds with a Create Bearer Response message to the Serving GW as described in TS 23.401.The Create Bearer Response contains the home IP address or prefix that was assigned to the UE earlier.

Editor's Note:
The flows for bearer setup on S5 and interaction with PCRF are FFS.

9)
The Serving GW returns a Create Default Bearer Response message to the MME as specified in TS 23.401. This message also includes the IP address of the UE. This message also serves as an indication to the MME that the binding has been successful.

10)
The MME sends an Attach Accept message to UE through 3GPP access as specified in TS 23.401.The 3GPP access system initiates radio bearer setup procedure as specified in TS 23.401. The 3GPP access system responds with an Attach Complete message.

11)
The UE may send a BU to the PDN GW to de-register its DSMIPv6 binding that was created while the UE was in untrusted non-3GPP access system. The UE may send IKEv2 messages (if necessary) to tear down its SA with the ePDG.
Editor's Note:
Clarification needed about the details of how the UE finds out that it is on the "home link". Specifically, in case the UE relies on RS/RA messages it is FFS whether the RS/RA messages are exchanged with the Serving GW or with the PDN GW.
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