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Abstract of the contribution: This CR clarifies the use of identities in DSMIPv6 on S2C and Client MIPv4 FA mode on S2a interfaces.
1. Introduction
In the Kobe (S2#60) meeting, agreement (S2-074717, “Identities in Proxy MIP messages”) was reach that the username part of NAI shall be based on IMSI for PMIPv6 messages. 
It is proposed that user identification for DSMIPv6 and Client MIPv4 FA mode shall be handled in the same manner.
2. Discussion

An IMSI based NAI has been accepted for the user identity in PMIPv6 messages on PMIP based S5/S8 and S2a interfaces. 

One reason for requiring IMSI-based user id for all PMIP-based reference points is to avoid having mappings between different user names in PDN GW. 
In order to maintain a consistent user identification in the 3GPP evolved packet core network the same principles should be applied for client based MIP as it will avoid having user-id mappings in the PDN GW.
When the UE moves from S2c-based (or S2a MIPv4) non-3GPP access to 3GPP access, the PDN GW will receive a PMIP or GTP message over S5/S8 where the subscriber is identified using IMSI. Using IMSI also for S2c (and S2a) sessions will avoid having user-id mappings between S2c (and S2a) identity and GTP/PMIP-identity in PDN GW. 
An additional benefit is the use of a consistent identity when the PDN-GW subsequently communicates with the PCRF thereby also simplifying user profile management.
2.1 DSMIPv6
The DSMIPv6 specification as based on the original MIPv6 RFC3775 identifies a mobility entity using an IPv6 address. While the exact mechanism are still pending SA3 decision MIPv6 mandates that an IPSec Security association be established between the UE and the HA.  Using RFC 4877[3] as an example we see that a mobile node must always include its identity in the “IDi” (Identification Initiator) payload field of the IKE-AUTH exchange.  

In the case of a shared secret the mobile node could use different types of identities to identify itself to the home agent for example:
· Home address

· FQDN (fully-qualified domain name, e.g. "example.com")
· RFC 882 Identifier  (fully-qualified RFC822 email address string, e.g. "jsmith@example.com")
When PKI-based authentication (i.e. public key signatures) is used between the MN and HA the identity presented by the mobile node in the IDi field payload MUST correspond to the identity in the certificate obtained by the home agent. [3]
Additionally RFC4877 [3] indicates that  if EAP authentication is used the IDi field may not be the actual identity of the mobile node but only set to identity used for AAA routing purposes and selecting the right EAP method. It is possible that the actual identity is carried inside EAP, invisible to the home agent. 
So the choice of identifier as part of IKEv2 exchange [4] is wide and may not necessarily be restricted to just a NAI like format or even be available to the HA (e.g. EAP case). Nevertheless, it is recommended that the user identification used for access authentication during IKEv2 exchange also be used during the CMIP signalling. This would permit the use of the same user identity to access the profile information at the access authentication stage and in subsequent MIP signalling.
It would be required that the NAI be sent as part of DSMIPv6 signalling. This would allow the PDN-GW to save the identity as part of the binding cache entry independent of IKEv2.
Alternately if RFC 4877[3] method is not mandated and RFC 4285 [5] is used the NAI option is still possible.  With RFC 4285 [3] the Mobile Node must use the Mobile Node Identifier option while authenticating with the Home Agent.
Therefore in order to identify a mobility entity via an additional identifier such as the NAI it will be required that the Mobile Node Identifier Option [1] be used with the DSMIPv6 messages independent of whether RFC 4877 or RFC 4285 is used. The username part of the NAI shall be based on the IMSI. This avoids having the PDN-GW to map different identities based on access being made with PMIP or CMIP.
2.2 MIPv4 FA mode

Similarly client based MIPv4 FA mode (RFC3344) requires the use of an extension [2] to carry the NAI. The username part of the NAI shall be based on the IMSI to avoid the burden of the PDN-GW having to map different identities when supporting mobility between GTP/PMIP and CMIP.
Therefore as previously accepted for PMIPv6 it is proposed that a NAI based user identification as defined in 3GPP TS.23.003 shall be used for CMIPv4. The username part of NAI shall be based on IMSI.
2.3 Privacy

In order to maintain the privacy of the IMSI it is recommended that the access from the UE to the Non-3GPP IP Access node be secured and not be sent in the clear.
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4. Proposal

Include the proposed changes in TS 23.402 V1.4.0.
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5.2
Identities

< This section gives additional identities used in EPS in relation to non-3GPP access support.>
5.2.1
User identification

In order to access the 3GPP Evolved Packet Core from non-3GPP accesses, and get Authentication, Authorization and Accounting services from the Evolved Packet Core, the NAI [15] based user identification as defined in 3GPP TS 23.003 [16] shall be used.

In order to support network and client based mobility related services from the evolved packet core, the NAI [15] based user identification as defined in 3GPP TS 23.003 [16] shall be used by the network and mobility clients. The username part of NAI shall be based on IMSI. This applies to PMIPv6 [8], DSMIPv6 [10] [xx] and MIPv4 [12] [yy] in FA mode. 
User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP. These user identities, if not compliant to 3GPP TS 23.003 [16], are however not sufficient to identify a user in the 3GPP Evolved Packet Core.

**** End of 2nd change ****
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