SA WG2 Temporary Document

Page 3
-


3GPP TSG SA WG2 Meeting #60b - SAE drafting ad-hoc
TD S2-075107
Warsaw, Poland,

7 - 9 November 2007

Source:
Marvell
Title:
Selection of PDN GW for support of multiple PDN GWs with S2c
Document for:
Approval

Agenda Item:
8.4.3.1
Work Item / Release:
SAE
Abstract of the contribution: the contribution focuses on the allocation of the correct PDN GW to the UE for the use of S2c for inter-access handoff.

1. Introduction

In TS 23.402, section 5.4.2.1 describes several mechanisms to provide the UE with the address of the PDN GW to be used for S2c for inter-access handoff.

1) Via attach procedure for 3GPP access.

2) Via IKEv2 during tunnel set-up to ePDG.

3) The UE can request a PGW address in a given PDN via DHCP.

4) The UE can resolve an FQDN corresponding to a PDN via DNS.

Solution 1 assumes that the PDN GW address is provided during the attach procedure through NAS signalling. Though the solution is valid for integrated UEs, for non-integrated UEs we cannot assume that the IP stack in the UE receives the PDN GW address. 

Solution 2 requires that the ePDG is capable of providing such information to UE, but it is still FFS how to do this, and the solution does anyway not apply to all cases.

Solution 3 is based on the idea that a DHCP node in the vPLMN is provided with the appropriate information about the PDN GW to be provided to the UE.
These solutions may work in some scenarios, but the most generic solution is solution 4.

However, solution 4 is not free of problems either. In the following we focus on handoff scenarios only. A similar discussion with respect to the use of solution 4 for initial attach applies, though the solution for the two cases may apply in a slightly different manner.

Specifically, with solution 4 the UE would discover the PDN GW based on a DNS query using a FQDN identifying the PDN. Assuming the UE first connects to a 3GPP access and a PDN GW (PGW1) is allocated (but the UE does not receive the IP address of the PDN GW) together with an IP address (prefix) IP1. When the UE uses DNS to discover the PDN GW address to be used for S2c, the UE may end up with the IP address of a second PDN GW (PGW2) different from the one being originally assigned over the 3GPP access. In fact, since the only entity in the EPC knowing which PGW has been allocated to the UE is the HSS/AAA, and given that DNS and HSS/AAA do not interface with each other, and that DNS may return different lists of PGWs for e.g. load sharing, we cannot guarantee that the PGW discovered through solution 4 is the same assigned upon 3GPP allocation.

In such case, there are two possible behaviors:

· The network allows the UE to use such PGW2 and obtain an IP address (prefix) IP2. The UE would then use IP1 as CoA and IP2 as HoA for S2c. This would lead to a suboptimal scenario where the UE would actually be using DSMIPv6 tunneling over the 3GPP access. Also, there would be some FFS on the functionality of each PGW in terms of policing, etc., and which PGW is stored in the HSS/AAA. We consider this scenario FFS and of secondary importance.

· The network forces the UE to use PGW1 for S2c (the specific mechanism is for the time being FFS in this discussion)

We believe the second scenario is more realistic and more acceptable in terms of S2c functionality for the EPS. Therefore we argue in favour of adding the needed functionality to the EPS to cater for such scenario.

2. Discussion on potential solutions
In this paper we propose a high level description of a solution for such scenario. We are leaving details FFS in order to enable for adoption of the high level concepts, and to allow further refinements to a later stage.
The problem described in this contribution is essentially the same problem that some activities in IETF are trying to solve regarding the home agent relocation. Such solutions foresee that upon performing the binding update, the home agent may interact with the backend and discover that the UE needs to be redirected to another home agent. The home agent would then indicate the UE that a home agent relocation is needed and will provide the UE with the address of the home agent to be used. This method could definitely be applied to the specific issue related to the PDN GW discovery discussed in this document.

However, we need to analyze carefully how such a solution could be applied to the specific scenario of inter-access handoff in the EPS. 

Assuming that IKEv2/IPsec is used for securing S2c, the UE may also wait for the handoff execution phase to perform the bootstrapping, even if this may lead to longer handoff execution time. The latter case is the only one captured in TS 23.402 for the 3GPP to trusted access handoff using S2c. 
Once the UE gains connectivity over a 3GPP access, the UE may also decide to bootstrap S2c in case of potential future handoff to a non-3GPP access, as proposed in S2-074614 and S2-07XXXX.
Now, the home agent relocation solution mentioned above assumes that the Security association between the UE and the PDN GW/HA has already been established, and upon the UE sending the BU the HA may redirect the UE to another PDN GW/HA. In case of handoff, this may have a considerable impact in terms of delay. The delay can amount to:
1. The sum of the time taken to establish the security association between the UE and the PDN GW/HA (if done during the handoff execution as in current flows of TS 23.402)

2. The process for the UE to perform the BU/BA exchange with redirection (both in 

(1) is present if the security association between the UE and the PDN is established during the handoff execution as in current flows of TS 23.402. (2) is present in both cases.
It seems therefore that relying on a solution where the redirection takes place upon the UE first sending the BU to the PDN GW is inefficient and can introduce considerable delay during the non-optimized handoff. 
Therefore, we propose an alternative, as described in the attached proposal. The idea is that the UE would be redirected to the correct PDN GW already during the security association setup, in order to avoid unnecessary signalling. In case the security association is established before the handoff is performed, the redirection would not introduce any delays in the non-optimized handoff procedure.
One could argue that if IKEv2/IPsec is used to establish the security association, this would require extensions to IKEv2 to be defined in IETF. However, we argue that solutions self contained in 3GPP are possible, though further investigation is needed. Independent of this, we argue that the issue and a high level description of the potential solution should be captured in the TS 
3. Proposal
It is proposed to adopt the following changes in TS 23.402.

<<< BEGIN OF FIRST CHANGE TO 23.402 >>>

5.4.2.1
PDN GW Selection Function for non-3GPP Accesses
PDN Gateway selection for non-3GPP accesses uses similar mechanisms as defined in 3GPP TS 23.401, with the following modification:

-
The PDN Gateway selection function interacts with the 3GPP AAA Server or 3GPP AAA Proxy and uses subscriber information provided by the HSS to the 3GPP AAA Server and possibly additional criteria.

During the initial authorization, PDN Gateway selection information is returned. This enables the entity requiring the address of the gateway to proceed with selection. Once the selection has occurred, the PDN Gateway registers its association with a UE and the APN to the AAA/HSS. This permits the 3GPP AAA Server or Proxy to provide association of the PDN Gateway address and the related APN subsequently.
In the case that a UE already has an assigned PDN Gateway, this gateway's address will be returned by the 3GPP AAA Server or Proxy during the authorization step. This eliminates the need for PDN Gateway selection.
At mobility between 3GPP and non-3GPP accesses, transfer of PDN GW information takes place as defined below:

-
If a UE attaches to a non-3GPP access and it already has assigned PDN Gateway(s) due to a previous attach in a 3GPP access, the HSS provides the IP address(es) of the already allocated PDN Gateway(s) with the corresponding PDN information to the 3GPP AAA server over the Wx* reference point. The PDN gateway’s address(es) is sent during the attach procedure in the non-3GPP access. 

-
If a UE attaches to a 3GPP access and it already has an assigned PDN Gateway(s) due to a previous attach in a non-3GPP access, the HSS provides the IP address(e) of the already allocated PDN Gateway(s) with the corresponding PDN information to the MME over the S6a reference point. The PDN gateway address(es) is sent during the attach procedure in the 3GPP access.

The HSS receives the values of the addresses of all allocated PDN GWs and the corresponding PDN information for a given UE, from both the 3GPP AAA and also from the MME, depending on the currently in-use access. The HSS is responsible for the storage of PDN GW address information..
Editor's Note:
It is FFS whether the PDN Gateway selection mechanism defined in 23.401 can be used to determine the Serving Gateway.

The interaction between the 3GPP AAA Server and the HSS is not explicitly presented in several figures of this specification.  Though these entities are depicted as "AAA/HSS" in these figures,  these functions are distinct and interact over the Wx* interface as described in this subclause.
NOTE:
The location of the PDN GW selection function depends upon the type of S2 interface used for attachment and the IP mobility mechanism being used.
-
For PMIPv6 on S2a/b, the entity requesting the PDN Gateway is the entity acting as Mobile Access Gateway (MAG). It's FFS for home routed roaming case with an anchor in the VPLMN.
-
For MIPv4 FA mode on S2a, the entity requesting the PDN Gateway is the entity that plays the role of the FA. It's FFS for home routed roaming case with an anchor in the VPLMN.
Additionally, for the S2c reference point, the UE needs to know the IP address of the PDN Gateway for the PDN the UE wants to connect to. This address is made known to the UE with one of the following ways:

1)
Via attach procedure for 3GPP access (as defined in TS 23.401)

2)
Via IKEv2 during tunnel setup to ePDG

3)
The UE can request a PDN Gateway address in a given PDN via DHCP

4)
If the IP address of the PDN GW is not delivered using options 1-3 above the UE can resolve an FQDN corresponding to a PDN via DNS.

Editor's note: It is FFS under which conditions (e.g. in which accesses) the above methods can be used

Editor's Note: It is FFS how the FQDN in alternative 4 is constructed from available information. For example the UE could use home APN (or W-APN) and well known strings (e.g., "homeagent") to construct such an FQDN.

Editor's Note: The mechanism for mobility mode selection (i.e. host-based vs network-based mobility) is FFS.

For the discovery of the PDN GW through an FQDN resolution to a PDN via DNS, a mechanism is required to handle the scenario where the PDN GW discovered upon initial attach or during handoff from 3GPP access to non-3GPP access does not correspond to the PDN GW the network decides should be used (e.g. for the handoff case it should be the PDN GW the UE has gained connectivity with upon initial attach). For the handoff scenarios from 3GPP access to non-3GPP access, such mechanism is described in section C.3.7.
<<< END OF FIRST CHANGE TO 23.402 >>>

<<< BEGIN OF SECOND CHANGE TO 23.402 >>>

C.3.7

PDN GW Relocation for handover between 3GPP Access to Non-3GPP IP Access

In scenarios where handoff takes place between 3GPP access and a non-3GPP access using S2c, procedures have been defined in for trusted access and in for un-trusted access.
As described in section 5.4.2.1, the issue of PDN GW redirection needs to be considered. During the handoff based on S2c, if the UE discovers the PDN GW using DNS, the discovered PDN GW may differ from the PDN GW that was allocated to the UE during initial attach to the 3GPP access. In order to avoid errors or suboptimal connectivity scenarios, the following procedures introduce a high-level description of a mechanism to enable PDN GW relocation that minimizes the delay in the handover due to the PDN GW relocation.
Figure C.3.7-1 describes the PDN GW relocation during the handover to a trusted non-3GPP access with SA set up during handover.

Note: No PCC aspects are described in this section.


[image: image1]
Figure C.3.7-1: Relocation of PGW during handover to a trusted non-3GPP access with SA set up during handover.

Here is a description of the steps:
1) The UE is connected over 3GPP access to a Previous PDN GW allocated to the UE during initial attach
2) The UE discovers a non-3GPP access (trusted or untrusted), and initiated the HO towards the non-3GPP access system

3) For trusted access, the UE performs L3 attach, the 3GPP AAA server/HSS authenticates and authorizes the UE for access in the trusted non-3GPP system, and the UE gets an IP address that is different from the IP address it was using in 3GPP access system. For untrusted access, the UE performs access authentication and authorization in the non-3GPP access system. The 3GPP AAA server/HSS authenticates and authorizes the UE for access in the untrusted non-3GPP system. The UE may discover ePDG address if it does not know that already, and UE performs IKEv2 and IPsec SA establishment with the ePDG that was discovered at step 4. The UE gets an IP address from the ePDG and initiates DSMIPv6 procedures to maintain its IP sessions.

4) When the UE has not been provided with the PDN GW address to be used for S2c upon initial attach, the UE discovers the PDN GW using DNS

5) The UE begins the establishment of the DSMIPv6 SA with the discovered PDN GW. 
6) This involves an AAA exchange with the AAA/HSS. Based on operator’s policies and information stored in the AAA/HSS upon initial network attachment, the AAA/HSS decides that the previous PDN GW needs to be used by the UE.

7) The AAA/HSS sends a PDN GW relocation request by providing the address of the target PDN GW in the AAA exchange.

8) The SA establishment is interrupted and the UE is provided with the PDN GW address it shall use
9) The UE establishes the DSMIPv6 SA with the previous PDN GW and gets authenticated and authorized by the AAA/HSS
10) The UE performs a BU/BA exchange with the previous PDN GW
11) The UE traffic is exchanged between the UE and the previous PDN GW using a DSMIPv6 tunnel. 
Figure C.3.7-1 describes the PDN GW relocation during the handover to a trusted non-3GPP access with SA set up during handover.
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Figure C.3.7-2: Relocation of PGW during handover to a trusted non-3GPP access with SA set up after handover.

Here is a description of the steps:

1) The UE is connected over 3GPP access to a Previous PDN GW allocated to the UE during initial attach

2) The UE decides to bootstrap DSMIPv6 with the PDN GW in order to use S2c for handoff to non-3GPP access in case of a future handoff. When the UE has not been provided with the PDN GW address to be used for S2c upon initial attach, the UE discovers the PDN GW using DNS

3) The UE begins the establishment of the DSMIPv6 SA with the discovered PDN GW. 
4) This involves an AAA exchange with the AAA/HSS. Based on operator’s policies and information stored in the AAA/HSS upon initial network attachment, the AAA/HSS decides that the previous PDN GW needs to be used by the UE.

5) The AAA/HSS sends a PDN GW relocation request by providing the address of the target PDN GW in the AAA exchange.

6) The SA establishment is interrupted and the UE is provided with the PDN GW address it shall use

7) The UE establishes the DSMIPv6 SA with the previous PDN GW and gets authenticated and authorized by the AAA/HSS
8) The UE discovers a non-3GPP access (trusted or untrusted), and initiated the HO towards the non-3GPP access system

9) For trusted access, the UE performs L3 attach, the 3GPP AAA server/HSS authenticates and authorizes the UE for access in the trusted non-3GPP system, and the UE gets an IP address that is different from the IP address it was using in 3GPP access system. For untrusted access, the UE performs access authentication and authorization in the non-3GPP access system. The 3GPP AAA server/HSS authenticates and authorizes the UE for access in the untrusted non-3GPP system. The UE may discover ePDG address if it does not know that already, and UE performs IKEv2 and IPsec SA establishment with the ePDG that was discovered at step 4. The UE gets an IP address from the ePDG and initiates DSMIPv6 procedures to maintain its IP sessions.

10) The UE performs a BU/BA exchange with the previous PDN GW
11) The UE traffic is exchanged between the UE and the previous PDN GW using a DSMIPv6 tunnel. 

<<< END OF SECOND CHANGE TO 23.402 >>>
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