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1. Introduction

SA3 thanks SA2 for their reply LS on securing Dual-Stack Mobile IPv6 (DSMIPv6) signaling messages between the UE and the PDN GW.

SA3 notes that SA2 asks SA3 to decide at SA3#49 on which security model to use with DSMIPv6 over the S2c reference point, as a number of procedures in TS 23.402 are depending on that and further delays might negatively impact the scheduling of SA2 work on the Evolved Packet System (EPS). 

SA3 also notes that SA2, from an architecture perspective, has identified relevant benefits in the usage of IPsec as the solution to protect DSMIPv6 signaling in the EPS using IKEv2 and dynamic IPsec Security Association establishment between the UE and the PDN GW. No issues of complexity of the IPsec based solution have been raised so far in SA2. 

Finally, SA3 notes that SA2 would welcome input from SA3 in case SA3 identifies a better option from SA3 perspective.
2. Observations on security requirements and architectural issues
As indicated in our LS S3-070623, SA3 is investigating the use of MIP authentication options defined in RFC4285 as an alternative to using IPsec to secure Dual-Stack Mobile IPv6 (DSMIPv6) signaling messages between the UE and the PDN GW. Both approaches include solutions for the bootstrapping of security. The IPsec-based solution uses IKEv2 with EAP-AKA for bootstrapping. The solution based on MIP options is closely modeled after MIPv4. 

The description of the bootstrapping of MIPv4 security is contained in section 7.3.2 of TR 33.922. 

Both solutions were progressed at SA3#49. The latest version of TR 33.922 is attached. It now describes SA3’s current understanding of how these procedures perform. The IPsec-based solution is described in section 7.3.5, and the solution based on MIP authentication options is described in section 7.3.6. The solutions in section 7.3.3 (GBA functionality in Home Agent) and in section 7.3.4 (Partial GBA) are no longer pursued in SA3. 

SA3 would like to point out that both solutions depend on how the IETF progresses a number of Internet Drafts. Both solutions depend on: 

· draft-ietf-dime-mip6-split “Diameter Mobile IPv6: Support for Home Agent to Diameter Server Interaction”

· draft-ietf-mip6-nemo-v4traversal.txt, “Mobile IPv6 support for dual stack Hosts and Routers (DSMIPv6)”

The solution based on IKEv2 / IPsec additionally depends on

· draft-ietf-mip6-bootstrapping-split “Mobile IPv6 bootstrapping in split scenario”

The solution based on MIP authentication options additionally depends on

· draft-ietf-mip6-rfc4285bis “Authentication Protocol for Mobile IPv6“ 

· draft-devarapalli-mip6-authprotocol-bootstrap “Mobile IPv6 Bootstrapping for the Authentication Option Protocol”
In addition, for the solution based on MIP authentication options the definition of the method for establishing the long-lived MN-AAA security association is still open, although candidate solutions are under discussion one of which is identical to the method already described in TR 33.922 for MIPv4. 
The analysis performed so far by SA3 has not identified any blocking points for a solution based on RFC4285 from a security point of view, although some further profiling of RFC4285 is needed. SA3 aims at having a more founded view on the properties exhibited by a solution based on RFC4285 at its next meeting. 

As also noted in our LS S3-070623, SA3 does not have any security concerns with the use of IPsec and IKEv2 to secure Dual-Stack Mobile IPv6 (DSMIPv6) signaling messages between the UE and the PDN GW. 

Thus, from SA3 point of view the decision on which solution to use is more of an issue of performance, complexity, architectural and standards development. However, it should be noted that some of the performance and complexity-related arguments relate to security decisions wrt the establishment of the MN-AAA keys. SA3 aims to study the pros and cons of both approaches at their next meeting. 

Advantages for MIP options have been identified with respect to performance, commonality with MIPv4, and complexity, whereas advantages for IKEv2 have been identified regarding the maturity of IETF specifications. Details of the analysis can be found in the following discussion papers: S3-070839, S3-070804.

3. Actions:

SA3 asks SA2 to:

1. Given the priorities for EPS work set by the SA plenary in September, SA3 hopes that it is acceptable to SA2 that SA3 will take a decision on the issue at the SA3 ad-hoc meeting in December. If such a delay is unacceptable with respect to the SA2 work schedule, SA3 could accept either the IPsec approach or the MIP options approach from a security point of view. 
2. Kindly keep SA3 informed of further progress on these issues. 
3. Provide feedback to SA3 on the following questions: 
· SA3 based their discussions on the assumptions that the mobility procedures specified in TS 23.402 are completely independent from any mobility procedures already specified for non-3GPP networks by bodies other than 3GPP. SA3 would appreciate if SA2 could confirm this understanding. 

· In their LS, SA2 did not elaborate on what the architectural advantages of using IPsec/IKEv2 were. SA3 would appreciate feedback on these in order to take them into account in their final decision.
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