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Changes to 23.401 and 23.402 are proposed to define the selection and routing to the proper hPCRF when the home network has multiple PCRF entities.

Introduction
Discussion 
The PCC architecture defines several interfaces between network elements and the PCRF function.  It should not be assumed that the home network contains only a single PCRF element, but rather a home network may have several PCRF elements.  Application Functions interface with the PCRF on the Rx+ interface, the PDN Gateway interfaces to the PCRF on the S7 interface, and in 23.402, the Serving Gateway interfaces to the PCRF on the S7c interface.  Additionally, in roaming scenarios, the visited PCRF interfaces to the home PCRF on the S9 interface.

Diameter Configuration and Routing

The interfaces to the PCRF are currently specified to use the Diameter Protocol.  Diameter specifies a routing architecture based on peer to peer connections between Diameter Nodes.  It also defines the concept of a Diameter Realm that corresponds to the set of Diameter Nodes in a home network.  In this architecture, the Application Functions, PDN Gateways and Serving Gateways are Diameter Clients. The PCRFs are Diameter Servers and/or Diameter Agents (for example, in the roaming case, the Visited PCRF would be a Diameter Agent).
As a general concept, messages on S7, S9, and Rx+ should follow the procedures specified by the Diameter Base Protocol (in RFC3588).  In particular

· Diameter agents may reside between the Diameter Client and the Diameter Server.

· For roaming situations, Diameter Nodes in the visited network should route messages based on the Diameter Realm which may be derived from the user’s identity (e.g. NAI or SIP URI).  A Diameter Node in the visited network should not need to be configured with the name and IP address of every Diameter Server (every PCRF) in the home network, but should depend on Diameter message routing as specified in the Diameter Base Protocol (RFC3588) to deliver the message to a PCRF in the home network.

· Diameter Clients should not need to be configured with all PCRF elements as Diameter Peers.  Diameter routing should be used to deliver the message to the correct PCRF.
Diameter Sessions

When the Diameter Client does not have an existing session with the Diameter Server (for example, when an IP-CAN session has yet to be established), it would normally send a request that does not include a specific Diameter-Host name.  This permits the Diameter infrastructure to select the proper server.  When the Diameter Server responds, it includes its Diameter-Host name. Subsequent messaging for the same session would be sent specifying both the Diameter-Realm and Diameter-Host.

The PDN Gateway(s), Serving Gateway(s) and Application Function(s) for a given UE will all have a step that establishes the initial Diameter session. Based on the Diameter Peer and Realm Routing tables, each of these clients will send a message to establish a Diameter Session (for example a Gateway Session Control request or IP-CAN Session establishment message).  Based on the current Diameter configuration these messages will be routed to a PCRF using diameter routing.  It is possible that these messages may be routed to the closest PCRF (or closest Diameter Server that supports the corresponding Diameter application).  In the case of a PLMN that has multiple PCRF elements, this may result in the establishment of Diameter Sessions in different PCRF entities as shown below.
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Server Initiated Messages

The PCC architecture uses “server-initiated messages” to provision policy and charging rules in the gateways.  When an Application Function detects certain service events, it will send a message to the local PLMN PCRF via Rx+ indicating service based policy set-up information.  The PCRF should in turn send policy provisioning to the PDN and Serving Gateways via the S7, S7c and/or S9 interfaces (in the case of roaming).
General Problem

When a PCRF receives service based policy set-up information from an Application Function, it needs to be able to send policy provisioning rules to the Access and Serving Gateways.  The set of PCRF servers in the home network needs to be able to coordinate all of the IP-CAN related sessions for a single user.  When an application event is received by a PCRF over the Rx+ interface from an Application Function, the net result should be Policy Rule provisioning to the Serving GW (in the case of 23.402), PDN GW, and/or peer PLMN PCRF.

There are several possible solutions:

1. Each home network has one and only one PCRF node.  

2. In the event of multiple PCRF nodes in the home network, this PCRF cloud must be able to associate all sessions for a particular user together and take appropriate actions.  This PCRF “Cloud” must act as if it was a single logical PCRF for a given subscriber.  There are several implementation and deployment options that can permit multiple PCRF nodes to act as one logical PCRF. For example:
a. Diameter messages are routed internally based on the user information.  Each PCRF node will serve a specified set of users and all their Diameter sessions will be hosted by the same PCRF node.
b. The PCRF cloud implements an internal database that records the PCRF node that it currently assigned to a particular user.  If no PCRF node is currently assigned for a user, the initial point of contact can be used, or other items such as load levelling can be used to pick a PCRF node.  

c. Each PCRF node uses a common shared database that includes the session information for each user.  In this instance, it does not matter which PCRF node a Diameter message is routed to since the shared database provides session information for each user.

How the PCRF cloud is implemented is beyond the scope of 23.401 and 23.402.  The important item is that user sessions (Rx+ session, S7 session, etc.) are associated and managed as if they were all serviced by the same physical PCRF node..
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Other techniques considered

Another technique that was considered as a possible solution to the general problem of PCRF selection among the various SAE nodes involved with PCC as well as other PCRFs and IMS AFs, was to push an initial PCRF selection around the network in order to associate the various related Diameter sessions. 
This approach has a number of drawbacks to the proposed solution of using Diameter routing to solve PCRF selection:

1. How does the SAE element that first makes a connection to the PCRF know which PCRF to connect to for the subscriber a priori? 
· The Serving GW or PDN GW will typically be the first element to contact a PCRF for the UE. How does this element determine the correct PCRF instance to contact if it is not using standard Diameter behaviour to select a PCRF?
2. Once an initial session is established to the PCRF by a node, how does the selection get communicated to all other possible PCC nodes for that UE? 
· One approach that was considered was to use another set of reference points to communicate the PCRF selected to other interested nodes such as the S6c and S6d reference points. This has several drawbacks however: 
· Involves more changes to the system to address a problem that is unique to the PCRF itself (as opposed to containing the solution to the node that has the best information to address the problem).

· Introduces possible race conditions that may cause stale PCRF assignment information to be used by some nodes.

· Requires further serialization and latency during PCC session establishment pending the outcome of contacting a non-PCC node to acquire the PCRF assignment.

· May require additional interface points or interactions to be defined (e.g. what if an AF has no interface or interaction with the HSS/AAA server in the case where S6c and S6d are used to coordinate PCRF selection information among the Serving GW and the PDN GW).
3. Using a secondary set of interfaces from those used for PCC complicates high-availability, scalability and load-balancing mechanisms at the PCRF.

· If the PCRF is allowed to handle associating the various Diameter sessions it can easily remap these sessions internally should additional resources become available or resources currently in use need to be taken offline for maintenance. 
· If the PCRF selection is owned by an entity other than the PCRF itself, then potentially complex synchronization mechanisms are needed to prevent race conditions from arising that could cause two nodes from using different PCRF instances due to stale information..

For these reasons, using Diameter routing as defined in RFC-3588 was selected as the preferred solution as it contains the problem to the PCRF which has the most current and accurate information about the various Diameter sessions for the UE, does not require additional steps that increase session establishment (and latency), leaves the problem of synchronizing the sessions to the PCRF itself (no distributed locking mechanism is needed to prevent race conditions), and works well with natural Diameter behaviour in the PCRF for high-availability, scalability, and load-balancing.
Proposed changes to 23.401 
Begin first change: add new section 4.4.x to 23.401
4.4
Network Elements

4.4.x
PCRF

The requirements defined in this document are in addition to those defined in 3GPP TS 23.203 [6].

One logical PCRF exists in each PLMN for each UE. For support of roaming with local breakout there are two logical PCRFs for each UE, one in each PLMN:

· Home PCRF (hPCRF)

· Visited PCRF (vPCRF)

NOTE: 
The PCRF is a logical entity providing the functions described in 3GPP TS 23.203 [6] and in this document. Whether the PCRF comprises multiple independent nodes, a cluster of interdependent nodes, or a single node is an implementation and deployment option and outside the scope of this document. 

4.4.x.1 Home PCRF

In addition to the requirements defined in 3GPP TS 23.203 [6], the home PCRF:

· shall terminate the S7 and Rx+ reference point, and S9 reference point for roaming with local breakout,
· shall associate the sessions established over the multiple reference points (S7, S9, Rx+), for the same UE IP-address and subscriber.
4.4.x.2 Visited PCRF

In addition to the requirements defined in 3GPP TS 23.203 [6], the visited PCRF:

· shall terminate the S7, Rx+, and S9 reference points,
· shall associate the sessions established over the multiple reference points (S7, S9, Rx+), for the same UE IP-address and subscriber.

· shall use Diameter realm-based routing as defined in RFC 3588 [xx] to communicate with the subscriber’s home PCRF. The subscriber’s identities may be used to derive the Diameter home realm.
End of first change
Begin second change: add new section 4.5.x to 23.401
4.5.x Reference Point Requirements

<add subsection for each of the reference points>

4.5.x.y S9 reference point requirements

The S9 reference point shall satisfy the following architectural principles:

· S9 shall be based on an evolution of the Gx and Rx Diameter applications specified in 3GPP TS 29.212 and 29.214 [xx]

Editor’s note: It is FFS what components of Gx and Rx will be used by S9.

· S9 shall support transfer of PCC information at the SDF (Service Data Flow) level for the Local Breakout.

· S9 shall support transfer of control information

· S9 shall employ Diameter realm-based routing as described in RFC 3588 [xx] to route messages between the home and visited PCRFs.
End of second change

Proposed changes to 23.402

Begin third change: add new section 4.4.x to 23.402
4.4
Network Elements

4.4.x
PCRF
The functionality of PCRF is described in TS 23.203 [x] with additional functionality listed in TS 23.401 [4]. The difference from TS 23.401 [4], is that the vPCRF exists for the UE for roaming with home-routed traffic in addition to the scenario of roaming with both local breakout which is covered in TS 23.401 [4].
4.4.x.1 Home PCRF

The functionality of PCRF is described in TS 23.203 [x] with additional functionality listed in TS 23.401 [4]. 

4.4.x.2 Visited PCRF
The functionality of PCRF is described in TS 23.203 [x] with additional functionality listed in TS 23.401 [4]. 
End of third change

Begin fourth change: modify section 4.5.2.4 of 23.402
4.5.2.4
S9 reference point requirements

The S9 reference point shall satisfy the following architectural principles:

· S9 shall be based on an evolution of the Rx/Gx application specified in 29.212 and 29.214[xx] 

Editor’s note: It is FFS what components of Rx and Gx will be used by S9.

· S9 shall support transfer of PCC information at the SDF (Service Data Flow) level for the Local Breakout.

· S9 shall support transfer of QoS parameters and related packet filters for all other cases

· S9 shall support transfer of control information
· S9 shall employ Diameter realm-based routing as described in RFC 3588 [xx] to route messages between the home and visited PCRFs.
End of fourth change

Begin fifth change: modify section 4.5.2.4 of 23.402
4.3
High Level Functions
<This section explains the high level functions (eg charging, encryption) used for EPS enhancements>
4.3.1 
Selection function
4.3.1.x
PCRF Selection Function

4.3.1.x.1
Selection of PCRF
Serving GW, PDN-GW, non-3gpp network elements and IMS AF may be served by one or more PCRF nodes. The Serving GW, PDN-GW and non-3gpp network elements shall contact the appropriate PCRF based on the packet data network (PDN) connected to, together with, UE identity information. When multiple PCRFs are deployed in a particular realm, user sessions established over the different interfaces (e.g.  Rx+ session, S7 session, etc.) are associated and managed as if they were all serviced by the same logical PCRF. How this association is achieved is implementation specific.
The selection of PCRF by IMS AF is described in TS 23.203 [x]. 
4.3.1.x.2
Selection of hPCRF by vPCRF

The subscriber’s identity may be used to derive the Diameter home realm for the UE. Diameter realm-based routing as described in RFC 3588 [xx] is used to route messages between the home and visited PCRFs. 
End of fifth change

3GPP

SA WG2 TD


_1252494389.vsd
PCRF-2


PCRF-1


PDN GW


PCRF-4


SRV GW


S5



Application Function


Diameter
Routing


Diameter
Routing


Diameter
Routing


PLMN  PCRF Servers



_1252692147.vsd
PCRF-1


PDN GW


PCRF-2



Serving GW


S5



PCRF-4


Application Function


PCRF Cloud



