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Abstract of the contribution: The contribution proposes a solution for user identification issues for PMIP when integrating with non-3GPP accesses.
1. Introduction

The EPS system currently references NAI based user identification defined for 3GPP IWLAN in 3GPP TS23.003. However user identification in non-3GPP accesses may not be compliant with TS23.003 and may not be sufficient to identify a user. For example the domain format for 3GPP is already defined to include different domain names for different technologies.  PCC defines that an Application Function can use the assigned IP address to access the PCRF (here the IP address and the current domain/technology are also an NAI).  Non-3GPP technologies, such as 3GPP2, also define different NAI formats. Generally, there can be multiple user NAIs assigned to support 3GPP and non-3GPP accesses. The EPS needs to support multiple NAIs and NAI formats for a given user.  

This contribution analyzes some of the options, shortcomings, and proposes a solution to address the issue.  
2. Discussion
2.1 Discussion on user identity
We consider the case where an operator with a large deployed non-3GPP network and is introducing E-UTRAN into his network. Relevant portion of the architecture for such an operator are shown below, with emphasis on the authentication/authorization aspects. The non-3GPP AAA server is used for authenticating a subscriber when attached to the non-3GPP access network.

Subscriptions are hosted by one home network operator and may contain one or more NAIs. The domain portion of the NAI (eg, @pp_operator.com) directs all of the AAA requests to a common database in the home network of the subscriber.  Within a realm domain, each NAI must be unique. Additionally, users can roam between home and visited networks. Inter-technology handovers for roaming users must be supported.
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Figure 1: Non-Roaming Architecture for non-3GPP Operator deploying LTE
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Figure 4.2.3-1: Roaming Architecture for EPS using S8a/b, S2a, S2b - Home Routed
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Figure 4.2.3-2: Roaming Architecture for EPS using S8a/b, S2a, S2b (Chained S8a/b + S2a/S2b) - Home Routed

A non-3GPP operator deploying LTE Assume that the NAI provided by the non-3GPP operator is of the form MDN@npp.com. All of the authentication information stored in the AAA Server of the non-3GPP operator is keyed off this form of NAI. 

Now the non-3GPP operator (nPP_Operator) deploys LTE, a dual mode phone with a SIM card allows use in nPP_Operator network and PP_Operator network. The authentication on the LTE side will be an IMSI based NAI. This is to harmonize with authentication when roaming into PP_Operator network. The NAI is of the form 234150999999999@<tech>.mnc015.mcc234.3gppnetwork.org. So now nPP_Operator has two domains npp.com and the 3GPP style domain. In the AAA complex, there will have to be a link between the two NAI’s: nPP_NAI and PP_NAI. The PDN-GW is shared between the nPP_access and the PP_access owned by this operator.
2.2 MN-Identifier for PMIP

Assume that PMIP is used for mobility in the nPP_access by the operator. The MN-Identifier used for correlation of BU/BA between AGW (eg. PDSN) and PDN-GW is the UE’s nPP_NAI. In order for the LMA to correlate the PBU from the non-3GPP access and the S-GW, the MN-Identifier used on the S2 and S5/S8 interface should be the same. 
Problem Statement: With PMIP, how to correlated the PBU from two different access-network (S2 and S5/S8) for a particular UE at the LMA. 
3. Solution Options

There are three possible solutions to this problem:

1. The same MN-Identifier (PP or nPP) is always provided on the S2 and S5/S8 interface. This MN-Identifier is provisioned in the AAA and stored in (retrieved from) the HSS before PBU procedure.
2. Different MN-Identifiers for the same UE are provided on the S2 and S5/S8 interface, but the LMA is provided a mapping between these identifiers by the AAA infrastructure.

3. The same MN-Identifier (PP or nPP) is always provided on the S2 and S5/S8 interface. A list of MN-Identifiers is provisioned in the HSS/AAA. The list comprises valid NAI aliases for all home operator access networks and access services. Network elements which serve multiple NAI domains must resolve the appropriate alias.

Solution-1: Statically provisioned MN-Identifier is provided on S2 and S5/S8 interface.

One of the ways to perform this would be that the AAA is always configured to provide the same MN-Identifier to the MAG in either 3GPP or non-3GPP access for use in PMIP binding. The MAG in the appropriate access will then use provided MN-Identifier in PBU message. An example of the statically provisioned NAI is the iWLAN NAI which is currently proposed to be used in TS 23.402.
One of the following mechanisms be used:

· This could be provided as part of subscription data downloaded at UE attach and stored in the access-network as part of the UE’s subscription data. 

· When PDN GW address is stored in HSS/AAA, the MN-Identifier used for PMIP BU.

Solution-2: Different MN-Identifier is provided on S2 and S5/S8 interface and correlation provided by AAA to the LMA

In this case, when a UE authenticates, since the AAA is aware of the addresses of the PDN-GW (LMA) that the UE is connected to, the AAA can provide NAI correlation information to the LMA. The LMA can then correlate the two identities that come in PBU.  
Solution-2 requires support for a “Provide_NAI_Alias(NAI1)” function. This function would need to be supported in the HSS/AAA and return the set of permanent NAI's for the user's subscription. Return value = {NAI-1, NAI-2, NAI-n}
Solution-3: NAI aliases are resolved in the edge elements to provide the same MN-Identifier on S2 and S5/S8 interface.

In this case the HSS/AAA shall be capable of providing the appropriate MN-Identifier to the MAG in either 3GPP or non-3GPP access for use in PMIP binding. The MAG in the specific access will then use the appropriate MN-Identifier in PBU message.
Solution-3 requires support for the “Provide_NAI_Alias(NAI1)” function as in Solution-2, and additionally requires support for a “Resolve _NAI_Alias(NAI-1, Interface-a}” function. This function returns the NAI to be used on interface-a, for a user's subscription indexed by NAI-1.

4. Analysis of the Solution Options and Recommendation
Solution Option-1 forces all non-3GPP access to use NAIs that are 3GPPP IWLAN specific on EPC core-network interfaces. The non-3GPP access for AAA and for mobility purposes in most cases would be using MN-identifiers that are specific to those accesses. It creates extra burden on the non-3GPP access to be forced to use IWLAN formatted NAIs,  234150999999999@wlan.mnc015.mcc234.3gppnetwork.org. These accesses could already be deployed with EPC functionality and using non-3GPP specific NAIs. Changing to use of IWLAN NAIs would be cost prohibitive.
While Solution Option-3 provides large flexibility in allowing for configuring to use different NAIs for different interfaces/functions, this creates extra configuration burden on the HSS/AAA to provide a  per interface NAI mapping. Also the MME will have to provide a list of NAIs to the SGW.
Solution Option-2 leads to different NAIs being provided for PMIP to LMA (PDN-GW) and for PCC to the PCRF and requiring these nodes to “correlate” the different NAIs for the same subscription. However, this solution does allow the flexibility for the use of access-specific (permanent) NAIs and hence eases the integration of core-network supported by non-3gpp accesses with EPC. Also, it should be noted that in Rel-7, the PCRF can be provided different NAIs for the same subscription and is expected to provide the function of “correlating” the NAIs:

NOTE 1:    In case the UE identity in the IP-CAN and the application level identity for the user are of different kinds, the PCRF needs to maintain, or have access to, the mapping between the identities. Such mapping is not subject to specification within this TS.
An example subscriber record required to support Solution-2 is shown below:

[image: image4.emf]Acct.   Number  E.164   Number  NAI   Aliases  Subscription  Data   MDN@ npp .com   imsi@lte.mcc.mnc.3gpp.org   imsi@wlan.mcc.mnc.3gpp.org   123456 - 789  707 - 555 - 1212  random_nbr@ma.mcc.mnc.xxx.org  QoS Profile,  etc.    


5. Recommendation

1. Since the UE can have different NAIs, NAI aliasing is a problem that must be resolved.

2. Allow access-specific NAIs to be used in EPC interfaces where required.
a. 3GPP specific interfaces can use IWLAN NAI: Wx, Wd, Wm, Wn, Wa, S2b. PMIP-S5/S8, S7 
b. Non-3gpp interfaces use non-3gpp specific NAI: S2a, Ta, S7a, S2c, 
c. All NAIs are RFC 4282 compliant.

3. HSS/AAA supports function to provide list of (permant) alias NAIs for each subscription. Query done using any of the alias NAIs as input.

4. Nodes (eg, PDN-GW, PCRF, S-GW for chained case) which can receive different NAI formats have access to HSS/AAA to get list of alias NAIs and hence map between NAIs

Proposed changes to 23.402 
Begin first change: Section  5.2 Identities
5.2.1
User identification

In order to access the 3GPP Evolved Packet Core from non-3GPP accesses, and get Authentication, Authorization and Accounting services from the Evolved Packet Core, the NAI [15] based user identification defined for 3GPP IWLAN in 3GPP TS 23.003 [16] shall be used on interfaces connected to 3GPP accesses and on interfaces for Untrusted Non-3GPP Access.  For interfaces for Trusted non-3GPP access, NAI compliant to RFC 4282 [15] is used. Also, as specified in TS 23.003 [16], decorated NAI for all accesses connected to the EPC shall take the form of a NAI and shall have the form 'homerealm!username@otherrealm' as specified in clause 2.7 of the IETF RFC 4282 [15].

NOTE: 
In case the UE identity in the trusted non-3GPP access 3GPP access for the user are different, relevant EPC nodes eg PDN-GW, PCRF, etc. should obtain the mapping between the identities from the 3GPP AAA Server.
End of first change
Begin second change: add new section 4.5.1 Refernce points
S6c:
It is the reference point between PDN Gateway in HPLMN and 3GPP AAA server for mobility related authentication if needed. This reference point may also be used to retrieve and request storage of mobility parameters. This reference point is also used to obtain mapping between UE identities for the same user if needed.
S6d:
It is the reference point between Serving Gateway in VPLMN and 3GPP AAA Proxy for mobility related authentication if needed.  This reference point may also be used to retrieve and request storage of mobility parameters. This reference point is also used to obtain mapping between UE identities for the same user if needed.
End of first change
Begin third change: add new section 4.4 Additional function for 3GPP AAA Server
4.4
Network Elements

<This section explains network elements of EPS enhancements and functions allocated to each network element>
4.4.1
3GPP AAA Server
In addition to functions specified in TS 23.234 [5], the 3GPP AAA Server provides the following function

-
If the UE identities for the same use are different in 3GPP accesses and non-3GPP accesses, a mapping between different UE Identities for the same user is provided.

End third change
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