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Abstract of the contribution:

This contribution discusses the criteria for defining the non-3GPP access network trusted or untrusted and proposes adding the definitions of the trusted and untrusted non-3GPP IP access into TS 23.402 and determining whether the non 3GPP access network is trusted or not during the access authentication procedure.
1. Definition of Trusted and Untrusted non 3GPP Access Network 
In TR 23.882, the S2 interface is divided into two classes: trusted non-3GPP IP access and untrusted non-3GPP IP access. The trusted and untrusted non-3GPP IP accesses are defined in section 3.1 as follows:

*************************

Trusted non-3GPP IP Access: A non-3GPP IP Access Network is defined as a “trusted non-3GPP IP Access Network” if the 3GPP EPC system chooses to trust such non-3GPP IP access network. The 3GPP EPC system operator may choose to trust the non-3GPP IP access network operated by the same or different operators, e.g. based on business agreements. 

Note that specific security mechanisms may be in place between the trusted non-3GPP IP Access Network and the 3GPP EPC to avoid security threats. It is assumed that an IPSec tunnel between the UE and the 3GPP EPC is not required. 

On the contrary, an untrusted non-3GPP IP access is an IP access network where 3GPP network requires use of IPSec between the UE and the 3GPP network in order to provide adequate security mechanism acceptable to 3GPP network operator. An example of such untrusted non-3GPP IP access is WLAN and it is made trusted in the Interworking WLAN specifications developed within 3GPP.

*******************
However, there is no corresponding description of trusted or untrusted non-3GPP IP access in TS 23.402. 
From the description above in TR 23.882, it is mentioned that the principle to determine one non-3GPP IP access network trusted or not depends on the EPS operator based on business agreements. In fact, the criteria should be more than that. Possibilities include:

· The RAT type connected with the access network: EPS operator can determine whether the access network is trusted or not based on the RAT type. It is quite possible that even the same RAT can be defined as trusted by one operator and untrusted by another operator.
· The business agreements: the EPS operator can choose to trust or untrust certain non-3GPP IP access network belonging to the same PLMN or another PLMN based on the business agreement. 
· The topology of the access network: EPS operator might choose to trust certain non-3GPP IP access network based on the topology information of the access network. For example, EPS operator can designate certain access network as untrusted since the location of the access network is far out of control.
In conclusion, one EPS operator might have the various trust definitions with the various access networks, while other operators might have different trust definitions even for the same access networks.
2. Determining Access Network Trusted or not During Access Authentication Procedure
In the discussion above, it is EPS operator that determines whether the access network is trusted or not; however, it is UE that triggers the IKEv2 procedure toward ePDG in case of untrusted access network. So, UE should be informed (indicated) whether the access network it used is untrusted by EPS operator before triggering the IKEv2 procedure in two ways: one is the information pre-configured statically on UE; the other is to determine this dynamically when UE initiates the access procedure. For complex situations, the latter one is much better.
EPS operator can configure its configuration on an entity in the core network, such as the 3GPP AAA Server. Thus, the trust relationship determination procedure can be combined with the access authentication procedure without introducing a new procedure.
Therefore, the attach procedure can be performed as follows:

Step 1: The initial Non-3GPP access specific L2 procedures are performed. These procedures are non-3GPP access specific and are outside the scope of 3GPP.
Step 2: The EAP authentication procedure is initiated and performed involving the UE, Access Network and the 3GPP AAA Server. 3GPP AAA Server can determine whether the access network is trusted or not based on the access network information the 3GPP AAA server obtained and the configuration information configured in the 3GPP AAA server. For untrusted access networks, the 3GPP AAA server should indicate the UE to trigger IKEv2 procedure.
Note: In the roaming case, a 3GPP AAA proxy in roaming PLMN may be involved.
Step 3: For untrusted access network, IKEv2 is triggered.
Step 4: MIP registration procedure is performed both for trusted non-3GPP IP access and untrusted IP access. 

The general attach procedure is illustrated below.
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3. Proposal
It is proposed to add the following text to section 3.1 of TS 23.402 V1.2.1:
Start of First Change

3     Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].
Trusted non-3GPP IP Access:  A non-3GPP IP Access Network is defined as a "trusted non-3GPP IP Access Network" if the 3GPP EPS operator chooses to trust such non-3GPP IP access network. The 3GPP EPS operator may choose to trust the non-3GPP IP access network operated by the same or different operators based on various criteria e.g. the RAT type of the access network, business agreements, the topology of the access network, etc. 
Untrusted non-3GPP IP Access:  A non-3GPP IP Access Network is defined as an "untrusted non-3GPP IP Access Network" if the 3GPP EPS operator chooses not to trust such non-3GPP IP access network. The 3GPP EPS operator may choose not to trust the non-3GPP IP access network operated by the same or different operators based on various criteria, e.g. the RAT type of the access network, business agreements, the topology of the access network, etc.
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

CCoA
Collocated Care-of-address

DSMIPv6
Dual-Stack MIPv6

EPC
Evolved Packet Core

ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

FACoA
Foreign Agent Care-of-Address

GW
Gateway

MAG
Mobile Access Gateway

MIPv4
Mobile IP version 4

MIPv6
Mobile IP version 6

MME
Mobility Management Entity

P-GW
PDN Gateway

PMIPv6
Proxy Mobile IP version 6

S-GW
Serving GW

End of First Change
Start of Second Change

5.4.1
Access Authentication

Non-3GPP access authentication defines the process that is used for Access Control i.e. to permit or deny a subscriber to attach to and use the resources of a non-3GPP IP access which is interworked with the EPC network and Trust Determination i.e. to determine whether the non 3GPP access network that the UE is using is trusted and to indicate the UE to trigger the IKEv2 procedure if the non-3GPP access network is untrusted. Non-3GPP access authentication signalling is executed between the UE and the 3GPP AAA server/HSS. The authentication signalling may pass through AAA proxies.

If 3GPP based access authentication is required, it is executed across a Wa*/Ta* reference point as depicted in the EPS architecture diagram. Following principles shall apply in this case -
-
Transport of authentication signalling shall be independent of the non-3GPP IP Access technology.

-
Access authentication signalling shall be based on IETF protocols, for e.g., Extensible Authentication Protocol (EAP) as specified in RFC 3748 [11].

-
Access authentication signalling procedures shall be based on the I-WLAN Access Authentication procedures described in TS 33.234 [7].
End of Second Change
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