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SA2 specify mechanisms that reduce signalling caused by UEs that reselect between 2G/3G and E-UTRAN cells. Without such a mechanism the UE would always need to register with the network when it changes the RAT. The basic approach of that mechanism is that the UE is registered at MME and at SGSN in parallel. This may have some dependencies on security parameters and mechanisms that SA2 ask SA3 to evaluate.

As MME and SGSN hold UE registrations both may re-authenticate the UE any time. There is no coordination between the two authentications as it merely depends on radio coverage whether one of the RATs and thereby whether the MME or the SGSN have more UE re-authentications. SA2 are wondering whether there may be an issue with the security vectors, e.g. with the sequence numbers of security vectors as MME and SGSN request vectors independently from HSS.

Furthermore, the parallel registration at MME and SGSN results in two separate security parameter sets for the UE. Would SA3 assume independent security contexts in this case or should one context be derived by mapping from the other, i.e. by the same mapping used during handover between 2G/3G and E-UTRAN ? In case mapped contexts are assumed the contexts need to be synchronised between MME and SGSN due to the parallel registrations.

In case there are separate (not mapped) security contexts in MME and SGSN another question emerges. When the UE handovers between MME and SGSN holding the UE registrations there will be both security parameters sets available in the target CN node (the separate and the mapped security contexts). This results from the general handover mechanisms that provide mapped security parameters to the target CN node as in a typical handover case the target CN node has no parameters for the UE.

For the case described above, i.e. when two different security contexts are in a CN node due to handover, which of the two contexts would be preferred by SA3 ? From a procedural point of view the mapped context might be preferred as this does not change the more general handover procedure.
Actions to TSG SA WG3:

SA2 kindly ask SA3 to evaluate the scenarios described above and to provide some adequate guidance.
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