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1. Overall Description:

SA2 thanks SA3 for their reply LS on the approach for securing Dual-Stack Mobile IPv6 (DSMIPv6) signaling messages between the UE and the PDN GW.

SA2 notes SA3 ongoing work in TR 33.922 and acknowledges that the final decision on the establishment of a security context between the UE and the Home Agent is under SA3 responsibility. In particular, SA2 would like to encourage SA3 to take a decision on the security model to be used with DSMIPv6 over the S2c reference point, as a number of procedures in TS 23.402 are depending on that and further delays might negatively impact the scheduling of SA2 work on the Evolved Packet System (EPS). 

As stated in the previous LS, from an architecture perspective SA2 has identified relevant benefits in the usage of IPsec as the solution to protect DSMIPv6 signaling in the EPS. As specified by the IETF, the IPsec Security Association between the UE and the PDN GW would be dynamically established using IKEv2. Nonetheless, SA2 would welcome input from SA3 in case SA3 identifies a better option from SA3 perspective.

SA2 would also like to share with SA3 the following architectural considerations, that were raised during the discussion on the basic alternatives under study:

· No issues on complexity of the IPsec based solution have been raised so far.
· It was observed that the requirement of a common solution working with both MIPv4 and MIPv6 presents limited advantages for operators in terms of deployment and operational costs, even if a common solution could be desirable from a standardization activity point of view. The reason for this is that MIPv4 and MIPv6 can be regarded as alternative solutions and therefore it is likely that most operators will deploy only one of them, not both. 
· Some concerns were expressed on the usage of GBA to bootstrap DSMIPv6 protocol operations. This would in fact mandate the deployment of GBA in conjunction with DSMIPv6, and some operators argued that creating such a dependency would not be desirable. 
2. Actions:
ACTION: SA2 kindly requests SA3 to take a final decision on the security model to be used with DSMIPv6 over the S2c reference point taking into account the considerations provided in the previous section. Since this input is necessary to progress with a number of procedures in TS 23.402, SA2 kindly asks SA3 to close this issue at their next SA3 meeting.
3. Date of Next TSG-SA2 Meetings:
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