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Abstract of the contribution: handover flows for fast IPSec tunnel update based on MOBIKE, and detailing of reference point Wu*, are proposed for inclusion in TS 23.402.
1. Introduction
MOBIKE, as a protocol enabling fast update of IPSec tunnels on S2b, has been included in the reference architecture in TS 23.402, and a new reference point Wu* has been defined. 

In this paper we add necessary details to the description of Wu* and handover flows to the informative annex C in TS 23.402.
2. Proposal
The following changes are proposed for TS 23.402 [1]:
Start of First Change 

…

4.5
Reference Points

4.5.1
List of Reference Points
The description of the reference points:

Editor's note:
Once the architecture diagrams are stable in this specification and in TS 23.401, the reference point names need to be updated to remove either the letters or only keep a number series, e.g. S6a replaced with Sn where there is only either a digit or a letter.
S1-MME, S1-U, S3, S4, S10, S11:
these are defined in [4].

S2a:
It provides the user plane with related control and mobility support between trusted non 3GPP IP access and the Gateway.

S2b:
It provides the user plane with related control and mobility support between ePDG and the Gateway.
S2c:

It provides the user plane with related control and mobility support between UE and the Gateway. This reference point is implemented over trusted and/or untrusted non-3GPP Access and/or 3GPP access.

S5:
It provides user plane tunneling and tunnel management between Serving GW and PDN GW. It is used for Serving GW relocation due to UE mobility and in case the Serving GW needs to connect to a non collocated PDN GW for the required PDN connectivity.
S6a:
This interface is defined between MME and HSS for authentication and authorization. It is defined in [4].
S6c:
It is the reference point between PDN Gateway in HPLMN and 3GPP AAA server for mobility related authentication if needed. This reference point may also be used to retrieve and request storage of mobility parameters.

S6d:
It is the reference point between Serving Gateway in VPLMN and 3GPP AAA Proxy for mobility related authentication if needed.  This reference point may also be used to retrieve and request storage of mobility parameters.
S7:
It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement Point (PCEF). The allocation of the PCEF is FFS.
S8b:
It is the roaming interface in case of roaming with home routed traffic. It provides the user plane with related control between Gateways in the VPLMN and HPLMN.
S9: 
Indicates the roaming variant of the S7 reference point for the enforcement in the VPLMN of dynamic control policies from the HPLMN.
SGi: 
It is the reference point between the PDN Gateway and the packet data network. Packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. for provision of IMS services. This reference point corresponds to Gi and Wi functionalities and supports any 3GPP and non-3GPP access systems.
Wa*:
It connects the Untrusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization and charging-related information in a secure manner. Differences compared to Wa as defined in [5] are FFS. 

Ta*:
It connects the Trusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization, mobility parameters and charging-related information in a secure manner.
Wd*:
It connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server. Differences compared to Wd as defined in [5] are FFS.

Wm*:
This reference point is located between 3GPP AAA Server/Proxy and ePDG and is used for AAA signaling (transport of mobility parameters,  tunnel authentication and authorization data). Differences compared to Wm as defined in [5] are FFS.

Wn*:
This is the reference point between the  Untrusted Non-3GPP IP Access and the ePDG. Traffic on this interface for a UE initiated tunnel has to be forced towards ePDG. The existence of an entity corresponding to WAG in I-WLAN and its impact on Wn* is FFS.

Wu*:
This is the reference point between the UE and the ePDG and supports handling of IPSec tunnels. An enhancement compared to Wu as defined in [5] is the support for fast update of IPSec tunnels during handover between two untrusted non-3GPP IP accesses, when ePDG remains the same. Further enhancements compared to Wu are FFS.
Wx*:
This reference point is located between 3GPP AAA Server and HSS and is used for transport of authentication data. Differences compared to Wx as defined in [5] are FFS.

Usage of S6, S8 and S9 for providing visited network with static/dynamic policies is FFS.

It is FFS if the two depicted S7 interfaces are different or not.

S1 interface for E-UTRAN is the same for both the architectures.

Protocol assumption:

-
S2a interface and S2b interface are based on current or future IETF RFCs. S2a is based on Proxy Mobile IP. To enable access via Trusted Non 3GPP IP accesses that do not support PMIP, S2a also supports Client Mobile IPv4 FA mode. S2b is based on Proxy Mobile IP.

-
S2c is based on Client Mobile IP co-located mode. (The exact protocol decision is FFS)
-
The S5, S8b and S2a/S2b interfaces are based on the same protocols and differences shall be minimized. The S5 interface is based on current or future IETF RFCs. The GTP variant of S5 interface is described in TS 23.401 [4].

-
S8b interface is based on current or future IETF RFCs. The GTP variant interface (S8a) is described in TS 23.401 [4].

-
Wu* interface is based on IKEv2 [9] and MOBIKE [18].
Editor’s note: It is FFS if MOBIKE support on ePDG is mandatory.

The EPS shall allow the operator to configure a type of access (3GPP or non-3GPP) as the "home link" for Client Mobile IP purposes.

NOTE:
Redundancy support on reference points S5 and S8b should be taken into account.

End of First Change 

Start of Second Change 

…
C.x

Handoverbetween two untrusted Non-3GPP IP Accesses connected to the same ePDG 
…

This handover case is handled by MOBIKE [18]. I.e. the existing IPSec tunnel, via the first untrusted non-3GPP IP access, is only modified for the use with the second untrusted non-3GPP access (and not torn down and re-created from scratch). It is assumed that the MOBIKE support indication has been sent by UE to ePDG in the initial attach.

[image: image11.emf]
Figure 1: message flow for handover between two untrusted non-3GPP IP accesses based on MOBIKE

The following steps are performed:

(1) the UE is connected via the IPSec tunnel to ePDG, from where a PMIPv6 tunnel is established to the PDN GW. The UE is utilizing a local IP address (for previous IKEv2 signaling and outer IP header address).

(2) The UE disconnects on L2 from untrusted non-3GPP IP access 1.

(3) UE establishes L2 connectivity to untrusted non-3GPP IP access 2.
(4) Configuration of a local IP address. (In case of dual radio, multihoming capability with respect to the local IP address is required.) 
(5) MOBIKE update address message exchange (in both directions, initiated by UE).

(6) MOBIKE address verification, initiated by ePDG; this step is optional as per [18].
(7) The tunnel mapping (between PMIPv6 tunnel and IPSec tunnel) is updated. 

(8) The modified IPSec tunnel is now in operation. 

In case of dual radio, step 2 is done after step 8.

End of Second Change 
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