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Abstract of the contribution:

This contribution discusses why a selected PDN GW address should be stored in the HSS and proposes message flows to store the PDN GW address in the HSS during Attach procedure. 

1. Introduction

It has been agreed (ref. ‎1) that in order to connect the UE with an already allocated PDN GW the HSS shall provide the IP address of the already allocated PDN GW during inter-access system mobility. The procedure by which the HSS itself receives the IP address of the allocated PDN GW requires further attention, especially regarding its relationship with the 3GPP AAA server in this process. 

If the user’s subscription in the HSS has been provisioned with the IP address of the PDN GW then the solution is trivial. Although this solution is suboptimal since it reduces overall flexibility when allocating a PDN GW, it is a valid solution in some scenarios (e.g. small EPS networks or networks with low traffic). This paper will not discuss this approach further and will focus on the case when the IP address of the PDN GW is dynamically resolved, e.g. by DNS, and discuss how the IP address is made available to the HSS. Any finally adopted solution must be compatible with the fact that it also possible to provision the IP address of the PDN GW in the HSS.
2. PDN GW address storage discussion
The issue of which entity in the EPS core network should store the IP address of an already allocated PDN GW for the purpose of inter-access system mobility has been controversial in past SA2 meetings. Two candidate systems have been discussed: HSS and 3GPP AAA. In order to decide the most appropriate entity, the following PDN GW address storage issues are discussed:

· Given that the IP address of an already allocated PDN GW is required for inter-access system mobility, the entity storing the IP address should be a common entity in the attach procedure for any access system (i.e. EUTRAN, trusted/un-trusted non-3GPP). This entity is currently the HSS, since it furnishes both authentication vectors and user subscription data during attach over the S6a to the MME and over Wx* to the 3GPP AAA server.

· It should be possible to perform an attach procedure in a 3GPP access without requiring 3GPP AAA server involvement. If a UE attaches in a 3GPP access for the first time without having attached in a non-3GPP access, then the user has no AAA server assigned and there is no AAA server address registered in the HSS. Involving a AAA server in a 3GPP attach so that it obtains the PDN GW’s IP address will introduce extra signalling (e.g. selection of AAA server by PDN GW for the UE, registration of AAA server address in HSS, informing the non-3GPP access of a previously selected AAA server, etc) and could result in suboptimal usage of AAA resources. It is sufficient if the HSS obtains the IP address of the PDN GW when the UE attaches in 3GPP and furnishes it to the user’s AAA over Wx* should the UE change to a non-3GPP access.
3. PDN GW address storage flows
This section looks at how the HSS may receive the IP address of the PDN GW address when a user attaches in a non-3GPP access without having previously attached in a 3GPP access. 
1) Push flow from AAA server to HSS: this procedure requires the AAA server to notify the IP address of the PDN GW over the Wx* to the HSS. The PDN GW will first notify the AAA (over S6c) which in turn notifies the HSS (over Wx*). The HSS will always have the IP address of the PDN GW ready for inter-access system changes although this implies some extra signalling over S6c and Wx* per attach. The same process can be used when the UE detaches or deregisters. The AAA should receive some notification from the PDN GW over S6c of this event. In turn, the AAA should initiate a Wx* purge procedure towards the HSS, similar to Wx purge in I-WLAN. Note: it is FFS if this Wx* purge procedure should affect user status in the HSS from a previous attachment in a 3GPP access or in a different non-3GPP access.
2) Pull flow from HSS to AAA server: in this procedure the HSS does not receive the IP address of the PDN GW when the user attaches in a non-3GPP access. Instead, the HSS queries the user’s AAA server when the user changes and attaches in a 3GPP accesses. It can also be used when the user has first attached in a 3GPP access and later changes and attaches to a non-3GPP access. In this case, the HSS queries the user’s MME in order to obtain the IP address of the already allocated PDN GW; it is then sent to the AAA server as part of the user’s subscription data. It is also applicable when a user changes between non-3GPP accesses and a new attach procedure takes place in the new access. In general, this option saves some signalling during attach but introduces extra complexity into the HSS since it must check the user’s status upon each attach. If the user was previously attached in a different access and there is available user status from that attachment including serving MME or registered AAA address, then the HSS must query said entity to request the PDN GW’s IP address. 
The following figure provides a high level overview of both of the above described procedures.
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4. Conclusion

As a result of the above discussion, the following can be concluded:
· Message flows for sending the PDN GW address between the 3GPP AAA Server and the HSS is needed in 23.402.

· If a PDN GW has been assigned at attach in 3GPP access, the PDN GW address need to be sent from HSS to the 3GPP AAA Server: The HSS provides the IP address of the already allocated PDN GW to the 3GPP AAA server over the Wx* as part of the user’s subscription data during the attach procedure in a non-3GPP access.
· If a PDN GW has been assigned at attach in non-3GPP access, the PDN GW address need to be sent from 3GPP AAA Server to the HSS: The HSS receives the assigned PDN GW address from the 3GPP AAA Server over the Wx*, either using the “push” solution or the “pull” solution described above. The “pull” solution has the benefit that the PDN GW information is signalled on Wx* only when requested by the HSS.

The contribution also proposes to discuss the PDN GW storage flows described in section 3 and update 23.402 as shown below.
5. References

1) TS 23.401 v0.5.0 GPRS enhancements for E-UTRAN access
2) TS 23.402 v1.1.0 Architecture Enhancements for non-3GPP accesses
*** Beginning of change ***

5.4.2.1
PDN GW Selection Function for non-3GPP Accesses
PDN Gateway selection for non-3GPP accesses uses similar mechanisms as defined in 3GPP TS 23.401, with the following modification:

-
The PDN Gateway selection function interacts with the 3GPP AAA Server or 3GPP AAA Proxy and uses subscriber information provided by the HSS to the 3GPP AAA Server and possibly additional criteria.

During the initial authorization, PDN Gateway selection information is returned.  This enables the entity requiring the address of the gateway to proceed with selection. Once the selection has occurred, the PDN Gateway stores its association with a UE.  This permits the 3GPP AAA Server or Proxy to provide the PDN Gateway address subsequently. 
In the case that a UE already has an assigned PDN Gateway, this gateway's address will be returned by the 3GPP AAA Server or Proxy during the authorization step.  This eliminates the need for PDN Gateway selection. At mobility between 3GPP and non-3GPP accesses, transfer of PDN GW information takes place as defined below:
· If a user attaches in a non-3GPP access and already has an assigned PDN Gateway due to a previous attach in a 3GPP access, the HSS provides the IP address of the already allocated PDN Gateway to the 3GPP AAA server over the Wx* reference point. The gateway’s address is sent as part of the user’s subscription data during the attach procedure in a non-3GPP access. This information retrieval is needed only if the information is not already available in the 3GPP AAA Server.
· If a user attaches in 3GPP access and a 3GPP AAA Server is registered for that user in the HSS, the HSS retrieves the assigned PDN Gateway’s address from the 3GPP AAA Server over the Wx* reference point. This information retrieval is needed only if the information is not already available in the HSS.

Editor's Note:
It is FFS whether the PDN Gateway selection mechanism defined in 23.401 can be used to determine the Serving Gateway.

Note that the location of the PDN GW selection function depends upon the type of S2 interface used for attachment and the IP mobility mechanism being used.
-
For PMIPv6 on S2a/b, the entity requesting the PDN Gateway is the entity acting as Mobile Access Gateway (MAG). It’s FFS for home routed roaming case with an anchor in the VPLMN.
-
For MIPv4 FA mode on S2a, the entity requesting the PDN Gateway is the entity that plays the role of the FA. It’s FFS for home routed roaming case with an anchor in the VPLMN.
Additionally, for the S2c reference point, the UE needs to know the IP address of the PDN Gateway for the PDN the UE wants to connect to. This address is made known to the UE with one of the following ways:

1)
Via attach procedure for 3GPP access (as defined in TS 23.401)

2)
Via IKEv2 during tunnel setup to ePDG

3)
The UE can request a PDN Gateway address in a given PDN via DHCP

4)
If the IP address of the PDN GW is not delivered using options 1-3 above the UE can resolve an FQDN corresponding to a PDN via DNS.

Editor’s note: It is FFS under which conditions (e.g. in which accesses) the above methods can be used

Editor's Note: It is FFS how the FQDN in alternative 4 is constructed from available information. For example the UE could use home APN (or W-APN) and well known strings (e.g., “homeagent”) to construct such an FQDN.
Editor’s Note: The mechanism for mobility mode selection (i.e. host-based vs network-based mobility) is FFS.
*** End of change ***
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