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Abstract of the contribution: This contribution discusses the mechanism for mobility mode selection (i.e PMIPv6 or DSMIPv6) during initial attach procedure for untrusted non-3GPP access network.

Discussion
There are still some open issues for initial attach procedure for untrusted non-3GPP access in the TS23.402. One issue is about the mobility mode selection mechanism.
- In the case of PMIPv6, the ePDG will be the MAG and perform PMIP binding during the IPsec tunnel establishment procedure.
- In the case of DSMIPv6, the ePDG will allocate an IP address for the UE during the IPsec tunnel establishment procedure, and UE will use this IP address as the CoA in the following DSMIPv6 binding.
Then it is reasonable that the mobility mode selection can be done during the IPsec tunnel establishment procedure via the IKEv2 messages. There are several methods can be used to do this.
A. Via PDN GW information configuration

If the UE wants to use DSMIPv6, it may request PDN GW information in the IKEv2 CFG_REQUEST, and if the network allows it, the ePDG can response the UE with the PDN GW information in the IKEv2 CFG_REPLY, then the UE will initial the MIP procedure.
On the other hand, if the UE has not requested PDN GW information or the network doesn’t allow the UE to use CMIP, the ePDG will not provide the PDN GW information.
But if the UE can get PDN GW information by itself(e.g. preconfig APN in the UE), this method can not work well. And this method can not be used in the handover case which the UE has already gotten the PDN GW information.
B. Via Home Network Emulation
In the PMIPv6 case, the ePDG provides the UE both IP address and prefix in the IKEv2 configuration payload. And this will stop the UE to do CMIP binding.
In the DSMIPv6 case, the ePDG provides the UE an IP address and PDN network prefix or none prefix, then the UE will regard this IP as CoA and initial CMIP binding.

But this method can’t let UE provide its ability or preference about mobility mode to the network, the selection only depend on the network maybe not suitable for the UE without CMIP-client ablity.
C.Via IP address configuration

As we know, both PMIPv6 and DSMIPv6 the UE will request an IP address during the IPsec tunnel setup procedure. One is the PDN IP address(i.e. the HoA) and the other is CoA which is allocated by the ePDG.

The IP address assigned to the UE will in a ‘Configuration Attributes’ of the IKE configuration payload, and the content of a ‘Configuration Attributes’ is identified by the ‘Attributes type’. 

The IKE configuration payload format is as follows:
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If the PDN IP address and the CoA (i.e. the IP address allocated by the ePDG) is distinguished through two different ‘Attributes type’ (i.e. the PDN IP address use the same attribute type value as the remote IP address, and the IP address allocated by the ePDG use another one), then this can be used to do CMIP and PMIP selection.
The UE shall send the IKE_AUTH request message include the ‘Configuration Attributes’ to request the ePDG to allocate an IP address as CoA if it supports CMIP-client or prefer to do so. And the UE without CMIP-client ability will always request the PDN IP address, just like the remote IP address acquirement during the IPsec tunnel setup procedure defined in TS23.234.
The network (i.e. ePDG or AAA) will select one mobility mode according to the UE’s capability/preference or/and ePDG’s preference or/and roaming agreement.

If the network decides the UE should use PMIPv6, the ePDG will initial the PMIP binding and get a PDN IP address in the PBA message. Then it send the IKE_AUTH response message including the PDN IP address in the ‘Configuration payload’ .
If the network decides the UE should use CMIPv6, the ePDG will allocate an IP address and send the IKE_AUTH response message including the IP address in the ‘Configuration payload’, but use the different ‘Configuration Attributes’ from the PDN IP address.
The UE would be notified that whether CMIP procedure is allowed by the way it acquires the IP address.
Method C has no disadvantage as method A and B have.

Conclusionl

It is proposed to use method C as the mobility mode selection solution for untrusted non-3GPP access.
Proposal

It is proposed to make following updates into TS 23.402.
**** Start 1st of changes ****

5.4.2.4.2
Initial Attach procedure with PMIPv6 for non-roaming

In the non-roaming case, PMIPv6 [8] is used to setup a PMIPv6 tunnel between the ePDG and the PDN GW. It is assumed that MAG is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
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Figure 5.4.2.4.2-1: Initial attachment when Network based MM mechanism are used over S2b for non-Roaming

NOTE: 
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network.  This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The UE requests a PDN IP address in the configuration payload of the IKEv2 authentication request and may also indicate it supports CMIP through request a CoA in a different configuration attribute. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2.. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN GW address is determined at this point as described in section 5.4.2.1  The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the ePDG.  This may entail an additional name resolution step, issuing a request to a DNS Server. The ePDG or HSS/AAA decides to use PMIP according to the UE’s capability/preference or/and ePDG’s preference or/and roaming agreement.
2)
The ePDG sends the Proxy Binding Update message to the PDN GW.  The proxy binding update message shall be secured.



Editor's note: How the Proxy Binding Update message is secured is FFS.

3)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address.
Editor's note: It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

4)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE.  The PDN GW then sends a proxy binding ack to the ePDG, including the IP address allocated for the UE.

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note: It is FFS which entity stores the allocated PDN GW IP Address.

5)
After the BU is successful, the ePDG is authenticated by the UE.

6)
The ePDG sends the final IKEv2 message with the PDN IP address in IKEv2 Configuration payloads. And No CoA address is returned to the UE, The UE has only gotten the PDN IP address then it will not initial DSMIPv6 procedure.
7)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.

5.4.2.4.3
Initial Attach procedure with PMIPv6 for roaming case with home routed traffic anchored by visited Serving GW
In the case of home routed traffic in the roaming case with anchor in visited Serving GW, PMIPv6 [8] is used to setup PMIPv6 tunnels between the Serving GW and the PDN GW (i.e. S8b) and between the ePDG and the visited Serving GW (i.e. S2b) . It is assumed that the MAG is collocated with visited Serving GW for the PMIPv6 procedure between the Serving GW and the PDN GW and with the ePDG for the PMIPv6 procedure between the ePDG and the Serving GW. The IPsec Tunnel between UE and ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
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Figure 5.4.2.4.3-1: Initial attachment when Network based MM mechanism are used over S2b for Home Routed Roaming with anchored by visited Serving GW

NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The UE requests a PDN IP address in the configuration payload of the IKEv2 authentication request and may also indicate it supports CMIP through request a CoA in a different configuration attribute. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN Gateway address is determined at this point as described in section 5.4.2.1  The PDN GW information is returned as part of the reply from the 3GPP AAA Proxy to the ePDG.  This may entail an additional name resolution step, issuing a request to a DNS Server. The ePDG or HSS/AAA will decide to use PMIP according to the UE’s capability/preference or/and ePDG’s preference or/and roaming agreement.
2)
The ePDG sends the Proxy Binding Update message to the Serving GW. The proxy binding update message shall be secured.

Editor's note: How to select a visited Serving GW is FFS. If APN should be included in this step is FFS.

Editor's note: How the Proxy Binding Update message is secured is FFS.

3)
The visited Serving GW processes the proxy binding update and creates a binding cache entry for the UE.  Then the visited Serving GW sends the Proxy Binding Update message to the PDN GW using its own address as the MAG address.  The proxy binding update message shall be secured. Note that the binding cache entry on the Serving GW does not yet have the UE's IP address information.  This information will be added to the binding cache entry after step 4.

Editor's note: How the Proxy Binding Update message is secured is FFS.
Editor's note: Whether the visited Serving GW should inform the visited 3GPP AAA server that it is serving the UE is FFS.  It is FFS which entity stores the allocated Serving GW IP Address.
4)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address.
Editor's note: It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

5)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE. The PDN GW then sends a proxy binding ack to the Serving GW, including the IP address allocated for the UE.  Once the Serving GW processes the proxy Binding Ack, it stores the UE's IP address information in the binding cache entry.

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note: It is FFS which entity stores the allocated PDN GW IP Address.

6)
After the Proxy BU/Proxy BAck is successful, there is a PMIPv6 tunnel setup between the Serving GW and the PDN GW.
7)
The ePDG continues with the IKE_AUTH exchange.

8)
The ePDG sends the final IKEv2 message with the PDN IP address in IKEv2 Configuration payloads.  The IP address sent in the IKEv2 configuration payload is the same address that the ePDG received in the Proxy Binding Ack message. And No CoA address is returned to the UE, The UE has only gotten the PDN IP address then it will not initial DSMIPv6 procedure.
9)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the visited Serving GW. The visited Serving GW then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the visited Serving GW. The visited Serving GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.

Editor's note: How the Serving GW maps the two PMIPv6 tunnels, one from the ePDG to the Serving GW and one from the Serving GW to the PDN GW based on the UE's address is FFS.

**** End 1st of changes ****
**** Start 2nd of changes ****
5.4.2.5.2
Initial Attach procedure from Untrusted Non-3GPP IP Access with DSMIPv6 for non-roaming case

This section is related to the case when the UE powers-on in an untrusted network via S2b interface and host based mobility management mechanism is used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.
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Figure 5.4.2.5.2-1: Initial attachment when Host based MM mechanism are used over S2b for non-Roaming

The UE is authenticated and authorised to access the Untrusted Non-3GPP Access network, After the authentication, UE is configured with Local IP Address from the access network domain. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The UE requests a PDN IP address in the configuration payload of the IKEv2 authentication request and also indicate it supports CMIP through request a CoA in a different configuration attribute. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2.After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The ePDG or HSS/AAA will decide to use CMIP according to the UE’s capability/Preference or/and ePDG’s preference or/and roaming agreement.

Editor's note: How APN is resolved to a PDN GW is FFS. If APN is involved in PDN GW selection is FFS.


Editor's note: If a relation between ePDG discovery and PDN GW discovery is required is FFS.

2)
The ePDG sends the final IKEv2 message with the assigned IP address in IKEv2 Configuration payloads using different ‘Attributes type’ from the PDN IP address in S2b case. The UE can know the IP address is allocated by the ePDG from the ‘Attributes type’, and will initial DSMIPv6 procedure as follows.
3)
IPsec Tunnel between the UE and ePDG is now setup.
4)
The security association is established between UE and PDN GW to secure the Binding Update messages between UE and PDN GW.

Editor's note: Protocols for Security Association Setup and PDN GW IP Address Configuration is FFS.

4)
The UE sends the Binding Update message to the PDN GW.  The Binding Update is as specified in [10]


Editor's note: It is FFS how the UE is informed of the allocated PDN GW IP address.

6)
The PDN GW processes the binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE.  The PDN GW then sends a binding ack to the UE, 'including the IP address allocated for the UE.

NOTE:
If UE requested for both IPv4 and IPv6 addresses, both IPv4 and IPv6 addresses are allocated. In the case only IP address of either IPv4 or IPv6 is requested, then IP address of only the requested IP version is allocated.

7)
The IP Connectivity is now setup.


Editor's note: It is FFS, if AAA Server/HSS are updated of the service provided by the UE.

**** End 2nd of changes ****
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