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1. Introduction

In the accompanied contribution, it has been discussed that it is required for EPS to support route optimization and location privacy simultaneously for operator controlled end to end service. 

In this case, it is obvious that:

· To support local breakout, the UE has to use the IP address allocated by the gateway in visited zone to establish media connection with peer side UE

· To support location privacy, it should be avoided to expose IP address allocated by the gateway in visited zone to peer side UE.

This contribution tries to provide a simple solution based on the PCC architecture. It provides an IP-CAN the capability of supporting local breakout and location privacy simultaneously for end to end (E2E) services.

2. Discussion

The key of this solution comprises several steps:

1) Allocate a substituted IP address for the peer side UE and notify this substituted IP address to local UE in call setup procedure, i.e. in the view of the local UE, the IP address of the peer side UE to establish media connection is this substitute IP address instead of the real IP address of the peer side UE allocated by the gateway serving the peer side UE in visited zone. This substituted IP address may be allocated by local side network entity (e.g. the local AF) and will not be related to the geographical location of the peer side UE.

2) The relationship of the substituted IP address and real IP address of the peer side UE is stored on the local gateway serving the local UE. This relationship may be delivered to the local gateway by the local AF.

3) If the local UE sends an user plane packet to the peer side UE, the destination IP address in the packet is the substituted IP address of the peer side UE allocated by local AF, when the packet arrives at the local gateway serving the local UE, the local gateway replaces the destination IP address in the packet with the real IP address of the peer side UE and continues routing the packet to the peer side.

4) If the peer side UE sends an user plane packet to the local UE, the source IP address in the packet is the real IP address of the peer side UE, when the packet arrives at the local gateway serving the local UE, the local gateway replaces the source IP address in the packet with the substituted IP address of the peer side UE allocated by local AF and continues forwarding the packet to the local UE.

By the above 4 steps mechanism, the requirements of local breakout, location privacy and service continuity for end to end service can be achieved simultaneously in a simple way.

Since the service data flow detection, which is standard feature of PCC, is also required in this solution, it seems natural to expand the feature of PCC architecture to support requirement of location privacy. The following diagram provides a message flow.
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Figure 1
1. The local AF (e.g. P-CSCF in IMS) receives session setup signal (e.g. invite message in IMS) from peer side in call setup procedure. The session information of peer side to establish media connection (e.g. SDP in IMS) is included in this signal, including real IP address of peer side UE to establish media connection (IPreal). This signal also contains a flag to indicate whether location hiding is required for peer side UE. 

2. If location hiding is required, the local AF allocates an IP address (IPsub) as substituted media IP of peer side UE in this session. The local AF modifies the session description information in the signal and replaces the media IP address of peer side UE with IPsub. Then the local AF forwards the signal to the local UE. Hence in the view of local UE, the media IP of peer endpoint is IPsub instead of IPreal. The local UE can not reveal the geographic location of peer endpoint from IPsub.

3. The AF sends Service Info request message to PCRF via Rx interface, IPsub is also included in the message with IPreal together if location hiding is required for peer side UE.

4. The PCRF makes PCC decision and sends PCC Decision Provision request message to the PCEF via Gx interface. IPsub is also included in the message with IPreal together if location hiding is required for peer side UE.

5. The PCC rules of the session (e.g. downlink SDF filters and uplink SDF filters) are stored in the PCEF. The mapping relationship of IPreal and IPsub is also recorded. Then the PCEF triggers bearer management procedure and forwards uplink SDF filters of the session to the local UE. Only IPsub is included in this uplink SDF filters to the local UE.

6. The PCEF responses Provision Ack Message to the PCRF.

7. The PCRF responses Service Info Ack Message to the AF.

8. The Local UE sends out an uplink user plane packet to peer endpoint, the destination IP address in this packet is IPsub, the packet arrives at the PCEF.

9. The PCEF enforces SDF detection on the uplink packet and knows the packet belong to the specific SDF requiring location hiding feature. Then the PCEF replaces the destination IP address of the packet from IPsub to IPreal (checksum re-calculation required here) and continue routing the packet to the peer side.

10. The PCEF receives downlink packet to the local UE from peer side, the source IP address in the packet is IPreal.

11. The PCEF enforces SDF detection on the downlink packet and knows the packet belong to the specific SDF requiring location hiding feature. Then the PCEF replaces the source IP address of IP packet from IPreal to IPsub (checksum re-calculation required here) and continue forwarding the packet to the peer endpoint.

Note:

1) The message flow in figure 1 shows how the proposed mechanism works in a high level, the detailed flow & message name should be aligned with those in the specific TS.
2) The substituted IP addresses allocated for two service sessions on one UE connect to two different peer side UEs should be different, and the substituted IP address allocated for two different UEs can be the same, i.e. the substituted IP address pool on local AF can be reused for all local UEs. So this solution will not use too many substituted IP addresses.
3) Only a portion of packets belong to end to end services which require location hiding need IP address substitute operation on PCEF/GW. Those client-server mode services, for example: VOD, download, which occupy most of network bandwidth usually needn’t require location hiding feature.
4) After the IP address is replaced in PCEF/GW, the checksum in IP header, maybe include checksum of upper layer protocol (e.g. UDP, TCP) as the checksum algorithm of UDP and TCP involves a pseudo header which contains information in IP header, should be re-calculated. The checksum algorithm usually used in TCP/IP protocol family is complement sum algorithm. This algorithm allows only re-calculate on changed part to get the new checksum value of modified packet. Since only IP address is modified, the compute cost for checksum re-calculation is very small.
5) It is FFS that if other substituted IP address allocation method, i.e. other entity besides AF can allocate substituted IP address, can be applied in this solution.
The advantage of this solution:
1) It is a simple solution, no new entity, new status machine or new message is introduced, hence the architecture of existing network will not be changed. Little function updates are needed to AF (furthermore, IMS), PCRF and PCEF/GW, Rx and Gx interfaces will be involved.
2) Since SDF detection is the basic operation in PCC architecture, and the process of the solution also bases on the SDF detection, the solution will not bring much additional cost to PCEF.
3 Proposal

This contribution presents a simple solution based on the PCC architecture to support local breakout and location privacy simultaneously. We propose to expand PCC & IMS architecture and combine this new feature into it in release 8. If it is approved, HUAWEI would like to present updated text for those impacted specifications.
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