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1 introduction
In last SA3 meeting, key handling in idle-active transition is discussed. Two solutions were proposed. The first one is nonce based, and another one is counter based. This paper shows how to use START stored in USIM in these two solutions. 
2 START in UMTS
START in UMTS is used to record the amount of data protected by CK and IK. 
When RRC connection is established, START should be read from USIM. START would be increased with the increase of amount of data protected by CK and IK. 
When RRC connection is released, START in ME should be compared to “THRESHOLD” set by operator. If START has reached to “THRESHOLD”, ME would set START in USIM to “THRESHOLD” and an AKA procedure would be triggered to update CK/IK in next connection. Otherwise, increased START should be written to USIM.
3 key handling in idle-active transition
3.1 counter-based solution
“Counter-based” solution is described in figure 1. A counter is maintained in MME and UE when UE is in idle-state. When UE is transferred from idle to active state, MME should derive KeNB based on KASME, increased counter and other parameters. Increased counter would be send to UE. UE would check that whether this message is replayed based on counter received from network and counter stored in UE.
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Figure 1: counter-based solution

Counters should be maintained both in MME and UE in this solution. START stored in USIM could be used as counter in UE. The detailed solution is illustrated in figure 2. 
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Figure 2: START usage in counter-based solution
1. START is stored in USIM. MME also stores START value. 
2. When UE transit to active state, ME read START from USIM.
3. ME send KSIasme to MME via eNB. If START read from USIM is “THRESHOLD” KSIasme should be set to “111” in order to trigger authentication procedure.

4. An AKA procedure may be performed. New KASME should be agreed both in UE and MME. START maintained in UE and MME should be restarted from zero.
5. MME increases START with a value. If increased START is larger than THRESHOLD set by operator, an AKA procedure should be invoked. MME derive KeNB based on increased START and other parameters.
6. Increased START is sent to ME via eNB. 
7. ME perform anti-replay check based on START read from USIM and START received from MME. An acceptable window could be set in ME based on START read from USIM. If START received from MME is in the acceptable window, the START received from MME is acceptable, otherwise, the START received from MME is not acceptable and START re-synchronization procedure should be performed. For example, if START received from MME is less than START read from USIM, a START re-synchronization procedure should be performed.
8. START re-synchronization procedure may be performed. After re-synchronization, START in UE and network should be re-synchronized. Re-synchronization procedure could be AKA procedure. After AKA procedure, STARTs in UE and MME are restarted from zero. In addition, step 5 to step 8 should be re-performed. 
9. ME derives KeNB based on START received from MME and updates START.
10. UE is in active state.

11. UE releases RRC connection.

12. START stored in ME should be written to USIM.
3.2 nonce-based solution
In nonce-based solution, a nonce named NonceUE would be generated in UE and sent to MME when UE transfers to active state. Another nonce named NonceSN would be generated in MME. KeNB would be derived based on NonceUE and NonceSN. NonceUE and NonceSN are sent to UE. UE would derive KeNB based on NonceUE and NonceSN.
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Figure 3: nonce-based solution

In this solution, a nonce should be generated in UE. START stored in USIM could be used as nonce generated in UE. Figure 4 illustrates how to use START in nonce-based solution.
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Figure 4: START usage in nonce-based solution
1. START is stored in USIM.
2. When UE transfers to active state, ME read START from USIM.
3. START is sent to MME via eNB. ME may truncate START to get a suitable length. If START is “THRESHOLD”, ME should set KSIasme to “111” in order to trigger AKA procedure.
4. An AKA procedure may be performed.

5. MME generates nonceSN. KeNB is derived based on KASME, START and nonceSN and other parameters. 

6. MME sends nonceSN to ME. START could also be sent back to ME.
7. ME check whether START is same as START sent to MME. ME derive KeNB.
8. UE is in active state.

9. UE release RRC connection.

10. UE increase START value wit a suitable value.

11. UE writes new START to USIM.

4 analyses
In this section, four solutions were compared in table 1. 
	
	Counter-based solution
	counter-based solution using START
	Nonce-based solution
	nonce-based solution using START

	KeNB replay protection
	YES
	YES
	YES
	YES

	Re-synchronization mechanism
	YES
(AKA could be used)
	YES
(AKA could be used)
	NO
	NO

	Uplink overhead in air-interface in idle-active transition
	No
	No
	Yes
(128bits)
	YES
(20 bits or less)

	Counter storage in ME
	YES
One counter should be stored in ME in idle and active state.
	YES
One counter should be stored in ME in active state.

In idle state, counter is maintained in USIM.
	NO
	NO

	Counter storage in MME
	YES

	YES

	YES

One counter should be maintained in MME to record the use times of KASME. So that KASME refresh procedure could be triggered.
	NO

	Nonce-generating function in ME
	NO
	NO
	YES
	NO

START would be used as nonce.

	Nonce-generating function in MME
	NO
	NO
	YES
	YES

	UE know the use times of KASME. 
	YES
UE could disable KASME stored in UE and trigger AKA procedure.
	YES
UE could disable KASME stored in UE and trigger AKA procedure.
	NO

	YES
UE could disable KASME stored in UE and trigger AKA procedure.


Table 1: comparison of four solutions
Since two counter-based solutions need maintain counters between UE and MME and a re-synchronization mechanism is needed, complexity would be added. These two Counter-based solution are not preferable. In two nonce-based solutions, solution using START has more advantages, so nonce-based solution using START is preferable based on following comparison:.
1．Compared to two counter-based solution, nonce-based solution using START need not re-synchronization mechanism. Counters are also not needed to be maintained in UE and MME. Although nonce-based solution using START add the overhead of uplink, but only 20 bits or less overhead are added.
2. Compared to nonce-based solution, nonce-based solution using START has less overhead in uplink than nonce-based solution. 
3. Compared to nonce-based solution, nonce-based solution using START need not store a counter in MME to trigger update of KASME.

4. Compared to nonce-based solution, nonce-based solution using START could disable KASME stored in UE and trigger AKA procedure.

5. Compared to nonce-based solution, nonce-based solution using START need not implement nonce-generating function in ME.

6. Compared to nonce-based solution, nonce-based solution using START could enable UE to trigger update of KASME.

5 conclusion and proposal

In this paper, two key handling solutions for using START stored in USIM in idle-active transition are presented. Comparison of these solutions is also done in this paper. It is conclude that nonce-based solution using START is preferable solution.
We kindly ask SA3 to comment on these key handling solutions. It is also proposed to adopt nonce-based solution using START in LTE/SAE. 
7 Replay check based on START read from USIM and increased START received from MME
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