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1 Introduction
At SA2#57 in Beijing, Nortel presented a solution alternative to the concept of ICS Registration (S2-071863). The paper was sent to SA3 (together with an LS S2-072244) for them to perform a security analyses and technical review of the paper. SA3 provided a full review of the paper and determined that there were no security issues or technical concerns with the proposed mechanism to provide a trusted registration, based on a solution similar to Early IMS security. SA3 stated that a solution similar to Early IMS security would provide sufficient security for the purposes of ICS (see LS reply S3-070460).
This paper is a resubmission of paper S2-071863 for inclusion of the P-CR in TR 23.892 as a possible solution alternative for ICS Registration.
2 Background:
Please see attached for background information.
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Proposal/Recommendation
Add the following text to TR 23.892.
*** Begin new text  *** 

6.x.y
I1-cs: registered user solution-ISC model
6.x.y.1
IMS Registration via CS access
6.x.y.1.z
Alternative z - IMS Registration via CS access using ISC
6.x.y.1.z.1
Assumptions
1. ICCF is a home IMS node, hence considered a trusted node. 

2. General assumptions related to roaming relationships apply for SS7 connectivity between the home IMS network and the visited CS network.

3. The CS subscription is issued by an operator trusted by the IMS operator.
4. The ICS user is authenticated with the home CS network via the visited CS network.

5. The user is authenticated in CS prior to when the UE establishes the ICCC-cs with the ICCF for registration in IMS. The user does not need to be re-authenticated as part of IMS Registration because it has been authenticated by the CS network.
6. It is assumed that the identities that the UE and network uses for CS domain access using ICS are based on IMSI or derived from IMSI (for IMS). Note that the IMSI is required for CS service.
7. It is assumed that the ISC interface is used for the IMS Registration procedure with the ADS executed as part of the ICCF.
6.x.y.1.z.2
Example Information flow

An example information flow for a user registering in IMS via the CS access is provided in the figure below.
Note: This procedure only applies to the Trusted Registration performed by the ICCF; as a pre-condition CS authentication is assumed.
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Figure: ICS UE IMS Registration via CS Access 
1. After the UE has performed Location Update in the CS network, it may request the RUA of the ICCF to perform the IMS registration as trusted registration for the UE. To do so, the UE sends the content of SIP Register encoded in ICCP, in a USSD message to the ICCF using IMSI as the identity. Alternatively CAMEL mobility triggers may be used to inform the ICCF about the CS attach of the ICS user.
2. Upon receipt of the register information flow, the ICCF initiates a Trusted Registration for the user by sending the Register to the I‑CSCF with required information (e.g. Public User Identity derived from IMSI, ICCF IP address as “Contact” address, etc). The Register message from the ICCF does not include an Authorization header field or the header fields or header field values as required by RFC3329. This is same as the registration procedures used with early IMS security [TR 33.978]. 
3. The I‑CSCF performs User Authorization Request /User Authorization Answer with the HSS to authorise the Register request and locate the S-CSCF if already assigned to the user or allocate an S-CSCF otherwise. Note that the private identity is obtained from the IMSI (which is contained in the T-IMPU).
4. The I‑CSCF forwards the Register to the S-CSCF.
5. The S-CSCF identifies the Register as a Trusted Registration from the ICCF which is a trusted Application Server (either based on a dedicated network interface for the ICCF or based on a  Security Association with the ICCF, such as IPSec SA as in NDS/IP TS 33.210 ). The S-CSCF then checks the contact address against a configured list of transport address/range associated with the ICCF Application Servers. If there is a match, then, the S-CSCF skips any further authentication procedures as it is assumed that the user has already been authenticated in the CS domain prior to contacting the ICCF. 
The S-CSCF performs the Server Assignment Request/Server Assignment Answer with the HSS resulting in the user status as “registered” and the S-CSCF name stored in the HSS, if initial registration, and download of the user profile data (e.g. the registered and unregistered iFCs). The S-CSCF also obtains the Implicitly Registered IMPUs from the HSS as part of the SAR/SAA. The S-CSCF stores the user information as downloaded from the HSS. The S‑CSCF stores the RUA’s address/name, as supplied by the RUA for each of the implicitly registered IMPUs. This represents the address/name that the home network forwards the subsequent terminating session signalling to the ICS UE. If the user is already in “registered” state for the same IMPU, but with a different contact address (e.g., due to IMS registration using IP-CAN), then the S-CSCF creates another record for the IMPU with the contact address with the RUA’s address for that IMPU.
If a Register request is received with an Authorization header anytime during/afterwards, then, the S-CSCF behaves according to clause 5.4.1.2 of TS 24.229. 
6. Service control execution at the S-CSCF is performed according to the standard procedures.
7. The S‑CSCF returns the 200 OK to the I‑CSCF.
8. The I‑CSCF sends the 200 OK to the ICCF.

9. The ICCF processes this information and relays via the CAAF, the result back to the UE in a USSD message. 

*** End new text ***
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Introduction

This paper discusses various options for ICS Registration to enable an ICS UE to access IMS over a CS network. 

Background:

An ICS UE is capable of receiving IMS services via the CS access even if it is not registered in IMS over the IP-CAN. This may result in anomaly in application of service profiles to the IMS sessions established via CS access; i.e. use of unregistered iFC for service execution for IMS sessions established via CS access in absence of IMS Registration via IP-CAN and use of registered iFC for service execution for IMS sessions established via CS access after IMS Registration via IP-CAN. A Trusted Registration by the RUA for the ICS subscriber upon CS Registration is required to alleviate this issue. Furthermore use of Trusted Registration to record RUA’s contact address in IMS simplifies routing of incoming sessions to the user via the CS and PS access eliminating the need for use of CS incoming call delivery procedures and associated complexities – the routing decision in IMS may become as simple as forking based on the “q” parameter in the SIP Contact header field associated with the respective contact address according to SIP Forking procedures in TS 23.228 which in turn are based on RFC 3261, 3840 and 3841.

We realize that procedures for Trusted Registration have not been standardized in 3GPP. We also understand the concerns related to authentication/security associated with definition of such procedures and realize that the definition of a framework to allow Trusted Registrations from Application Servers in general may be a task of significant undertaking due to the related issues. The case of a home Application Server performing Trusted Registration in IMS for a user who has been authenticated in home CS network, however, is quite different  and it is very well possible to define procedures for the same without much difficulty. 


Various solution approaches for supporting Trusted Registration in IMS by the RUA within the ICCF for an ICS subscriber who has been authenticated in CS network are discussed in this paper. We also propose baseline text in the TR in order to progress this work in 3GPP.


UE Aspects


It is assumed that at least the USIM/SIM application is present on the ICS-capable UE. In addition, there may also be an ISIM application available on the ICS UE. We believe that using the IMSI (which is anyhow required for CS domain access) as identity for CS domain for ICS services seems to be the appropriate way forward. It is worth noting here that the IMPI and IMPU are available only if ISIM application is present. Otherwise, these identities are derived from IMSI for registration purposes.

Interface aspects


Solutions presented in this paper may be applied on the ISC or the Mw interface or on the Gm reference point.

Solutions for IMS Registration using CS Domain:


When the RUA associated with the ICCF tries to register on behalf of an ICS UE which has been authenticated in the CS Domain, re-use of the two solutions available in 3GPP for end-user registration purposes can be considered: 1) Registration using IMS AKA in TS 33.203/TS 24.229 2) Registration using Early IMS security in TR 33.978. The alternative would be to re-use the current Network Domain Security concept, which is used for Network initiated requests on behalf of users.

1) Registration using IMS AKA

In this approach, the RUA AS would re-use, as much as possible, the IMS Registration and authentication procedures in TS 33.203 & TS 24.299. Since the UE has already been authenticated via the CS domain, the authentication of the RUA registration may be skipped. Furthermore, since the RUA is always in the home network, it is considered a trusted node of home IMS network. However, if the procedures in TS 24.229 is used, then, we need to consider and specify how the RUA fills in the Authorization Header fields of the Register message (e.g., what value should the “integrity protected” flag take?, etc) and this is likely to lead to many changes in the S-CSCF procedures for registration/de-registration in TS 24.229 in order to support ICS registration. Furthermore, maximum care should be taken to ensure that any changes made will not result in issues with inter-working with the Rel-5/6/7 UEs and IMS networks. 

Due to these reasons, this is not our preferred approach as the impacts to the existing procedures are likely to be high. However, if the group decides to favour this approach, then, the exact changes required for procedure at the S-CSCF is for further study.

2) Registration using Early IMS Security

In this solution, the RUA uses the registration procedures similar to the ones specified in 3GPP Rel-6 TR 33.978 for Early IMS security. Early IMS Security relies on the GRPS PS domain authentication by ensuring binding (stored in HSS) between the IMSI/IMS identities, the IP addressed assigned by the GGSN at the bearer level and the IP address contained in the SIP headers. In our view, a similar approach can be used for ICS Registration without many changes to Early IMS Security. This is because the IMSI that is proposed to be used for IMS registration here has already been authenticated by the CS Domain. Checks may be performed either at the ICCF using data retrieved from the HSS via Sh or MAP prior to initiating the Register, or at the HSS upon receipt of the User Authentication Request (UAR) to verify that the IMSI used to request Register has indeed been authenticated in the CS network. In this way, it can be ensured that an ICS UE does not spoof someone else’s identity.

In this solution, the S-CSCF can implicitly authenticate the ICS UE (as the ICCF can be trusted to enforce the requirement that the IMSI used for CS Domain is same as the IMPI used to derive the IMPUs or T-IMPUs) by checking the IP-Address (or prefix, in case of IPv6 address) of the ICCF against the IP-address (or prefix) that is present in the SIP-Register fields e.g. the “Contact” header. Note that as in Early IMS Security, Authorization Header (AH) is not present; therefore, the T-IMPU is used by the RUA for registration. If the private identity is needed (e.g., at the I-CSCF for S-CSCF selection, etc), then it is derived from the IMSI present in the T-IMPU.  This implies that the T-IMPU is only used with registration procedures and the IMPUs needed for IMS Service needs to be implicitly registered using the Implicit Registration Set.

As the IP addresses of the ICCF are fairly static, all the ICCF IP addresses within an operator’s network can be configured at the S-CSCF


When a register request is received without the AH, the S-CSCF first checks the IP address in the “Contact” header field with the list of pre-configured ICCF IP addresses. If there is a match then, it is ICS Registration and the UE is considered authenticated. Otherwise, it is an Early IMS Registration request and treated as in TR 33.978. 


If the AH is present, then it is treated according to TS 24.229. 

Note that when Early IMS Security solution approach is used for ICS Registration, all the IMS network entities behave as already specified in TR 33.978. Whether any changes to this TR are needed is FFS, but in our initial investigation, we did not identify any changes that are required to Early IMS Security procedures.

Re-use of current IMS trust model


The security of the 3GPP networks and IMS is built up partly on the access security as described above (for the scenarios where end-users access the network) and the network domain security with mutual trust relationships between the nodes within the network. 


Already today, a network function can initiate a request on behalf of a user, e.g., a call out of the blue. In this scenarios, the network function is not authenticated as an end user, but the source is verified to be from a trusted source, e.g., by using IPsec in accordance with the procedures in NDS/IP TR 33.210.  In similar ways, TISPAN has for instance defined the AGCF for IMS based PSTN/ISDN emulation (ETSI TS 183 043) to be a trusted entity that can register on behalf of one or more user(s).  


In the scenarios where a network function can perform actions on behalf of a user (irrespectively of it is to initiate a new session or perform a registration), this requires that another entity cannot masquerade (e.g., by IP spoofing etc) the network function. This is in general handled by network configuration (i.e., restricting the connectivity between the I/S-CSCF and ICCF) and/or using an authenticated path between the involved entities (i.e., NDS/IP TR 33.210). 

Security Aspects Conclusions:


The security of ICS registration solutions discussed here relies on the fact that the ICCF is a trusted entity of the home IMS operator and can be trusted to enforce the binding between the authenticated IMSI and the SIP-level identity (i.e., IMSI-derived IMPU). Also, the home IMS operator has to trust that the visited CS network has performed authentication before allowing access using the CS network. This should not be an issue as roaming and interconnect agreements are needed anyhow with the serving CS network, in order for an IMS subscriber to roam into the CS network and access CS services. This is no different than the roaming and security model used currently for CS voice services. 

Proposal/Recommendation

1) Send this document to 3GPP Security group (SA3) so that they can review and confirm the assumptions made here and perform security review of the proposed solution.


2) Add the following text in Section 6.1 Alternative 1 of TR 23.892.


*** Begin new text  *** 


6.1.x
Registration


6.1.x.1
CS Registration


Use standard CS Location Update/IMSI Attach procedures.


6.1.x.2
IMS Registration


6.1.x.2.1
IMS Registration when using ICCC-ps

Use standard IMS registration procedures.


6.1.x.2.2
IMS Registration when using ICCC-cs, AS approach for RUA implementation

6.1.x.2.2.1
Assumptions

1. ICCF is a home IMS node, hence considered a trusted node. 


2. General assumptions related to roaming relationships apply for SS7 connectivity between the home IMS network and the visited CS network.


3. The CS subscription is issued by an operator trusted by the IMS operator.

4. The ICS user is authenticated with the home CS network via the visited CS network.


5. The user is authenticated in CS prior to when the UE establishes the ICCC-cs with the ICCF for registration in IMS. The user does not need to be re-authenticated as part of IMS Registration because it has been authenticated by the CS network.

6. It is assumed that the identities that the UE and network uses for CS domain access using ICS are based on IMSI or derived from IMSI (for IMS). Note that the IMSI is required for CS service. 

6.1.x.2.2
Example Information flow


An example information flow for a user registering in IMS via the CS access is provided in the figure below.

Note: This procedure only applies to the Trusted Registration performed by the ICCF; as a pre-condition CS authentication is assumed.
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Figure: ICS UE IMS Registration via CS Access 

1. After the UE has performed Location Update in the CS network, it may request the RUA of the ICCF to perform the IMS registration as trusted registration for the UE. To do so, the UE sends the content of SIP Register encoded in ICCP, in a USSD message to the ICCF using IMSI as the identity. Alternatively CAMEL mobility triggers may be used to inform the ICCF about the CS attach of the ICS user.

2. Upon receipt of the register information flow, the ICCF initiates a Trusted Registration for the user by sending the Register to the I‑CSCF with required information (e.g. Public User Identity derived from IMSI, ICCF IP address as “Contact” address, etc). The Register message from the ICCF does not include an Authorization header field or the header fields or header field values as required by RFC3329. This is same as the registration procedures used with early IMS security [TR 33.978]. 

3. The I‑CSCF performs User Authorization Request /User Authorization Answer with the HSS to authorise the Register request and locate the S-CSCF if already assigned to the user or allocate an S-CSCF otherwise. Note that the private identity is obtained from the IMSI (which is contained in the T-IMPU).

4. The I‑CSCF forwards the Register to the S-CSCF.

5. The S-CSCF identifies the Register as a Trusted Registration from the ICCF which is a trusted Application Server (either based on a dedicated network interface for the ICCF or based on a  Security Association with the ICCF, such as IPSec SA as in NDS/IP TS 33.210 ). The S-CSCF then checks the contact address against a configured list of transport address/range associated with the ICCF Application Servers. If there is a match, then, the S-CSCF skips any further authentication procedures as it is assumed that the user has already been authenticated in the CS domain prior to contacting the ICCF. 

The S-CSCF performs the Server Assignment Request/Server Assignment Answer with the HSS resulting in the user status as “registered” and the S-CSCF name stored in the HSS, if initial registration, and download of the user profile data (e.g. the registered and unregistered iFCs). The S-CSCF also obtains the Implicitly Registered IMPUs from the HSS as part of the SAR/SAA. The S-CSCF stores the user information as downloaded from the HSS. The S‑CSCF stores the RUA’s address/name, as supplied by the RUA for each of the implicitly registered IMPUs. This represents the address/name that the home network forwards the subsequent terminating session signalling to the ICS UE. If the user is already in “registered” state for the same IMPU, but with a different contact address (e.g., due to IMS registration using IP-CAN), then the S-CSCF creates another record for the IMPU with the contact address with the RUA’s address for that IMPU.

If a Register request is received with an Authorization header anytime during/afterwards, then, the S-CSCF behaves according to clause 5.4.1.2 of TS 24.229. 

6. Service control execution at the S-CSCF is performed according to the standard procedures.

7. The S‑CSCF returns the 200 OK to the I‑CSCF.

8. The I‑CSCF sends the 200 OK to the ICCF.


9. The ICCF processes this information and relays via the CAAF, the result back to the UE in a USSD message. 


*** End new text ***
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1. Overall Description:


SA3 thanks SA2 for the LS on security implications for IMS registration for ICS users via CS access.

3GPP SA3 confirms that allowing the ICCF to perform registration on behalf of the UE is not seen as imposing any new threats and risks to the IMS system, assuming that the ICCF is within the same security domain as the S-CSCF and that it also exists within the same IMS trust domain.

SA3 sees no security issues and has no technical concerns with the proposed mechanism to provide a trusted registration based on a solution similar to Early IMS security. A trusted registration based on a solution similar to Early IMS security would provide sufficient security for the purposes of ICS. 


SA3 also discussed a scenario where authentication and registration could be performed over PS access, but the service would be provided over CS access. It is the understanding of SA3 that such a scenario would rule out the possibility of supporting IMS services in the case of CS only access. Furthermore, SA3 noted that even if authentication and registration would be performed over PS access, there would be a need to have a binding between the IMS identity and the CS identity, as for a solution based on early IMS security. So in essence, the security for ISC users depends on the trust of this binding. Thus, performing authentication and registration over PS access using IMS AKA cannot be seen as providing any security benefits when compared to a trusted registration based on a solution similar to Early IMS security. 


SA3 noted that more work is needed on the details for a solution to provide trusted registration in ICS users. SA3 would kindly ask SA2 to keep SA3 updated on the progress of the work. SA3 can take a definite stand on the security for ICS only after all details of the security solution have been worked out.


2. Actions:


To SA2 group.


ACTION: 
SA3 asks SA2 group to take the information above into account when progressing ICS work, and keep SA3 updated on the progress of the work.

3. Date of Next TSG-SA3 Meetings:


TSG-SA WG3 Meeting #48
10 – 13 Jul 2007
TBD


TSG-SA WG3 Meeting #49
9 – 12 Oct 2007
TBD
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