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This paper proposes a mechanism for IPv6 address allocation based on stateless address autoconfiguration. The mechanism is based on the procedure defined in TS 23.060, with minor modifications based on IETF RFC 3314 and on the EPS specificities.
1.  Introduction
The currently defined attach procedure (section 5.3.2 of TS 23.401v050) is capable of allocating an IP address to the UE during “attach accept” signalling. This mechanism is not sufficient for all cases e.g., non-integrated terminals. Moreover it is not fully in line with what has been specified by 3GPP in TS 23.060 and suggested by IETF for IPv6 address allocation in 3GPP standards. 
Based on these considerations, this paper proposes a generic mechanism for IPv6 address allocation based on stateless address autoconfiguration, following the principles in RFC 3314 and TS 23.060. A detailed analysis of the current text in TS 23.060 is provided in section 2, in order to understand the gaps between that text and RFC 3314 and in order to tune the procedure on the EPS architecture.
2.  Discussion

Section 5.3.2 of TS 23.401 defines an IP address allocation procedure piggybacked by the PDN GW in the attach accept signaling. This mechanism is not sufficient for all cases:

· Generic (non-integrated) terminals where LTE/EPS attach signaling takes place well below the UE’s IP stack may not be able to communicate the allocated address to the IP Stack.

· Cryptographically generated IPv6 addresses (RFC 3972) or IPv6 addresses with privacy extensions (RFC 3041) require the usage of standard IETF address assignment mechanisms (i.e. stateless autoconfiguration). Subscribers may be interested in using RFC 3041 addresses as they provide a better support for privacy: since in this type of addresses the interface identifier is randomly chosen and does not depend on any UE identifier, it is more difficult for eavesdroppers and other information collectors to identify when different transactions correspond to the same subscriber. On the other hand, operators may be interested in the usage of CGAs as they can avoid spoofing of IP packets and other types of attacks in the network. It does not seem feasible to allocate these types of addresses to the UE through the procedure described in section 5.3.2 of TS 23.401.

· It is noted that the above mechanism does not prevent the operator from uniquely identify the UE. No matter which mechanism is used, a given UE is uniquely identified in the EPS, by the unique /64 prefix(es) allocated to it.

In order to overcome the above limitations, we propose a generic procedure for IPv6 address allocation, based on what IETF has specified and TS 23.060 had adopted. This procedure is based on stateless address autoconfiguration (draft-ietf-ipv6-rfc2462bis-08), that is the default mechanism for IPv6 hosts and allows the configuration of different types of IPv6 addresses, such as CGAs and RFC 3041 addresses.
2.1 Analysis of IPv6 address allocation in TS 23.060

As also the address allocation procedure defined in TS 23.060 is based on stateless autoconfiguration, we think it is important to take that procedure into account as the basis of the generic address allocation for EPS. However, it is worth performing an analysis of the text in TS 23.060 in order to understand if the complete procedure can be adopted for EPS as it is. The following is an excerpt of the text in TS 23.060 (section 9.2.1.1):

Figure 62 illustrates the IPv6 stateless autoconfiguration procedure The figure and its description show only the messages and actions specific to the IPv6 stateless address autoconfiguration procedure. For a complete description of the PDP Context Activation Procedure, refer to the corresponding clause.
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Figure 62: IPv6 Stateless Address Autoconfiguration Procedure

1)
The MS sends an Activate PDP Context Request message to the SGSN as defined in clause "PDP Context Activation Procedure". The MS shall leave PDP Address empty and set PDP Type to IPv6.

2)
Upon reception of the Create PDP Context Request, the GGSN creates an IPv6 address composed of the prefix allocated to the PDP context and an interface identifier generated by the GGSN. This address is then returned in the PDP Address information element in the Create PDP Context Response message. The processing of the Create PDP Context Request and Create PDP Context Response, in both the SGSN and the GGSN, is otherwise as specified in clause "PDP Context Activation Procedure".

NOTE:
Since the MS is considered to be alone on its link towards the GGSN, the interface identifier does not need to be unique across all PDP contexts on any APN.

3)
The MS receives the IPv6 address produced by the GGSN in the Activate PDP Context Accept. The MS extracts the interface identifier from the address received and stores it. The MS shall use this interface identifier to build its link-local address and may also use it for building its full IPv6 address, as describe in step 5. The MS shall ignore the prefix contained in the address received in the Activate PDP Context Accept. The processing of the Activate PDP Context Accept is otherwise as specified in clause "PDP Context Activation Procedure".

4)
The MS may send a Router Solicitation message to the GGSN to activate the sending of the Router Advertisement message.

5)
The GGSN sends a Router Advertisement message. The Router Advertisement messages shall contain the same prefix as the one provided in step 2. A given prefix shall not be advertised on more than one PDP context on a given APN, or set of APNs, within the same addressing scope. The GGSN shall be configured to advertise only one prefix per PDP context.


After the MS has received the Router Advertisement message, it constructs its full IPv6 address by concatenating the interface identifier received in step 3, or a locally generated interface identifier, and the prefix received in the Router Advertisement. If the Router Advertisement contains more than one prefix option, the MS shall only consider the first one and silently discard the others.

Based on RFC 3314 (that provides some suggestions to improve the procedure above) and based on EPS specific aspects, some considerations on the above text must be taken into account:
· In step 5, it is stated that the GGSN shall be configured to advertise only one prefix per PDP context. This seems an unnecessary limitation, as RFC 3314 suggests. 
· One of the goals of this procedure is to avoid the need of any Duplicate Address Detection for link-local addresses. For this purpose the GGSN provides the interface identifier to the UE for the link-local address in step 2. Whether the interface ID is allocated from the network or is locally generated/know in the UE the probability to have a collision between the link local addresses of the UE and that of the PDNGW is extremely low
. For this reason optimistic DAD procedure can be used [RFC 4429] in order to avoid any latency due to the DAD. Note that optimistic DAD had not been specified yet when the IPv6 address allocation in TS 23.060 was defined. 
· As mentioned in the above excerpt, at any time the UE can choose a different interface identifier and create a new global address based on the global prefix provided by the GGSN in the Router Advertisement. This is a nice property as allows the UE to configure CGAs and Privacy extended addresses.
2.2 IPv6 address allocation principles and recommendations
Based on the analysis provided in the previous section, EPS should adopt the following principles in addition to those described in TS 23.060:
· The UE builds a link-local address and performs the (Optimistic) DAD procedure for it.

· The PDN GW must send at least one global prefix in the RA message. Based on operator’s policies, the PDN GW may advertise more than one /64 prefix in the Router Advertisement to the UE.
The next section provides with the detailed procedure based on the above modifications.
3. Proposal
*** Start of 1st change ***
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*** End of 1st change ***
*** Start of 2nd change ***
5.3.1
IP Address allocation

5.3.1.1 General

One of the following ways shall be used to allocate IP addresses for the UE: 
a)
The HPLMN allocates the IP address to the UE when the default bearer is activated (dynamic HPLMN address);
b)
The VPLMN allocates the IP address to the UE when the default bearer is activated (dynamic VPLMN address); or
c)
The PDN operator or administrator allocates an IP address to the UE when the default bearer is activated (External PDN Address Allocation).
Editor's Note: It is FFS whether permanent (static) IP address allocation by the HPLMN will be supported in EPS.
The IP address allocated for the UE's default bearer shall also be used for the UE's dedicated bearers towards the same PDN. The IP address allocation for the multiple PDN GW case is FFS.

It is the HPLMN operator that shall define in the subscription whether a dynamic HPLMN or VPLMN address may be used.

5.3.1.2 IPv4 Address Allocation

5.3.1.3 IPv6 address allocation

The IP address configuration procedure for IPv6 is performed as defined in IPv6 stateless autoconfiguration [x1] and is illustrated in its simplest form in Figure 5.3.1.x-1.
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Figure 5.3.1-1: IPv6 Address Configuration Procedure

1) The UE performs the attach procedure as described in section 5.3.2. As part of the attach procedure, a bearer is also established.
2) The UE builds a link-local address. 
Note: This step is necessary as, per IPv6 specification [x1], any IPv6 node must have a link-local address. 

3) A DAD procedure is performed in order to avoid collision between the link-local address chosen by the UE and the link-local address used by the PDN GW. The extensions defined in RFC 4429 (Optimistic DAD [x2]) can be used in order to avoid any latency involved by this procedure.

4) The UE may send a Router Solicitation message to the PDN GW to trigger the sending of the Router Advertisement message. 

Note: This step can be done before the completion of the DAD procedure (step 3) as the Router Solicitation message can be sent with the unspecified address as the source address. More in general, step 3 and steps 4 and 5 can occur in any order or in parallel.

5) The PDN GW sends a Router Advertisement message. The Router Advertisement message shall contain at least one prefix. The prefixes advertised to the UE are globally unique. The PDN GW shall not use the prefix advertised to the UE to configure an address on any of its interfaces
Note: Because any prefix that the PDN GW advertises is globally unique and the PDN GW does not use those prefixes to configure an address on any of its interface, there is no need for the UE to perform Duplicate Address Detection for global IPv6 addresses. 
After the UE has received the Router Advertisement message, it constructs a full IPv6 address by concatenating the prefix received in the Router Advertisement and an Interface Identifier. After this procedure, the UE maintains the link-local address and may still use it for messages that do not need to be forwarded by the PDN GW (e.g. Router Solicitation). The UE can at any time change the interface identifier used to generate full IPv6 addresses, without involving the PDN GW. If the Router Advertisement contains more than one prefix option, the UE may configure more than one IPv6 addresses using the different prefixes.
*** End of 2nd change ***






























� When only two nodes are on the same link, as in the scenario considered, the probability of collision of two link local addresses is 1/264
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