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SA3 thanks RAN2 for the LS regarding the verification security principles, in which RAN2 requests a more precise answer to the question, how soon after an inter-RAT handover from UTRAN/GERAN to LTE, SA3 believes the change of keys must take place.

The intention with the phrase "within seconds" used by SA3 was that the keys should be changed 5 to 10 seconds after the handover is complete. The threat this counters is that, if security is compromised in UTRAN/GERAN, an attacker may continue the attack after the handover to LTE until the keys are changed. 

From a security point of view it is clear that the change of keys should be performed as soon as possible. However, the time between the handover and the change of keys is in addition to the (unknown) period of time the attack was executed in UTRAN/GERAN. With that in mind, the stringency of the requirement is not very strong, and SA3 could accept that the delay between the handover and the change of keys is stretched as far as 30 seconds, if necessary to not unacceptably degrade service. SA3 asks RAN2 to still try their best to keep this delay as short as possible.
Actions:

To RAN2 group.

ACTION: 
SA3 kindly asks RAN2 to take the above information into account.
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