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Abstract of the contribution: this contribution proposes a solution for the support of multiple PDNs with host-based mobility over S2c.
1. Introduction

This contribution is a companion document to S2-072311.

2. Discussion

Document XXXX describes the issue of supporting multiple PDNs in non-3GPP access when using DSMIPv6 and S2c. This contribution specifically focuses on the modifications to TS 23.402 to support such scenario.

3. Proposal
Based on the discussion in S2-072311, it is proposed to accept the following changed to TS 23.402.

Annex A

<<< BEGIN OF FIRST CHANGE TO 23.402 >>>

5.4.2.5 
Initial Attach on S2c

5.4.2.5.1
Initial Attach procedure from Trusted Non-3GPP IP Access with DSMIPv6 for non-roaming case

This section is related to the case when the UE attaches to a Trusted Non-3GPP Access network and host based mobility management mechanisms are used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.
Figure 5.4.2.3.1-1 depicts the procedure for the non-roaming case.
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Figure 5.4.2.5.1-1. Initial attachment from Trusted Non-3GPP IP Access with DSMIPv6 in non-roaming case

Before the initial attachment is performed the UE shall be authenticated and authorized to get IP connectivity through the Trusted Access network and a Local IP address from the access network domain shall be assigned to the UE. This Local IP Address is used by the UE during the Security Association establishment of step 2, and possibly during the PDN GW discovery at step 1.
1) PDN GW selection is then performed by the UE using DNS, and the UE provides information for the selection of a PDN GW supporting access to the PDN requested by the UE. The UE provides an FQDN built by concatenating identity of the desired PDN (e.g. a string similar to an APN) with the home operator’s realm. The DNS then returns one or more IP addresses of a PDN GW supporting access to the specific PDN requested by the UE.

Editor’s note: PDN GW selection for host-based mobility has been left FFS. The assumption here is that it is performed based on DNS directly from the UE. However, additional mechanisms are possible and are FFS. E.g. DHCP could be used as specified by IETF for the Mobile Ipv6 bootstrapping in the integrated scenario, e.g. in such a way that DHCP is used first and, in case of failure, DNS is used then.
2) A security association is established between UE and PDN GW to secure the MIP messages between UE and PDN GW. The UE initiates the establishment of the security association. An IP address is allocated to the UE during step 2, from the address space of the PDN the UE requested to connect to. The PDN GW selects the PDN based on the address the UE used in the security association setup. 

NOTE:
The PDN GW may communicate with the AAA infrastructure during this step.

Editor’s note: Generation and provision of credentials, protocols used for Security Association Setup and PDN GW IP Address allocation are FFS. The use of IETF RFC4285 [13] is FFS. When it is used the procedure will be different

3)
The UE sends the MIP Binding Update message to the PDN GW as specified in [10]. 

Editor’s note: It is FFS how the UE is informed of the assigned PDN GW.

4)
The PDN GW processes the binding update. During the processing the PDN GW performs authentication and authorization of the user based on the information received from AAA infrastructure, and allocates an IP address or IP addresses for the UE. 

NOTE:
The communication between the PDN GW and the AAA infrastructure during this step is optional, e.g., the PDN GW may have received all needed information for authentication and authorization in step 1.

NOTE: 
The PDN GW allocates only the type(s) of IP address (IPv6 and/or IPv4) that were explicitly requested by the UE. 

Editor’s note: The details of IP address allocation is FFS.

The PDN GW informs the 3GPP AAA Server of the address of the selected PDN GW.

Editor’s note: It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.
Editor’s note: It is FFS which entity stores the allocated PDN GW IP Address.

5)
The PDN GW sends the MIP Binding Ack to the UE, including the IP address allocated for the UE as specified in [10]. 

As a result of the above steps the IP connectivity is established and the UE can start using its home address at the application level.
<<< END OF FIRST CHANGE TO 23.402 >>>
<<< BEGIN OF SECOND CHANGE TO 23.402 >>>
5.4.2.5.2

Initial Attach procedure from Untrusted Non-3GPP IP Access with DSMIPv6 for non-roaming case

This section is related to the case when the UE powers-on in an untrusted network via S2b interface and host based mobility management mechanism is used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.
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Figure 5.4.2.5.2-1. Initial attachment when Host based MM mechanism are used over S2b for non-Roaming

The UE is authenticated and authorised to access the Untrusted Non-3GPP Access network, After the authentication, UE is configured with Local IP Address from the access network domain. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2.After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. 

Editor’s note: How APN is resolved to a PDN GW is FFS. If APN is involved in PDN GW selection is FFS.


Editor’s note: If a relation between ePDG discovery and PDN GW discovery is required is FFS. 

2)
The ePDG sends the final IKEv2 message with the assigned IP address in IKEv2 Configuration payloads.

3)
IPsec Tunnel between the UE and ePDG is now setup.

4)
PDN GW selection is performed by the UE using DNS, and the UE provides information for the selection of a PDN GW supporting access to the PDN requested by the UE. The UE provides an FQDN built by concatenating identity of the desired PDN (e.g. a string similar to an APN) with the home operator’s realm. The DNS then returns one or more IP addresses of a PDN GW supporting access to the specific PDN requested by the UE.

Editor’s note: PDN GW selection for host-based mobility has been left FFS. The assumption here is that it is performed based on DNS directly from the UE. However, additional mechanisms are possible and are FFS. E.g. DHCP could be used as specified by IETF for the Mobile Ipv6 bootstrapping in the integrated scenario, e.g. in such a way that DHCP is used first and, in case of failure, DNS is used then.
Editor’s note: it is FFS if the UE could have been provided with the address of the PDN GW during the connectivity setup with the ePDG, in such a way that the PDN GW is selected to provide access to the specific PDN the UE requests. In that case, there would be no explicit PDN GW selection step.

5)
The security association is established between UE and PDN GW to secure the Binding Update messages between UE and PDN GW. An IP address is allocated to the UE during step 5, from the address space of the PDN the UE requested to connect to. The PDN GW selects the PDN based on the address the UE used in the security association setup.


Editor’s note: Protocols for Security Association Setup and PDN GW IP Address Configuration is FFS.

6)
The UE sends the Binding Update message to the PDN GW.  The Binding Update is as specified in [10]

Editor’s note: It is FFS how the UE is informed of the allocated PDN GW IP address.
7)
The PDN GW processes the binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE.  The PDN GW then sends a binding ack to the UE, ‘including the IP address allocated for the UE.

NOTE: If UE requested for both IPv4 and IPv6 addresses, both IPv4 and IPv6 addresses are allocated. In the case only IP address of either IPv4 or IPv6 is requested, then IP address of only the requested IP version is allocated.

8)
The IP Connectivity is now setup. 


Editor’s note: It is FFS, if AAA Server/HSS are updated of the service provided by the UE.

<<< END OF SECOND CHANGE TO 23.402 >>>
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