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Abstract of the contribution:

This contribution provides a set of principles for the support of local breakout in the Evolved Packet System.

1. Introduction

Due to the increasing volume of data traffic exchanged by mobile users and the rapid decrease of roaming rates that is being imposed by the regulator, in the Rel8 timeframe mobile operators will most likely have to revisit their roaming agreements, moving towards a more extensive usage of local breakout. This will allow to reduce the cost per bit of data traffic exchanged by roaming customers, since at least part of it will be handled directly by the visited operator, with no need to waste bandwidth on the international links between the home and visited PLMNs. Moreover, local breakout will allow to offer better performance to the customers, since the locally routed traffic will face lower delays.

In order to enable such an extensive usage of local breakout, the local breakout solution developed for the Evolved Packet System will have to provide increased flexibility with respect to UMTS Rel7. Based on the analysis of the requirements on local breakout that operators are expected to face in the UMTS Rel8 timeframe, this paper proposes a set of guiding principles for the design of the local breakout solution in the Evolved Packet System.

2. Discussion

2.1
Internet access
Roaming customers willing to access the Internet via the Evolved Packet Systems (EPS) are the primary candidates for local breakout, since web browsing and other Internet applications (e.g. ftp) may generate a big deal of traffic, that can be more efficiently, and cost effectively, routed by the Visited PLMN (VPLMN), with no involvement of the Home PLMN (HPLMN).

In order to enable such an optimized routing of data traffic, it shall be possible to assign to the UE a local PDN GW inside the VPLMN, to be used to gain connectivity with the public Internet, or other PDNs directly accessible from the VPLMN. The allocation of a local PDN GW inside the VPLMN shall be authorized by the HPLMN, based on operator’s policies and customer’s subscription profile.
2.2
Access to a corporate network or other private PDNs
If the customer has subscribed for network-based access to Packet Data Networks (PDNs) other than the Internet, such as one or more corporate networks, those are normally configured on PDN GWs located in the HPLMN. Therefore, any roaming user requesting connectivity to a corporate network, or any other protected PDN, has to be allocated a PDN GW in the HPLMN and obviously the traffic exchanged with it cannot benefit of local breakout.

Nonetheless, it is very common that the user needs to communicate simultaneously and in a secure way with the Internet (e.g. for web browsing) and with its own corporate network (e.g. for reading e-mails). In order to handle this scenario in an efficient and cost effective way, the UE shall be able to perform simultaneous access to a PDN GW in the VPLMN and a PDN GW in the HPLMN (Figure 1), so that, even though traffic addressed to the corporate network is forced to stay anchored with the PDN GW in the HPLMN, Internet traffic can be routed directly by the VPLMN, through the local PDN GW.
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Figure 1 – Simultaneous access in local breakout and home routed mode

This requires that the UE has the capability to establish simultaneous connectivity with multiple PDNs, managed by different PDN GWs distributed across the VPLMN and the HPLMN. The establishment of simultaneous connectivity with multiple PDNs shall be authorized by the HPLMN, based on operator’s policies and customer’s subscription profile. It shall also be possible for the home operator to decide which of the subscribed PDNs can be accessed simultaneously by the UE. For example, due to internal security policies, a corporate network might not want its own employees to establish a parallel connection to the Internet while attached to the corporate intranet.

2.3
IMS services
IMS services, like voice and video conferencing, can greatly benefit of local breakout. A typical example is the case of a user that moves into a VPLMN and wants to call a customer of the visited operator. In this case, forcing the communication to be routed through the HPLMN would lead to a waste of transmission resources and would negatively impact the quality of service perceived by the end users.

The architecture to be employed for handling IMS services in local breakout scenarios has been extensively discussed over the past SA2 meetings, but no agreement on a specific way forward has been reached so far. The discussion concentrated on two possible approaches (Figure 2):

· Single PDN and IMS roaming (Figure 2a). The UE is assigned a unique IP address managed by a PDN GW in VPLMN, and exploits this address for exchanging IMS signaling and user plane traffic. The key assumption is that VPLMN and HPLMN has an IMS roaming agreement in place (i.e. Mw reference point between P-CSCF in VPLMN and S-CSCF in HPLMN). V-PCRF can derive the policies to be enforced on the local PDN GW based on the service-specific information obtained from the local P-CSCF through the Rx+ reference point. The usage of S9 interface for the transfer policies between H-PCRF and V-PCRF is not strictly required.
· Multiple PDNs and PCC roaming (Figure 2b). The UE is simultaneously connected to multiple PDN GWs, one in VPLMN and another in HPLMN. As a consequence, the UE is assigned an IP address in VPLMN, to be used as the point of contact for the transfer of data traffic in local breakout, and another in HPLMN, to be used for IMS signaling. This allows to exploit local breakout for route optimized data transfer with no need to establish an IMS roaming agreement with the visited operator, since both P-CSCF and S-CSCF can sit in the HPLMN. Being simultaneously connected to multiple PDN GWs, the UE must be smart enough to select the IP address to be used for conveying a certain traffic flow. The usage of the S9 reference point between H-PCRF and V-PCRF for the transfer of policies between home and visited domains is mandatory.

This paper does not intend to advocate a specific technical solution. Instead, some insights on the foreseen operator’s requirements on local breakout and IMS are provided, so that they can serve a guidance for the selection of the most appropriate local breakout architecture for the Evolved Packet System (EPS).

The solution based on a single PDN GW in VPLMN and IMS roaming (Figure 2a) is certainly the simplest one and is in line with what is already available in UMTS Rel7. Nonetheless, it is the understating on the authors that it lacks of some flexibility that is likely to be requested by operators in the UMTS Rel8 timeframe. The key limitation of the pure IMS roaming approach is that, once the UE has been allocated a single PDN GW in the VPLMN, all IMS sessions generated by the UE have to stay anchored in the VPLMN. As such, the solution works greatly with user plane optimization, but does not allow the home operator to decide which IMS sessions should be handled in local breakout and which in home routed mode. Such flexibility is expected to be needed at least in the following situations:

· The home operator needs that a specific IMS session is anchored on a PDN GW in the HPLMN to enable deep packet inspection for charging purposes and/or Legal Interception (LI).

· Some of the platforms used to deliver a specific IMS service are not directly reachable from the VPLMN, either because they are behind a firewall or because they are inside a protected network with private addressing. In this case the UE has to go through a PDN GW in the HPLMN to enjoy the service.
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Figure 2 – Architectures for local breakout and IMS

In order to address this need, in case of IMS services, the usage of local breakout for a specific IMS session shall be authorized by the HPLMN. If local breakout is not authorized for a given IMS session, that session shall be handled in home routed mode. The HPLMN may take the authorization decision based on customer’s subscription profile or other operator’s policies. Such operator’s policies may take into account the identity of the VPLMN, the location of communicating parties as well as the peculiarities of the IMS service requested by the UE. 
The local breakout architecture based on multiple PDNs and PCC roaming (Figure 2b) can potentially satisfy the above mentioned requirement, since the UE can simultaneously attach to multiple PDN GWs distributed across VPLMN and HPLMN. In case other solutions capable to provide the same level of flexibility exist, they should be all investigated as part of the on-going work in SA2.
3. Proposal
Based on the previous discussion, it is concluded that the local breakout architecture for the EPS shall satisfy the following design principles:

· It shall be possible to assign to the UE a local PDN GW inside the VPLMN, to be used to gain connectivity with the public Internet, or another PDN directly accessible from the VPLMN. The allocation of a local PDN GW inside the VPLMN shall be authorized by the HPLMN, based on operator’s policies and customer’s subscription profile.

· The UE shall be able to perform simultaneous access to multiple PDN GWs distributed across VPLMN and HPLMN. The UE may use a local PDN GW in the VPLMN to communicate with a PDN directly accessible from the VPLMN, such as the public Internet. In addition, the UE shall be able to connect with a PDN GW in the HPLMN to communicate with PDNs reachable only from the HPLMN, such as a corporate network. The establishment of simultaneous connectivity with multiple PDNs shall be authorized by the HPLMN. For security reasons, it shall also be possible for the home operator to decide which of the subscribed PDNs can be accessed simultaneously by the UE.

· In case of IMS services, the usage of local breakout for the user plane related to a specific IMS session shall be authorized by the HPLMN. If local breakout is not authorized for a given IMS session, the user plane of that session shall be handled in home routed mode.
For compatibility reasons, the solution designed to address the principles listed above shall allow Rel8 UEs supporting simultaneous access to multiple PDNs to communicate with unmodified Rel7 UEs.
It is FFS whether a single application running on the UE can send and receive traffic through multiple PDNs.
Annex A implements this change in TS 23.401.

Annex A

<<< BEGIN OF CHANGE TO 23.401 >>>

4.1 General concepts
The local breakout architecture for the EPS shall satisfy the following design principles:

It shall be possible for the UE to connect to one local PDN directly accessible through the VPLMN, to be used e.g. to gain connectivity with the public Internet. The connectivity with the local PDN directly accessible through the VPLMN shall be authorized by the HPLMN, based on operator’s policies and customer’s subscription profile.

The UE shall be able to simultaneously connect to one PDN directly accessible through the VPLMN, such as the public Internet, and to PDNs reachable only from the HPLMN, such as a corporate network. The establishment of simultaneous connectivity with multiple PDNs shall be authorized by the HPLMN. For security reasons, it shall also be possible for the home operator to decide which of the subscribed PDNs can be accessed simultaneously by the UE.

In case of IMS services, the usage of local breakout for the user plane related to a specific IMS session shall be authorized by the HPLMN. If local breakout is not authorized for a given IMS session, the user plane of that session shall be handled in home routed mode.
Note: the solution designed to address the principles listed above shall allow Rel8 UEs supporting simultaneous access to multiple PDNs to communicate with unmodified Rel7 UEs.
Note: A single application running on the UE shall not be required to send and receive traffic through multiple PDNs.

<<< END OF CHANGE TO 23.401 >>>
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