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This paper discusses the security procedures needed during the LTE procedure and proposes some changes to section 5.3.2 of TS 23.401. 
1.  Introduction

The current attach procedure described in section 5.3.2 of TS 23.401 includes an optional security procedure, i.e. step 5 “Authentication”. This step is considered optional and is not executed in case there is a UE context in the network. 
Based on that, it is not clear how either the NAS level security between the UE and the MME is established during the LTE attach or in case the authentication procedure is not performed how the MME securely establishes the identity of the UE trying to Attach to the network. 
This paper proposes a clarification of step 5 in section 5.3.2, introducing a step explicitly referred to the NAS security establishment. 
2.  Discussion

Two different attach events can be identified for LTE:
Firstly when the UE does not have a valid S-TMSI or the S-TMSI sent by the UE in the Attach Request message is not validated by the network,  the attach procedure involves a full AKA run for UE authentication. After this authentication step, a NAS level security association needs to be created between the UE and the MME in order to protect subsequent NAS signalling (step 17 contains the PDN address which should be confidentiality protected). 
Secondly when the UE sends a valid S-TMSI in the Attach Request, there is no need to run AKA since the new MME contacts the old MME, if any, and obtains the IMSI of the UE and the authentication vectors. 
However, the Attach Request sent by the UE is assumed to be unprotected and therefore the Identification Request/Response exchange only assures that the S-TMSI provided by the UE is a valid one but does not assure that the UE owns that specific S-TMSI. 
From a security perspective, the MME should confirm the identity of the UE. This should be done by establishing a security association with it. This implies that even when a UE context is present in the network a Security Procedure is performed between MME and UE before the MME continues with the Attach procedure.
Based on these considerations two different security procedures can be identified during the attach:

· the authentication procedure: this is the AKA authentication and is optional as it is not performed when the UE sends a valid S-TMSI and the old MME provides the new MME with the IMSI of the UE;

· the NAS level security establishment procedure: this procedure is mandatory and it is needed also in case a full authentication is not performed. The outcome of this procedure is the establishment of a NAS level security association between the UE and the MME.

3. Proposal

It is proposed to modify the attach procedure in section 5.3.2 of TS 23.401 based on the discussion above.
*** Start of 1st change ***
5.3.2
Attach procedure
A UE/user needs to register with the network to receive services that require registration. This registration is described as Network Attachment. The always-on IP connectivity for UE/users of the EPS is enabled by establishing a default EPS bearer during Network Attachment. The Attach procedure may trigger one or multiple Dedicated Bearer Establishment procedures to establish dedicated EPS bearer(s) for that UE.
Editor's note: The specific triggers for the Dedicated Bearer Activation procedure(s), i.e. the initial step(s) of the procedure, are FFS in this case.
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Figure 5.3.2-1: Attach Procedure
1)
The UE initiates the Attach procedure by the transmission an Attach Request (IMSI or S‑TMSI and old TAI, Selected Network) message to the eNodeB. IMSI shall be included if the UE does not have a valid S‑TMSI available. If the UE has a valid S-TMSI, S-TMSI and the old TAI associated with S-TMSI shall be included. Selected Network indicates the network that is selected.

Editor's note:
It's FFS whether the APN information is provided by the UE.
2)
The eNodeB derives the MME from the S-TMSI and from the indicated Selected Network. If no MME can be derived the eNodeB selects an MME as described in clause "MME selection function". The eNodeB forwards the Attach Request message together with an indication of the Cell Global Identity of the cell from where it received the message to the new MME.

Editor's note:
It's FFS whether the eNodeB will provide the TEID to the MME in this step.
3)
If the UE identifies itself with S-TMSI and the MME has changed since detach, the new MME sends an Identification Request (S-TMSI, old TAI) to the old MME to request the IMSI. The old MME responds with Identification Response (IMSI, Authentication Quintets). If the UE is not known in the old MME, the old MME responds with an appropriate error cause. 
4)
If the UE is unknown in both the old and new MME, the MME sends an Identity Request to the UE to request the IMSI. The UE responds with Identity Response (IMSI).

5)
This step involves an AKA authentication procedure. If no UE context for the UE exists anywhere in the network, authentication is mandatory. Otherwise this step is optional. The authentication functions are defined in clause x.x.
5a)
The MME initiates the establishment of a NAS level security association with the UE in order to protect further NAS protocol messages. The UE responds to the MME to confirm the successful establishment of the security association. From this message on the UE may send protected NAS signalling to the MME. On reception of the confirmation, the MME may send protected NAS signalling to the UE.

6)
If there are active bearer contexts in the new MME for this particular UE (i.e. the UE re-attaches to the same MME without having properly detached before), the new MME deletes these bearer contexts by sending Delete Bearer Request messages to the GWs involved. The GWs acknowledge with Delete Bearer Response message.
Editor's note: The concept of bearer context needs to be defined.

7)
If the MME has changed since the last detach, or if it is the very first attach, the MME sends an Update Location (MME Identity, IMSI) to the HSS.

8)
The HSS sends Cancel Location (IMSI, Cancellation Type) to the old MME with Cancellation Type set to Update Procedure. The old MME acknowledges with Cancel Location Ack (IMSI) and removes the MM and bearer contexts.

9)
If there are active bearer contexts in the old MME for this particular UE, the old MME deletes these bearer contexts by sending Delete Bearer Request messages to the GWs involved. The GWs return Delete Bearer Response message to the MME.
Editor's note:
It's FFS which flow triggers the Delete Bearer Request messages.
10)
The HSS sends Insert Subscriber Data (IMSI, Subscription Data) message to the new MME. The new MME validates the UE's presence in the (new) TA. If due to regional subscription restrictions or access restrictions the UE is not allowed to attach in the TA, the MME rejects the Attach Request with an appropriate cause, and may return an Insert Subscriber Data Ack message to the HSS. If subscription checking fails for other reasons, the MME rejects the Attach Request with an appropriate cause and returns an Insert Subscriber Data Ack message to the HSS including an error cause. If all checks are successful then the MME constructs a context for the UE and returns an Insert Subscriber Data Ack message to the HSS.
11)
The HSS acknowledges the Update Location message by sending an Update Location Ack to the MME. If the Update Location is rejected by the HSS, the MME rejects the Attach Request from the UE with an appropriate cause.

Editor's note: further considerations on subscription data handling needed, e.g. if transferred between MMEs, if insertion by separated procedure from HSS necessary or if Steps 9 and 10 can be combined as one message.
12)
The MME selects a Serving GW as described under "GW Selection Function" and sends a Create Default Bearer Request (IMSI, MME Context ID) message to the selected Serving GW. 

13)
The Serving GW creates a new entry in its EPS Bearer table and sends a Create Default Bearer Request (Serving GW Address for the user plane, Serving GW TEID of the user plane, Serving GW TEID of the control plane) message to the PDN GW.

Editor’s Note: It's FFS which entity will select the PDN GW. 

Editor’s Note: This step is for GTP based S5/S8 reference point, it's FFS for IETF based S5/S8 reference point.
14)
The PDN GW may interact with the PCRF to get the default PCC rules for the UE if PCRF is applied in the network.

Editor's note:
It is FFS which kind of information will be provided by the PCRF. 
15)
The PDN GW returns a Create Default Bearer Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Address) message to the Serving GW. PDN Address is included if the PDN GW allocated a PDN address.

Editor’s Note: This step is for GTP based S5/S8 reference point, it's FFS for IETF based S5/S8 reference point.

16)
The Serving GW returns a Create Default Bearer Response (PDN Address, Serving GW address for User Plane, Serving GW TEID for User Plane, Serving GW Context ID) message to the MME. 
17)
The MME sends an Attach Accept (S-TMSI, PDN address, TA List) message to the eNodeB. S-TMSI is included if the MME allocates a new S-TMSI. This message is contained in an S1_MME control message Initial Context Setup Request. This S1 control message also includes the security context for the UE and QoS information needed to set up the radio bearer, as well as the TEID at the Serving GW used for user plane and the address of the Serving GW for user plane. The PDN address assigned to the UE is included in this message.
18)
The eNodeB sends Radio Bearer Establishment Request to the UE and the Attach Accept Message (S-TMSI, PDN address, TA List) will be sent along to the UE.
19)
The UE sends the Radio Bearer Establishment Response (FFS) to the eNodeB. In this message, the Attach Complete Message will be included.

20)
The eNodeB will forward the Attach Complete message to the MME. On the S1_MME reference point, this message is contained in an S1_MME control message Initial Context Setup Complete. This S1 control message also includes the TEID of the eNodeB and the address of the eNodeB used for downlink traffic on the S1_U reference point. 

After the Attach Accept message, the UE can then send uplink packets towards the eNodeB which will then be tunnelled to the Serving GW and PDN GW.
21)
The MME sends an Update Bearer Request (eNodeB address, eNodeB TEID) message to the Serving GW. 

22)
The Serving GW acknowledges by sending Update Bearer Response to the MME. The Serving GW can then send its buffered downlink packets.

NOTE:
After Step 13, the PDN GW may assign the PDN address to the UE or leave the PDN address unassigned. In some cases (e.g. non-integrated devices, such as Laptop), the UE PDN address may need to be assigned after the completion of attach procedure (e.g. via DHCP). 

Editor's Note: It's FFS how the EPS knows which type of PDN address to use.
*** End of 1st change ***
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