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Abstract of the contribution:

This contribution proposes carrying the APN information in MIPv6 and PMIPv6 signaling messages to indicate to the PDN GW which service is desired.
1. Discussion

In the current PMIPv6-based interfaces, the APN the UE is authorized to use is not conveyed to the PDN GW.  The APN information is essential for the PDN GW to figure out which service the UE wants/needs to get.  The MME/ePDG/etc., obtain the APN information as part of access authentication and authorization.  However this information is not conveyed to the PDN GW.  Currently the proxy binding update message does not carry the APN information.  A new specification is available in the IETF that extends the MIPv6/PMIPv6 signaling messages to carry the APN information in a Service Selection mobility option.  Please see http://www.ietf.org/internet-drafts/draft-korhonen-mip6-service-02.txt for more details.  This new Service Selection mobility option can be used to convey the APN information to the PDN GW.

DS-MIPv6 is proposed to be used on the S2c interface.  The UE after gaining initial network access, discovers a PDN GW and sends a binding update to the PDN GW.  The PDN GW does not know which service the UE is trying to access.  The Service Selection mobility option can be used in a binding update also to carry the APN information.

2. Proposal
It is proposed to add the following to section 2 of TS 23.402.

**** Start of 1st change ****

[17] 
IETF, Internet-Draft, draft-ietf-netlmm-pmip6-ipv4-support-00.txt, "IPv4 Support for Proxy Mobile IPv6" work in progress.

[18]
IETF, Internet-Draft, draft-korhonen-mip6-service-02.txt, “Service Selection for Mobile IPv6”, work in progress.
**** End of 1st change ****
It is proposed to add the following changes to section 5.4.2.4.2 of TS 23.402
**** Start of 2nd change ****
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 Figure 5.4.2.4.2-1: Initial attachment when Network based MM mechanism are used over S2b for non-Roaming

NOTE: 
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network.  This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2.. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN GW address is determined at this point as described in section 5.4.2.1  The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the ePDG.  This may entail an additional name resolution step, issuing a request to a DNS Server.

2)
The ePDG sends the Proxy Binding Update message to the PDN GW.  The proxy binding update message shall be secured. The proxy binding update message includes the authorized APN information.  The APN information is carried as specified in [18].


Editor's note: How the Proxy Binding Update message is secured is FFS.

3)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address.
Editor's note: It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

4)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE.  The PDN GW then sends a proxy binding ack to the ePDG, including the IP address allocated for the UE.

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note: It is FFS which entity stores the allocated PDN GW IP Address.

5)
After the BU is successful, the ePDG is authenticated by the UE.

6)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

7)
IP connectivity from the UE to the PDN GW is now setup.  Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
**** End of 2nd change ****
It is proposed to make the following changes to section 5.4.2.4.3 of TS 23.402

**** Start of 3rd change ****
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Figure 5.4.2.4.3-1: Initial attachment when Network based MM mechanism are used over S2b for Home Routed Roaming with anchored by visited Serving GW

NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN Gateway address is determined at this point as described in section 5.4.2.1  The PDN GW information is returned as part of the reply from the 3GPP AAA Proxy to the ePDG.  This may entail an additional name resolution step, issuing a request to a DNS Server.

2)
The ePDG sends the Proxy Binding Update message to the Serving GW. The proxy binding update message shall be secured.  The proxy binding update message includes the authorized APN information.  The APN information is carried as specified in [18].
Editor's note: How to select a visited Serving GW is FFS. If APN should be included in this step is FFS.

Editor's note: How the Proxy Binding Update message is secured is FFS.

3)
The visited Serving GW processes the proxy binding update and creates a binding cache entry for the UE.  Then the visited Serving GW sends the Proxy Binding Update message to the PDN GW using its own address as the PMA address.  The proxy binding update message shall be secured.  The proxy binding update message includes the authorized APN information.  The APN information is carried as specified in [18].  Note that the binding cache entry on the Serving GW does not yet have the UE's IP address information.  This information will be added to the binding cache entry after step 4.

Editor's note: How the Proxy Binding Update message is secured is FFS.
Editor's note: Whether the visited Serving GW should inform the visited 3GPP AAA server that it is serving the UE is FFS.  It is FFS which entity stores the allocated Serving GW IP Address.
4)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address.
Editor's note: It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

5)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE. The PDN GW then sends a proxy binding ack to the Serving GW, including the IP address allocated for the UE.  Once the Serving GW processes the proxy Binding Ack, it stores the UE's IP address information in the binding cache entry.

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note: It is FFS which entity stores the allocated PDN GW IP Address.

6)
After the Proxy BU/Proxy BAck is successful, there is a PMIPv6 tunnel setup between the Serving GW and the PDN GW.
7)
The ePDG continues with the IKE_AUTH exchange.

8)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.  The IP address sent in the IKEv2 configuration payload is the same address that the ePDG received in the Proxy Binding Ack message.

9)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the visited Serving GW. The visited Serving GW then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the visited Serving GW. The visited Serving GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.

Editor's note:
How the Serving GW maps the two PMIPv6 tunnels, one from the ePDG to the Serving GW and one from the Serving GW to the PDN GW based on the UE's address is FFS.
**** End of 3rd change ****

Similar changes are required in section 5.4.2.5.1 of TS 23.402 in step 2

**** Start of 4th change ****

2)
The UE sends the MIP Binding Update message to the PDN GW as specified in [10].  In addition, the APN information is carried in the Binding Update as specified in [18].
Editor's note: It is FFS how the UE is informed of the assigned PDN GW.

**** End of 4th change ****

Similar changes are required in section 5.4.2.5.2 of TS 23.402 in step 5 (figure is not editable)
**** Start of 5th change ****

5)
The UE sends the Binding Update message to the PDN GW.  The Binding Update is as specified in [10].  In addition, the APN information is carried in the Binding Update as specified in [18].
**** End of 5th change ****

Similar changes are required in section 5.4.2.6 of TS 23.402 in step 13. (figure is not editable)
**** Start of 6th change ****

13)
The Serving GW sends Proxy Binding Update to the PDN GW.  The proxy binding update message includes the authorized APN information.  The APN information is carried as specified in [18].  
**** End of 6th change ****
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