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1
Introduction
At SA2#57 in Beijing, Nortel presented a solution alternative to the concept of ICS Registration (S2-071863). The paper was sent to SA3 (together with an LS S2-072244) for them to perform a security analyses and technical review of the paper. SA3 provided a full review of the paper and determined that there were no security issues or technical concerns with the proposed mechanism to provide a trusted registration, based on a solution similar to Early IMS security. SA3 stated that a solution similar to Early IMS security would provide sufficient security for the purposes of ICS (see LS reply S3-070460).
This paper is a resubmission of paper S2-071863 for inclusion of the P-CR in TR 23.892 as a possible solution alternative for ICS Registration.
2
Background
Please see S2-071863 and S3-070460 attached for background information.
3
Proposal/Recommendation
Add the following text to TR 23.892.
*** Begin new text  *** 

6.x.y
I1-cs: registered user solution-ISC model
6.x.y.1
IMS Registration via CS access
6.x.y.1.z
Alternative z - IMS Registration via CS access using ISC
6.x.y.1.z.1
Assumptions
1. ICCF is a home IMS node, hence considered a trusted node. 

2. General assumptions related to roaming relationships apply for SS7 connectivity between the home IMS network and the visited CS network.

3. The CS subscription is issued by an operator trusted by the IMS operator.
4. The ICS user is authenticated with the home CS network via the visited CS network.

5. The user is authenticated in CS prior to when the UE establishes the ICCC-cs with the ICCF for registration in IMS. The user does not need to be re-authenticated as part of IMS Registration because it has been authenticated by the CS network.
6. It is assumed that the identities that the UE and network uses for CS domain access using ICS are based on IMSI or derived from IMSI (for IMS). Note that the IMSI is required for CS service.
7. It is assumed that the ISC interface is used for the IMS Registration procedure with the ADS executed as part of the ICCF.
6.x.y.1.z.3
Example Information flow

An example information flow for a user registering in IMS via the CS access is provided in the figure below.
Note: This procedure only applies to the Trusted Registration performed by the ICCF; as a pre-condition CS authentication is assumed.
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Figure: ICS UE IMS Registration via CS Access 
1. After the UE has performed Location Update in the CS network, it may request the RUA of the ICCF to perform the IMS registration as trusted registration for the UE. To do so, the UE sends the content of SIP Register encoded in ICCP, in a USSD message to the ICCF using IMSI as the identity. Alternatively CAMEL mobility triggers may be used to inform the ICCF about the CS attach of the ICS user.
2. Upon receipt of the register information flow, the ICCF initiates a Trusted Registration for the user by sending the Register to the I‑CSCF with required information (e.g. Public User Identity derived from IMSI, ICCF IP address as “Contact” address, etc). The Register message from the ICCF does not include an Authorization header field or the header fields or header field values as required by RFC3329. This is same as the registration procedures used with early IMS security [TR 33.978]. 
3. The I‑CSCF performs User Authorization Request /User Authorization Answer with the HSS to authorise the Register request and locate the S-CSCF if already assigned to the user or allocate an S-CSCF otherwise. Note that the private identity is obtained from the IMSI (which is contained in the T-IMPU).
4. The I‑CSCF forwards the Register to the S-CSCF.
5. The S-CSCF identifies the Register as a Trusted Registration from the ICCF which is a trusted Application Server (either based on a dedicated network interface for the ICCF or based on a  Security Association with the ICCF, such as IPSec SA as in NDS/IP TS 33.210 ). The S-CSCF then checks the contact address against a configured list of transport address/range associated with the ICCF Application Servers. If there is a match, then, the S-CSCF skips any further authentication procedures as it is assumed that the user has already been authenticated in the CS domain prior to contacting the ICCF. 
The S-CSCF performs the Server Assignment Request/Server Assignment Answer with the HSS resulting in the user status as “registered” and the S-CSCF name stored in the HSS, if initial registration, and download of the user profile data (e.g. the registered and unregistered iFCs). The S-CSCF also obtains the Implicitly Registered IMPUs from the HSS as part of the SAR/SAA. The S-CSCF stores the user information as downloaded from the HSS. The S‑CSCF stores the RUA’s address/name, as supplied by the RUA for each of the implicitly registered IMPUs. This represents the address/name that the home network forwards the subsequent terminating session signalling to the ICS UE. If the user is already in “registered” state for the same IMPU, but with a different contact address (e.g., due to IMS registration using IP-CAN), then the S-CSCF creates another record for the IMPU with the contact address with the RUA’s address for that IMPU.
If a Register request is received with an Authorization header anytime during/afterwards, then, the S-CSCF behaves according to clause 5.4.1.2 of TS 24.229. 
6. Service control execution at the S-CSCF is performed according to the standard procedures.
7. The S‑CSCF returns the 200 OK to the I‑CSCF.
8. The I‑CSCF sends the 200 OK to the ICCF.

9. The ICCF processes this information and relays via the CAAF, the result back to the UE in a USSD message. 

*** End new text ***
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