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Abstract of the contribution: the initial attachment flows for DSMIPv6 over S2c are refined; also corresponding clarification with IP address  and mobility protocol usage is given.
1. Introduction 

The current sections on initial attachments with DSMIPv6 over S2c as specified in TS 23.402 [1] use IP addresses in many places. This paper proposes multiple small changes in the corresponding initial attachment flows in section 5.4.2.5 of TS 23.402 and adds corresponding clarifications in protocol stack descriptions. 

The protocol stack for DSMIPv6 is currently specified in TS 23.402 only for the case that UE is in trusted non-3GPP access. It is lacking till now for the case that S2c is used in untrusted non-3GPP access and is added herewith for consistency and completeness. 

2. Proposal

It is proposed to apply the following changes to TS 23.402 [1]:
Start of First Change 

5.4.2.5 
Initial Attach on S2c

5.4.2.5.1
Initial Attach procedure from Trusted Non-3GPP IP Access with DSMIPv6 for non-roaming case

This section is related to the case when the UE attaches to a Trusted Non-3GPP Access network and host based mobility management mechanisms are used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.
Figure 5.4.2.3.1-1 depicts the procedure for the non-roaming case.
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Figure 5.4.2.5.1-1. Initial attachment from Trusted Non-3GPP IP Access with DSMIPv6 in non-roaming case

Before the initial attachment is performed the UE shall be authenticated and authorized to get IP connectivity (either IPv4 or IPv6, or IPv4 and IPv6) through the Trusted Access network and a Local IP address from the access network domain shall be assigned to the UE. This Local IP Address is used by the UE during the Security Association establishment of step 1 and for MIP binding update.

1) 
A security association is established between UE and PDN GW to secure the MIP messages between UE and PDN GW. The UE initiates the establishment of the security association.

NOTE:
The PDN GW may communicate with the AAA infrastructure during this step.

Editor’s note: Generation and provision of credentials, protocols used for Security Association Setup and PDN GW IP Address allocation are FFS. The use of IETF RFC4285 [13] is FFS. When it is used the procedure will be different

2)
The UE sends the MIP Binding Update message to the PDN GW as specified in [10]. NAI is used for UE identification, and the HoA field(s) is/are left unspecified.
Editor’s note: It is FFS how the UE is informed of the assigned PDN GW.

3)
The PDN GW processes the binding update. During the processing the PDN GW performs authentication and authorization of the user based on the information received from AAA infrastructure, and allocates an IP address or IP addresses as HoA(s) for the UE. 

NOTE:
The communication between the PDN GW and the AAA infrastructure during this step is optional, e.g., the PDN GW may have received all needed information for authentication and authorization in step 1.

NOTE: 
The PDN GW allocates only the type(s) of IP address (IPv6 and/or IPv4) that were explicitly requested by the UE. 

Editor’s note: The details of IP address allocation is FFS.

The PDN GW informs the 3GPP AAA Server of the address of the selected PDN GW.

Editor’s note: It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.
Editor’s note: It is FFS which entity stores the allocated PDN GW IP Address.

4)
The PDN GW sends the MIP Binding Ack to the UE, including the IP address(es) (HoA’s) allocated for the UE as specified in [10]. 

5) 
As a result of the above steps the IP connectivity (either IPv4 or IPv6, or IPv4 and IPv6) between UE and PDN GW) is established and the UE can start using its home address(es) at the application level.

5.4.2.5.2

Initial Attach procedure from Untrusted Non-3GPP IP Access with DSMIPv6 for non-roaming case

This section is related to the case when the UE powers-on in an untrusted network via S2b interface and host based mobility management mechanism is used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.
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Figure 5.4.2.5.2-1. Initial attachment when Host based MM mechanism are used over S2b for non-Roaming

The UE is authenticated and authorised to access the Untrusted Non-3GPP Access network. After the authentication, UE is configured with Local IP Address from the access network domain. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. 

Editor’s note: How APN is resolved to a PDN GW is FFS. If APN is involved in PDN GW selection is FFS.


Editor’s note: If a relation between ePDG discovery and PDN GW discovery is required is FFS. 

2)
The ePDG sends the final IKEv2 message with the assigned remote IP address (from it’s address range) in IKEv2 Configuration payloads. The ePDG keeps a mapping between UE’s local IP address and the UE’s remote IP address.
3)
IPsec Tunnel between the UE and ePDG is now setup.

4)
The security association is established between UE and PDN GW to secure the Binding Update messages between UE and PDN GW.


Editor’s note: Protocols for Security Association Setup and PDN GW IP Address Configuration is FFS.

5)
The UE sends the Binding Update message to the PDN GW.  The Binding Update is as specified in [10]. The HoA(s) is/are left unspecified in this message, and either one HoA (IPv4 or IPv6) or both an IPv4 and an IPv6 HoA may be requested. As CoA the remote IP address is used.

Editor’s note: It is FFS how the UE is informed of the allocated PDN GW IP address.
6)
The PDN GW processes the binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address (HoA) for the UE.  The PDN GW then sends a binding ack to the UE, including the IP address(es) allocated for the UE.

NOTE: If UE requested for both IPv4 and IPv6 addresses, both IPv4 and IPv6 addresses are allocated. In the case that only IP address of either IPv4 or IPv6 is requested, then IP address of only the requested IP version is allocated.

7)
The IP connectivity is now setup (either IPv4 or IPv6, or IPv4 and IPv6) between UE and PDN GW. In uplink direction IP packets are encapsulated by UE twice, first by DSMIPv6 and secondly by IPSec. They are transmitted to ePDG, where IPSec encapsulation is taken off. They are forwarded to the PDN GW, where the DSMIPv6 encapsulation is removed, from whereon normal routing takes place. 

In downlink direction incoming packets destined for the HoA of the UE are encapsulated on PDN GW by a mobility header containing UE’s remote IP address. They are routed to the ePDG, where IPSec encapsulation and forwarding to UE is done.


Editor’s note: It is FFS, if AAA Server/HSS are updated of the service provided by the UE.

End of First Change 

Start of Second Change 

…

5.1.1.3
Protocol options for S2c

The following protocol shall be supported on S2c:

-
DSMIPv6

Editor's note:
Support for MIPv4 CCoA mode is considered for further study.
The figure below illustrates the control plane for Mobility Management (MM) and the user plane if UE is in trusted non-3GPP access:
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L2/L1  

IPv4/v6  

IPv4/v6  

IP Access  System   Router     Gateway   HA  

S2c     

Tunnelling   Layer  

L2/L1  

IPv4/v6  

L2/L1  

IPv4/v6  

L2/L1  

IPv4/v6  

IPv4/v6  

Tunnelling   Layer  

DS MIPv6  

L2/L1  

IPv4  

L2/L1  

IPv4  

DS MIPv6  

UE     IP Access  System   Router   Gateway   HA  

S2c       

L2/L1  

L2/L1  

IPv4   IPv4  

L2/L1  

DS MIPv6  

L2/L1  

IPv6  

L2/L1  

IPv6  

L2/L1  

DS MIPv6  

IP Access  System   Rout er   Gateway   HA  

S2c        

UE  

UE    

IPv6  

IPv6  

IPv6  

IPv6  

Control Plane   User  Plane  


Figure 5.1.1.3-1: Protocols for MM control and user planes of S2c for the DSMIPv6 option (UE in trusted non-3GPP access)
Legend:

-
According to terms defined in MIPv6 RFC3775 [14], the functional entities terminating both the control and user planes are denoted MN (Mobile Node) in the UE, and HA (Home Agent) in the Gateway.

-
The MM control plane stack is MIPv6 RFC3775 [14] with Dual Stack Extensions [10] over IPv6. IPv6 packets may be encapsulated in IPv4 when an IPv4 transport network is employed.

-
The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network.

-
The tunnelling layer implements IP encapsulation applicable for MIPv6 as defined in RFC3775 [14]. In some cases the tunnelling layer may be transparent.
The figure below illustrates the control plane for Mobility Management (MM) and the user plane if UE is in untrusted non-3GPP access:

[image: image6]
Figure 5.1.1.3-1: Protocols for MM control and user planes of S2c for the DSMIPv6 option (UE in untrusted non-3GPP access)
Legend (only differences to the case that UE is in trusted non-3GPP access are listed):

· DSMIPv6 signaling is executed within an IPSec tunnel between UE and ePDG.
· User traffic is encapsulated in IPSec between UE and ePDG.
The used IP addresses are:

· Home Address (HoA), assigned by PDN GW acting as a HA, 
· Remote IP address assigned from ePDG, used as Care-of-Address (CoA), and 
· a local IP address, assigned by the IP access system router, used to establish the tunnel between UE and ePDG.
All three addresses may be IPv4 or IPv6, and a UE may use both an IPv4 HoA and an IPv6 HoA.

End of Second Change 
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