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Abstract of the contribution:

This contribution discusses a possible way to select PDN GW when client based MIP is used. 
Discussion

In last meeting, the PDN GW selection function was agreed, but the support of selection or retrieval of PDN Gateway address for all forms of host-based mobility are left FFS.
This paper proposes to provide the PDN GW selection information to the authenticator during initial authorization. The authenticator selects PDN GW for the UE, and the serving GW if needed when it’s roaming with home routed traffic. The authenticator then sends the IP address of the GWs to the UE in authentication phase, or after the initial authentication.
The UE stores the IP address of selected PDN GW and the serving GW if it’s needed. During MIP registration/binding process, the PDN GW stores its association with UE to AAA or HSS.
Figure 1 is the initial attachment over S2c when DSMIPv6 is used for non roaming:
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Figure 1 Initial attachment over S2c for trusted non 3GPP IP Access when DSMIPv6 is used for non roaming

In figure 1, the P-GW/S-GW IP address is sent to the UE after authentication phase, triggered by L3 messages, e.g. RS/RA and DHCP discover message. The P-GW/S-GW IP address can be sent to the UE in the DHCP Reply message.
Figure 2 is the initial attachment over S2c when DSMIPv6 is used for roaming:
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Figure 2: Initial attachment over S2c for trusted non 3GPP IP using DSMIPv6 for roaming with home routed traffic
Figure 3 is the initial attachment over S2c for untrusted non 3GPP using DSMIPv6 for non roaming:


[image: image3.emf]UE ePDG

3GPP AAA 

Server

P-GW

IKE authentication and tunnel setup Authentication and Authorization (P-GW selection Information)

Update P-GW IP address

 Binding Update

Binding Ack

IKEv2 (CoA, P-GW IP address)

IPSec Tunnel

MIPv6 SA Setup and HoA configuration

IPSec Tunnel

CMIP Tunnel

1

2

3

4

5

6

7

8


Figure 3: initial attachment over S2c for untrusted non 3GPP using DSMIPv6 for non roaming

For host based MIPv4, it is possible that the IP address of selected GWs will not be sent to the UE. The FA then would replace the PDN GW/Serving GW IP address of the RRQ from the UE. Figure 4 is the initial attachment over S2a using MIPv4 FA CoA mode for non roaming:
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Figure 4 Initial attachment over S2a using MIPv4 FA CoA mode for non roaming

Proposal

/********************Start of first change********************/

5.4.2.1
PDN GW Selection Function for non-3GPP Accesses
PDN Gateway selection for non-3GPP accesses uses similar mechanisms as defined in 3GPP TS 23.401, with the following modification:

-
Instead of the HSS, the PDN Gateway selection function interacts with the 3GPP AAA Server or 3GPP AAA Proxy.

During the initial authorization, PDN Gateway selection information is returned.  This enables the entity requiring the address of the gateway to proceed with selection. Once the selection has occurred, the PDN Gateway stores its association with a UE.  This permits the 3GPP AAA Server or Proxy to provide the PDN Gateway address subsequently. 
In the case that a UE already has an assigned PDN Gateway, this gateway's address will be returned by the 3GPP AAA Server or Proxy during the authorization step.  This eliminates the need for PDN Gateway selection.

Editor's Note:
The storage of the PDN Gateway address information (whether in the HSS or 3GPP AAA Server) is FFS.

Editor's Note:
It is FFS whether the PDN Gateway selection mechanism defined in 23.401 can be used to determine the Serving Gateway.


Note that the location of the PDN GW selection function depends upon the type of S2 interface used for attachment and the IP mobility mechanism being used.
/********************End of first change********************/

/********************Start of second change********************/
5.4.2.3.2
Initial Attach procedure with MIPv4 FACoA Mode for non-roaming

In the non-roaming case, MIPv4 [12] is used to setup a MIP tunnel between the Trusted non-3GPP IP Access and the PDN GW.  It is assumed that a Foreign Agent (FA) is located in the Trusted non-3GPP IP Access.
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Figure 5.4.2.3.2-1: Initial attachment when MIPv4 FACoA mode MM mechanism is used over S2a for non-Roaming

1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are outside the scope of 3GPP.
2)
The Non-3GPP access specific authentication procedure is performed. The PDN Gateway address is determined at this point as described in section 5.4.2.1. The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the trusted non-3GPP access. This may entail an additional name resolution step, issuing a request to a DNS Server The authentication procedure between UE and Trusted non-3GPP IP Access is outside the scope of 3GPP.
Editor's note:
The event that triggers Authentication and Authorization between Non-3GPP IP Access and AAA/HSS depends on the specific type of non-3GPP access system.

3)
The UE may send an Agent Solicitation (AS) [12] message.

4)
The FA in the Trusted Non-3GPP IP Access sends a Foreign Agent Advertisement (FAA) [12] message to the UE. The FAA message includes the Care-of Address (CoA) of the Foreign Agent function in the FA.

5)
The UE sends a Registration Request (RRQ) [12] message to the FA. Reverse Tunnelling shall be requested. This ensures that all traffic will go through the PDN GW. The RRQ message shall include the NAI-Extension [14].


6)
The FA processes the message according to [12] and forwards a corresponding RRQ message to the PDN GW.

7)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW's address.

Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

Editor's Note:
This step may be unnecessary as the UE will generally have learned its HA address (e.g., in the MIPv4 Registration Reply) and use this in subsequent mobility messages.
8)
The PDN GW allocates an IP address for the UE and sends a Registration Reply (RRP) [12] to the FA, including the IP address allocated for the UE.

Editor's note:
Whether the PDN GW should authenticate the Registration Request message is FFS. It is FFS which entity stores the allocated PDN GW IP Address.

9)
The FA processes the RRP according to [12] and sends a corresponding RRP message to the UE.

10)
IP connectivity from the UE to the PDN GW is now setup. A MIP tunnel is established between the FA in the Trusted Non-3GPP IP Access and the PDN GW.
/********************End of Second change********************/

/********************Start of third change********************/

5.4.2.5.1
Initial Attach procedure from Trusted Non-3GPP IP Access with DSMIPv6 for non-roaming case

This section is related to the case when the UE attaches to a Trusted Non-3GPP Access network and host based mobility management mechanisms are used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.
Figure 5.4.2.3.1-1 depicts the procedure for the non-roaming case.
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Figure 5.4.2.5.1-1: Initial attachment from Trusted Non-3GPP IP Access with DSMIPv6 in non-roaming case


1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP;
2)
The authentication procedure is initiated and performed involving the UE, Trusted Non-3GPP IP Access and the 3GPP AAA Server. The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the trusted non-3GPP access.  The PDN Gateway address is determined at this point as described in section 5.4.2.1. This may entail an additional name resolution step, issuing a request to a DNS Server;
3)
After successful authentication and authorization, the L3 attach procedure is triggered. In the L3 attach procedure, the P-GW IP address and the care-of-address for host based MIPv6 is sent to the UE.
4)
A security association is established between UE and PDN GW to secure the MIP messages between UE and PDN GW. The UE initiates the establishment of the security association.

NOTE 1:
The PDN GW may communicate with the AAA infrastructure during this step.

Editor's note:
Generation and provision of credentials, protocols used for Security Association Setup and PDN GW IP Address allocation are FFS. The use of IETF RFC4285 [13] is FFS. When it is used the procedure will be different

5)
The UE sends the MIP Binding Update message to the PDN GW as specified in [10].


6)    The PDN GW processes the binding update. During the processing the PDN GW performs authentication and authorization of the user based on the information received from AAA infrastructure, and allocates an IP address or IP addresses for the UE.

NOTE 2:
The communication between the PDN GW and the AAA infrastructure during this step is optional, e.g., the PDN GW may have received all needed information for authentication and authorization in step 1.

NOTE 3:
The PDN GW allocates only the type(s) of IP address (IPv6 and/or IPv4) that were explicitly requested by the UE.

Editor's note:
The details of IP address allocation is FFS.

The PDN GW informs the 3GPP AAA Server of the address of the selected PDN GW.

Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.
Editor's note:
It is FFS which entity stores the allocated PDN GW IP Address.

7)
The PDN GW sends the MIP Binding Ack to the UE, including the IP address allocated for the UE as specified in [10].

As a result of the above steps the IP connectivity is established and the UE can start using its home address at the application level.
/********************End of third change********************/

/********************Start of Forth change********************/

5.4.2.5.2
Initial Attach procedure from Untrusted Non-3GPP IP Access with DSMIPv6 for non-roaming case

This section is related to the case when the UE powers-on in an untrusted network via S2b interface and host based mobility management mechanism is used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.
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Figure 5.4.2.5.2-1: Initial attachment when Host based MM mechanism are used over S2b for non-Roaming

The UE is authenticated and authorised to access the Untrusted Non-3GPP Access network, After the authentication, UE is configured with Local IP Address from the access network domain. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2.After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the ePDG during IKEv2 EAP authentication/authorization. The PDN Gateway address is determined at this point as described in section 5.4.2.1. This may entail an additional name resolution step, issuing a request to a DNS Server;


Editor's note:
If a relation between ePDG discovery and PDN GW discovery is required is FFS.

2)
The ePDG sends the final IKEv2 message with the assigned IP address (CoA) in IKEv2 Configuration payloads. The IP address of Selected P-GW is also sent to the UE in the final IKEv2 message. 
3)
IPsec Tunnel between the UE and ePDG is now setup.

4)
The security association is established between UE and PDN GW to secure the Binding Update messages between UE and PDN GW.


Editor's note:
Protocols for Security Association Setup and PDN GW IP Address Configuration is FFS.

5)
The UE sends the Binding Update message to the PDN GW.  The Binding Update is as specified in [10]


Editor's note:
It is FFS how the UE is informed of the allocated PDN GW IP address.
6)
The PDN GW informs the 3GPP AAA Server of the address of the selected PDN GW.
7)    The PDN GW processes the binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE.  The PDN GW then sends a binding ack to the UE, 'including the IP address allocated for the UE.

NOTE:
If UE requested for both IPv4 and IPv6 addresses, both IPv4 and IPv6 addresses are allocated. In the case only IP address of either IPv4 or IPv6 is requested, then IP address of only the requested IP version is allocated.

7)
The IP Connectivity is now setup.


Editor's note:
It is FFS, if AAA Server/HSS are updated of the service provided by the UE.
/********************End of Forth change********************/
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