SA WG2 Temporary Document

Page 1
-


3GPP TSG SA WG2 Architecture — S2#58
S2-072552
25 - 29 June 2007

Orlando, FL, USA

Source:
HUAWEI
Title:
Standardization of security mechanism of S1-U interface
Document for:
Discussion / Approval
Agenda Item:
8.1
Work Item / Release:
SAE
Abstract of the contribution:

This contribution discusses the gain of standardizing the security mechanism of S1-U interface.
1. Introduction

Encryption function for user plane traffic between UE and network was moved down to eNodeB with PDCP module in RAN2/3 SA2 joint meeting at SA2 56b St Louis. Then the S1-U interface between eNodeB and Serving GW is out of protection by encryption mechanism in PDCP layer. It is the source of S1-U security risk issue.
2. Discussion
SA2 had sent a liaison (S2-070590) to SA3 and requested SA3 to evaluate the security impacts of moving user plane encryption function to eNodeB. SA3 replied in S2-071270 and confirmed the existence of security risk in S1-U interface. SA3 also thought though there are some mechanisms can mitigate this risk, but it is difficult to give accurate estimations of the cost for these additional mechanisms.
There are some alternative solutions can be considered for this issue. Firstly, the solution should be excluded of using outside security gateway between eNodeB and Serving GW to provide encryption function for user plane traffic for the major reasons as below:

· If the place where the eNodeB being placed is not safe, the security gateway deployed in the same place also can not ensure security.
· LTE/EPS is designed to support real-time services, e.g. VoIP, Video phone, etc. The requirement of time delay for those services is very strict. Outside security gateway is not designed for real-time services and will introduce additional time delay to the packet transmission. Therefore, it can not satisfy the performance requirement of real-time services.
To ensure time delay performance of packet transmission, the encryption function for user plane traffic in S1-U interface has to be tightly integrated into the packet forwarding engine of both eNodeB and Serving GW. Currently, to ensure higher throughput and lower time delay, the packet forwarding engine is usually implemented with dedicated hardware, e.g. network processor, ASCI. These dedicated hardware architectures are not easy to extend to support a large number of encryption algorisms. But to support inter-operation with equipments from multiple vendors; one eNodeB or Serving GW has to support most encryption algorisms possibly used in S1-U interface between each other. It will bring much more complexity and cost to the eNodeB and Serving GW. On the other hand, if the security mechanism of S1-U is not standardized, Inter-connection between eNodeB and Serving GW provided by different vendors may encounter compatibility problem.
3. Conclusion

According to the analysis above, the gain of standardizing the security mechanism in S1-U interface is obvious. And the number of candidate encryption algorisms should be limited.

4. Proposal
It is proposed to SA2 to approve the proposal and send a liaison back to SA3 for further standardization work.
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