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Abstract of the contribution:

This contribution discusses end user IP address verification in PDN GW when using IETF-based S5/S8 and when using non-3GPP accesses 

1. Introduction

It has been agreed that a packet screening function to enable verification of the IP address used by a certain user shall be part of the PDN GW, see S2-072156, and TS 23.401 have been updated accordingly. Since TS 23.402 points at TS 23.401 for PDN GW functionality, the same requirement applies also when a user is accessing the PDN GW over IETF-based interfaces as well as from a non-3GPP access. 

This contribution contains a discussion about different aspects to consider.
2. Discussion

The text for the packet screening function in TS 23.401:

“The packet screening function provides the network with the capability to check that the UE is using the exact IPv4-Address/IPv6-Prefix/Full-IPv6-Address that was assigned to the UE.”

Advantages of verification of the end user IP address are for example:

· The operator can avoid being a source of spoofed IP packets

· A firewall can in many cases achieve to detect spoofed IP packets where the IP address isn’t belonging to the operators IP address ranges, but can not detect that user A is using the IP address of user B.

· Functions such as volume based charging may give incorrect results, in case the source IP address of the charged IP packets are sent from another subscriber than the one being charged for the traffic.

· Besides charging there may be other functions in the network being based on that a certain subscriber has a certain IP address, and such functions may also give incorrect results.
2.1 Existing functionality in 2G/3G

What is implemented in GGSNs handling 2G/3G access is to verify that the source IP address in each uplink IP packet is the actual IP address being assigned to the UE. The means to enable this is that the GGSN is taking part in the PDP Context activation where the IP address is assigned to the UE and a GTP tunnel is set up. The verification procedure is for the GGSN to check that the TEID of the GTP-U tunnel delivering an IP packet and the source IP address of this end user IP packet matches. The IP address assignment to the UE is also not taking part until the end user is properly authenticated.

2.2 PDN-GW functionality for 3GPP access over GTP-based S5/S8

When GTP is used for accessing PDN-GW (either over S5 or S8) a similar procedure as for 2G/3G is possible, since the TEID in GTP-U packets can be used when verifying that the source IP address in an uplink end-user packet is the same IP address as the one assigned to the end-user corresponding to this TEID.

2.3 PDN-GW functionality for 3GPP access, IETF-based S5/S8

When IETF-based protocols are used for accessing PDN-GW (either over S5 or S8) it seems to require that uplink end-user packets on S5 and S8 contains an identifier that can be negotiated during the procedures used when assigning the IP address to the end-user. The exact mechanisms needs to be further investigated. One proposal can be found in Error! Reference source not found..
2.4 PDN-GW functionality for non-3GPP access

To enable packet screening in PDN GW when non-3GPP access is used can be solved in a similar manner as for 3GPP accesses:

· Functionality on the interface(s) between the PDN-GW and the access network to convey information that can be used by the PDN-GW to associate end-user identifiers with assigned IP addresses

3. Conclusion

It need to be discussed what additional functionality that is needed to enable packet screening in PDN-GW also when using IETF-based S5 and S8, as well as when using non-3GPP accesses, and to update TS 23.402 with the results.

In order to fulfil the requirements for packet screening in PDN GW we propose that contribution ‎[1] is the way forward.
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