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This paper proposes a mechanism for the PDN GW address discovery in case host-based mobility is used on the S2c reference point.
1.  Introduction
At the last SA2 meeting some principles for PDN GW selection were agreed and included in TS 23.401 and TS 23.402. One aspect of this problem that has not been handled yet is how the UE discovers the IP address of the allocated PDN GW: this information is needed in case the UE uses a host-based mobility protocol as defined for the S2c interface

This document proposes a mechanism based on DNS that can be used by the UEs employing host-based mobility irrespective of the access system
2.  Discussion
If client Mobile IP is used as IP mobility protocol, the UE must perform some procedures in order to set up the signaling association with the Home Agent (i.e. the PDN GW). In particular, the UE must discover the IP address of the PDN GW, get a Home Address and establish a security association with the PDN GW in order to secure Mobile IP registration messages. Within the context of MIPv6, this entire procedure is known as “Mobile IPv6 bootstrapping procedure” and is described in RFC 4640. This paper focuses on the first part of the Mobile IPv6 bootstrapping, i.e. the HA discovery.
The current versions of TS 23.401 and TS 23.402 do not provide a mechanism for the UE to get the IP address of the allocated PDN GW. As the Mobile IPv6 bootstrapping may occur either in a non 3GPP network or in a 3GPP access, a generic mechanism that can be used from any access should be defined. 
The IETF has defined a Mobile IPv6 HA discovery solution based on DNS that can be used for this purpose [draft-ietf-mip6-bootstrapping-split-04]. The UE performs a DNS query with the desired APN in order to get the IP address of the PDN GW. Note that the DNS-based discovery is used in other 3GPP specifications (e.g., TS 23.234) and it is the most straightforward solution also in this context. 
IETF has defined also another solution based on AAA and DHCP signaling [draft-ietf-mip6-bootstrapping-integrated-03]: in this solution, the HA address is sent by the AAA server to the AAA client (i.e. authenticator) during the AAA exchange for network access authentication and it is then communicated to the UE through a DHCPv6 exchange. This solution assumes that the AAA client (or authenticator) is collocated with the DHCPv6 Relay or, alternatively, a communication between the two is possible. This is not the case in EPS, though: the MME acts as AAA client and may receive the HA address from the AAA server during the attach, but there is not any reference point between the MME and the PDN GW, which is the node implementing the DHCP Relay function. Defining such a reference point only for Mobile IPv6 HA discovery purposes, adding complexity to the EPS, seems definitely unnecessary.

Moreover the DHCP based solution requires DHCPv6 support by all 3GPP and non-3GPP access networks: if an access network does not support DHCPv6 or, even supporting DHCPv6, does not support the DHCPv6 options for Mobile IPv6 bootstrapping, this mechanism cannot be used. Note that this rules out all IPv4-only access networks where the DHCPv6-based solution cannot clearly be used. In contrast the DNS-based approach does not depend on any additional functionality in the access system.

Finally, it is worth noting that the DHCP-based solution does not provide a higher level of security than the DNS-based solution. It is a usual comment that the DNS-based solution would require the implementation of mechanisms in order to prevent Denial-of-Service attacks because the HA address, if made available in the public DNS, can be discovered by any node in the Internet. Although this is certainly true, the DHCP-based solution does not solve the issue; indeed, even though with the DHCP-based approach the PDN GW address can be discovered only by nodes attached to the EPS, the operator would anyway need to implement anti-DoS solutions as the IP address of the PDN GW may be made available to other nodes by authorized UEs (e.g. in public Internet blogs). Therefore, it is clear that the usage of the DHCP-based solution adds complexity and does not bring any benefit in the EPS context.

3. Proposal
It is proposed that a generic PDN GW discovery mechanism based on DNS is adopted as the default solution for the S2c reference point. 
The following sections implement this proposal in TS 23.402.
*** Start of 1st change ***
5.4.2.1
PDN GW Selection Function for non-3GPP Accesses for S2a/b reference points
PDN Gateway selection for non-3GPP accesses uses similar mechanisms as defined in 3GPP TS 23.401, with the following modification:

-
Instead of the HSS, the PDN Gateway selection function interacts with the 3GPP AAA Server or 3GPP AAA Proxy.

During the initial authorization, PDN Gateway selection information is returned.  This enables the entity requiring the address of the gateway to proceed with selection. Once the selection has occurred, the PDN Gateway stores its association with a UE.  This permits the 3GPP AAA Server or Proxy to provide the PDN Gateway address subsequently. 
In the case that a UE already has an assigned PDN Gateway, this gateway's address will be returned by the 3GPP AAA Server or Proxy during the authorization step.  This eliminates the need for PDN Gateway selection.

Editor's Note:
The storage of the PDN Gateway address information (whether in the HSS or 3GPP AAA Server) is FFS.

Editor's Note:
It is FFS whether the PDN Gateway selection mechanism defined in 23.401 can be used to determine the Serving Gateway.



5.4.2.2
PDN GW Selection Function for the S2c reference point
For the S2c reference point, the UE needs to know the IP address of the PDN GW acting as Home Agent in order to send Mobile IP messages. 

The UE discovers the IP address of the PDN GW acting as Home Agent through a DNS resolution  ofthe FQDN of the desired PDN GW. If the UE is not pre-configured with an FQDN for this purpose it should be able to generate the FQDN from other known information.

Editor's Note: It is FFS how the FQDN is constructed from available information. For example the UE could use home APN (or W-APN) and well known strings (e.g., homeagent) to construct such an FQDN
*** End of 1st change ***
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