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1. Overall Description:

RAN2 thanks SA3 for the detailed reply to the LS on Verification of security principles and confirms that the NAS AKA procedure is transparent to the RAN, which to RAN2’s understanding corresponds to the AKA being “run in the background”.
Further, RAN2 noticed in SA3’s reply that:

4
If the UE has performed an inter-RAT handover from UTRAN/GERAN to LTE, it shall be possible to update all keys within seconds.

For the information of SA4, RAN2 has indicated in earlier correspondence with SA3 that RAN2 is studying the possibility to avoid changing keys while in state LTE_ACTIVE and some companies have proposed to perform key change by triggering an LTE_ACTIVE( LTE_IDLE(LTE_ACTIVE transition.

RAN2 understands that SA3 would prefer to enable an as early as possible key change, but also see a potential interaction issue with a codec application, would an interruption due to an ACTIVE(IDLE(ACTIVE-based key change occur immediately following an I-RAT handover. Hence, RAN2 would like to gain a better understanding of the SA3 requirement and the potential impact on the VoIP codec. In particular, RAN2 would like to know if there is a time between the HO and the key-change interruption which would be acceptable from both security and codec points of view?

Q1: More exact, how long is the “within seconds” indicated in the key-change requirement and what is the stringency of this requirement?

Q2: From a codec application point of view, would it matter whether an interruption due to an LTE state transition (<100ms) occurs within milliseconds, within seconds or within minutes after an interruption due to a handover from, e.g., UTRAN to LTE? 

2. Actions:

To SA3 group.

ACTION: 
RAN2 kindly asks SA3 to take the above answer into consideration and to answer question Q1.

To SA4 group.

ACTION: 
RAN2 kindly asks SA4 to provide answer to question Q2.
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