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Abstract of the contribution:

Proposes a simplification of the SAE architecture by merging two entities with very similar functions.

Discussion

The functions of the HSS and 3GPP AAA Server for EPS are presented in [S2-072321].  

The HSS serves the CS, PS and IM domains with persistant subscriber infomration storage and authorization procedures.  This entity is used both to initiate services and to track ongoing status changes of the subscriber, for example, their location information for the use by the EPC for determining which gateway or call control function to employ to support incoming traffic or calls or core node relocation events.

The 3GPP AAA Server has an analogous function for non-3GPP acceeses.  The AAA server supports authentication, authorization and maintaining and retrieving other operating parameters such as attachment status and the selected PDN GW for the UE session.

There is the potential to reduce the degree of overlap between these two functions to simplify the architecture.  

· Within recent discussion in the 3GPP SA2 working group, it was debated where information storage for the selected PDN GW reside - in the HSS or 3GPP AAA Server.  This is only the first of many such debates possible on this topic.

· In 23.402, all interaction with the entity responsible for maintaining authentication and authorization parameters and the current authorized state has been consistently labeled 'HSS/AAA'.  This ambiguous nomentclature arose in order to avoid the difficult question of how authorization functions are distributed across these two entities.

· The HSS serves as the information anchor (for each subscriber), while for non-3GPP access, the 3GPP AAA Server provides this function.  Messages be sent and operations must be performed over Wx* in order to maintain consistency between these two information entities.

· Many of the Editor's notes in the current version of TS 23.402 concern the ambiguity of interaction with the HSS and 3GPP AAA Server.  Simplifying the architecture in this way will resolve these questions.

· Six times: "It is FFS how the HSS interacts iwth the 3GPP AAA server ..."

· Eight times: "It is FFS which entity stores the selected PDN GW address..."

· Fourteen times: The HSS and 3GPP AAA Server are mentioned as interchangeable, as AAA/HSS

· Seventeen times: Figures for procedures depict the HSS/AAA as a single functional entity

When considering the 3GPP AAA Server, and IETF standard AAA services in general, it is clear that these services offer access to authentication and authorization mechanisms and storage for accounting or parameters, but do not standardize or define the mechanisms or storage themselves.  That means that a 'proprietary' or 'SDO-defined' set of practices must complete the specification of AAA for it to suffice as a complete and functional solution.

If the 3GPP AAA Server and the HSS were merged as a single logical entitiy, this would 'complete' the 3GPP AAA specifications in terms of information management (the rules and practices holding for the HSS would apply).  Further, many ambiguities would be eliminated.  Most imporatantly, it would be clear that this entity would be responsible for storage and access to all user and session based parameters.

Historically the 3GPP AAA Server was added to support WLAN.  It was defined in a seperable specification from the core 3GPP network TSs in order to ensure a clear option to operators to either support WLAN or not.  A decision not to invest in WLAN would not have an impact in deployments or 3GPP architecture.  The same thinking seems to remain in the division of 23.401 and 23.402, where non-3GPP access considerations are left to a seperated specification, including the definition and interaction with the 3GPP AAA Server and Proxy.

This independence may persist even after the merging of the HSS and 3GPP AAA Server.  Today the HSS is considered the composition of HSS, HLR and AuC functions, the latter handling interactions with  CS and PS mode infrastructure.  Together these support CS, PS and IM Domain services.  The addition of the 3GPP AAA Server function means that the HSS accretes support for 'non-3GPP access.'  Operators that do not deploy IM Domain services need no support for them in the HSS. Similarly, operators without support for non-3GPP access need not add those functions to their HSS.

Whilst a HSS may be deployed without 3GPP functions being necesary, the reverse is not true.  The 3GPP AAA server's function s are defined largely in terms of interaction with the HSS.

Proposal

The definitions proposed in [S2-072321] would change. 

As a result of these changes, especially by defining the term 'HSS/AAA', many Editor's Notes and FFS statements in 23.402 can simply be eliminated without requiring procedure diagrams or descriptions to change.

Include the following definitions in TS 23.401, Section 4.4, proposed as a new subclause:

Begin First Proposed Change

4.4.4 Information Entities

4.4.4.1 HSS

HSS is described in more detail in 3GPP TS 23.002 [x].

HSS functions specific to the support of EPS include:

-
The HSS in the EPS continues to provide the services described in 3GPP TS 23.002, section  4.1.1.1 and its subclauses as user sessions originating in 2G/3G access.

-
The HSS is responsible for additional user related information required for EPS access, e.g. specific to EUTRAN, including user identification, user security information, user location information and user profile information.

-
In addition to support of the CS Domain, PS Domain and IM CN subsystem, the HSS now supports non-3GPP access by incorporating the 3GPP AAA Server functions and interfaces.  These are described in more detail in 23.402 [2].

End First Proposed Change

Include proposed definition of the 3GPP AAA Server in 23.402:

Begin Second Proposed Change

4.4.4 Information Entities

4.4.4.1 3GPP AAA Server
The 3GPP AAA Server (also referred to as the HSS/AAA Server in this specification) comprises a set of interfaces to and operations on data stored and managed by the HSS.  (The HSS is defined in more detail in 23.401 [4]).
The 3GPP AAA Server is located within the 3GPP EPC network.  There should only be one 3GPP AAA Server for each non-3GPP (S2a, S2b or S2c) attached subscriber.  The 3GPP AAA Server:

-
Retrieves authentication information and subscriber profile (including subscriber's authorization information).

-
Authenticates the 3GPP subscriber based upon authentication information maintained by the HSS.  The authentication signalling may pass through AAA proxies.
-
Communicate authorization information to support non-3GPP access, possibly via AAA proxies, with the appropriate entities (for example ePDGs).





 
-
Maintains the UE's non-3GPP attach status and provides this status to other entities.

o
The 3GPP AAA Server may store the PDN GW address selection for a particular attached UE, and retrieve the selected PDN GW address for that UE subsequently.

-
Support network access and service parameter configuration and authorization.

o
Communicate (including updates) service authorization inforamtion to non-3GPP access entities (e.g. ePDG or AAA proxies in the non-3GPP access).
o
Provide entities configuring non-3GPP access with an IP address, if static remote IP address allocation is used.
o
Provides suitable routing enforcement information to a non-3GPP access network.
Editor's note: It is FFS how the 3GPP AAA Server will generate or report per-user charging/accounting information and ineract with the Offline Charging System.

End Second Proposed Change
Replace Figure 4.2.1-1 in 3GPP TS 23.402.

Begin Third Proposed Change
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End Third Proposed Change
Modify section 5.4.2.1 of TS 23.402:

Begin Fourth Proposed Change
PDN Gateway selection for non-3GPP accesses uses similar mechanisms as defined in 3GPP TS 23.401, with the following modification:

-
Instead of the HSS, the PDN Gateway selection function interacts with the 3GPP AAA Server or 3GPP AAA Proxy.

During the initial authorization, PDN Gateway selection information is returned.  This enables the entity requiring the address of the gateway to proceed with selection. Once the selection has occurred, the PDN Gateway stores its association with a UE.  This permits the 3GPP AAA Server or Proxy to provide the PDN Gateway address subsequently. 
In the case that a UE already has an assigned PDN Gateway, this gateway's address will be returned by the 3GPP AAA Server or Proxy during the authorization step.  This eliminates the need for PDN Gateway selection. The HSS/AAA stores the selected PDN GW address.


Editor's Note:
It is FFS whether the PDN Gateway selection mechanism defined in 23.401 can be used to determine the Serving Gateway.
End Fourth Proposed Change
There are 7 other cases where the editor's notes of the form " Editor's note: It is FFS which entity stores the allocated PDN GW IP Address." can be removed. In order to not clutter up this P-CR, these are left to a future contribution.
Begin Fifth Proposed Change
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End Fifth Proposed Change
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