SA WG2 Temporary Document

Page 1
-


3GPP TSG SA WG2 Architecture — S2#57
S2-072101
23 - 27 April 2007

Beijing, Republic of China

Source:
Starent, Sprint
Title:
Handover Scenarios between 3GPP (EUTRA) and non-3GPP Access systems using S2c Reference Point
Document for:
Discussion / Approval
Agenda Item:
8.4.3
Work Item / Release:
3GPP System Architecture Evolution (SAE)
Abstract of the contribution:

This paper defines the call flows for 3GPP (EUTRA) and non-3GPP Access Systems using the S2c (CMIP6/DSMIP6) and S5 (PMIP6) references points.
Introduction
The TS 23.402 includes specification for interworking between non-3GPP access systems and 3GPP SAE systems over S2 interfaces. An important aspect of the interworking specification is the description of the handover to and from 3GPP access system and non-3GPP access system. In this contribution we propose call flows for handover scenarios between 3GPP and non-3GPP access systems using the S2c and S5 (PMIP6) based reference points.

Proposal

The following is proposed text to be added to the TR 23.402:

**** Start of 1st set of changes ****

5.6
Handover


This section describes the information flows for handover between 3GPP and non-3GPP accesses. The handover scenarios are based on the reference architecture that is defined in this document. The handover scenarios involving S2a reference point includes scenarios using PMIP6 and CMIP4 with FA-CoA. For the FA-CoA mode of CMIP4 we assume that S2a runs between the FA in the non-3GPP system and the PDN SAE-GW in the HPLMN. While the UE is connected in the 3GPP (EUTRA) access system, PMIP6 is used over S5.
5.6.1 Handover between non-3GPP and 3GPP SAE systems

In this section various scenarios are defined for sessions starting in a 3GPP access system such as EUTRA and the UE moves to a non-3GPP system and vice versa. Note that for the sake of brevity, MME and SSAE-GW are shown together in a single box in the call flows. It is not assumed that these entities are collocated.

5.6.1.1 Non-3GPP to EUTRA Handover with CMIP6 over S2c in Non-Roaming Scenario

In this scenario, the session starts in non-3GPP access system using CMIP6 in a non roaming scenario. Subsequently, the session hands over to a EUTRAN.
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Figure 5.6.1.1-1. Non-3GPP S2c (CMIP6) to 3GPP with S5 (PMIP6) handover
1) The UE performs access authentication and authorization in the non-3GPP access system. The access authenticator is located in the non-3GPP system. The HAAA server in the SAE network authenticates and authorizes the UE for access in the non-3GPP system. The HAAA server sends mip6 bootstrap related information (PDN-GW information) to the authenticator in the non-3GPP access system.

2) The UE performs IPv6 address auto configuration and MIP6 bootstrapping procedures to obtain the PDN-GW address. The UE will use this auto configured IPv6 address as the MIP6 CoA.

3) The UE optionally performs IKEv2/IPsec SA establishment procedures with the PDN-GW. At this stage, the UE obtains an IPv6 address (HoA) from the PDN-GW via IKEv2 INTERNAL_IP6_ADDRESS in the configuration attribute. If Authentication protocol (RFC 4285) is used instead, this step is omitted. It is FFS how the UE bootstraps its HoA if authentication protocol is used. In the IKEv2 exchange the UE sets the IDr field to the desired PDN Descriptor.

4) The UE sends a CMIPv6 BU message to the PDN-GW to register its CoA. The BU is either protected with IPsec ESP SA that was established at step 3, or it is protected by MN-AAA Mobility Message Authentication Option if RFC 4285 is used. The UE includes its identifier in a NAI format in an MN Identification Mobility Option (RFC 4283).

5) The PDN-GW authenticates and authorizes the UE at this step. In case of IPsec, the UE was authenticated and authorized via AAA for CMIP6 service at step 3 (assuming EAP based IKE_AUTH). In case of RFC 4285 based authentication, the HAAA validates the payload in MN-AAA Mobility Message Authentication Option and if validation is successful the HAAA sends the MN-HA key to the PDN-GW for it to compute MN-HA Mobility Message Authentication Option to be used in the BA.

6) The PDN-GW sends back the Binding Acknowledgement to the UE. The BA is protected with either IPsec ESP or with MN-HA MO using RFC 4285.

7) The UE continues with non-3GPP IP service using the IPv6 address (HoA) obtained in step 6.

8) At this point the UE decides to initiate 3GPP attach procedures. The decision is based on any number of reasons e.g. local policies of the UE. The UE performs initial attach procedures as described in section 5.3.2 of TS 23.401. 

9) The optional authentication and authorization takes place with the HSS. Note that any interface for context transfer between non-3GPP access nodes and the MME and SSAE-GW are FFS.

10) The MME sends Create Bearer Request message to the SSAE-GW. In this message the MME passes the MME context ID and the APN to be used and the address of the PDN-GW address to the SSAE-GW. The message also contains information of the UE’s identification to be used for PMIP6 registering with the PDN-GW (e.g. NAI). The SSAE-GW selection procedure is as per TS23.401.

11) The SSAE-GW acts as the Mobile Access Gateway (MAG) and it sends a Proxy BU to the assigned PDN-GW to register a new pCoA (Proxy CoA which is the address of the MAG/SSAE-GW). The PBU should be protected by the pre-established IPsec SA between the SSAE-GW and the PDN-GW. It is FFS whether authentication protocol based PMIP6 operation over the S5 interface is allowed. The PBU contains the MN Identifier extension, PDN Descriptor (FFS: new MO?) among other mandatory fields.

12) Upon receiving the PBU from the SSAE-GW, the PDN-GW ensures the validity of the SSAE-GW’s security association. The PDN-GW also detects that the UE is moving from non-3GPP access to 3GPP access. If this necessitates further authorization by the HAAA/HSS the PDN-GW may perform AAA transactions. The PDN-GW also downloads PCC rules that might have been updated due to change of RAT-type.

13) Upon successfully processing the PBU, the PDN-GW responds back to the SSAE-GW with a PBA. The PBA contains the assigned HoA which is the same HoA the UE was using in non-3GPP access systems.

14) S1-U bearer, Radio bearer, and Attach Completion happen. The UE receives the same IPv6 address i.e. HoA that it was using in non-3GPP access systems.

15) The UE may send a BU to the PDN-GW to de-register its CMIP6 binding that was created while the UE was in non-3GPP access system.

16) The UE continues with the IP services using the HoA as usual.

5.6.1.2 3GPP to non-3GPP Handover with CMIP6 over S2c in Non-Roaming Scenario

In this scenario, the session starts in 3GPP access (EUTRA) using PMIP6 over S5. The session hands over to the non-3GPP access system that does not support PMIP6 (or it is outside the PMIP6 domain) where the UE will receive a different prefix than the one it was using in 3GPP access system. The UE subsequently initiates CMIP6 with the same PDN-GW to maintain the IPv6 session.
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Figure 5.6.1.2-1. Non-3GPP S2c (CMIP6) to 3GPP S5 (PMIP6) Handover
1) The UE performs initial attach procedures as described in section 5.3.2 of TS 23.401. The optional authentication and authorization takes place with the HSS.

2) The MME sends Create Bearer Request message to the SSAE-GW. In this message the MME passes the MME context ID and the APN to be used and the address of the PDN-GW address to the SSAE-GW. The message also contains information of the UE’s identification to be used for registering with the PDN-GW (e.g. NAI). The SSAE-GW selection procedure is as per TS23.401.

3) The SSAE-GW acts as the Mobile Access Gateway (MAG) and sends a Proxy BU to the selected PDN-GW to register the pCoA (Proxy CoA which is the address of the MAG/SSAE-GW) and obtain an address (HoA) for the UE. The PBU should be protected by the pre-established IPsec SA between the SSAE-GW and the PDN-GW. It is FFS whether authentication protocol based PMIP6 operation over the S5 interface is allowed. The PBU contains the MN Identifier extension, PDN Descriptor (new MO) among other mandatory fields. Upon receiving the PBU from the SSAE-GW, the PDN-GW ensures the validity of the SSAE-GW’s security association. The PDN-GW also downloads PCC rules as described in TS23.401.

4) Upon successfully processing the PBU, the PDN-GW responds back to the SSAE-GW with a PBA. The PBA contains the assigned HoA.

5) S1-U bearer, Radio bearer, and Attach Completion happen. The UE receives the IPv6.

6) The UE receives IP services using the assigned IPv6 address over 3GPP access.

7) At this point the UE decides to initiate non-3GPP access procedure. The decision is based on any number of reasons e.g. local policies of the UE.

8) The UE performs access authentication and authorization in the non-3GPP access system. The access authenticator is located in the non-3GPP system (e.g. ASN-GW). The HAAA server in the SAE network authenticates and authorizes the UE for access in the non-3GPP system. The HAAA server sends mip6 bootstrap related information (e.g. PDN-GW information) to the authenticator in the non-3GPP access system.

9) The non-3GPP access system is not PMIP6 capable. Therefore, it sends a RA to the UE with a prefix that is not the HL prefix. The UE performs IPv6 address auto configuration and MIP6 bootstrapping procedures to obtain the PDN-GW address. The UE will use this auto configured IPv6 address as the MIP6 CoA.

10) Since the UE auto configured an IPv6 address that is not the same as the address from 3GPP system, the UE decides to initiate CMIP6 procedures to maintain its IP sessions. The UE performs IKEv2/IPsec SA establishment procedures with the PDN-GW. At this stage, the UE obtains the same IPv6 address (HoA) from the PDN-GW via IKEv2 INTERNAL_IP6_ADDRESS in the configuration attribute. If Authentication protocol (RFC 4285) is used instead, this step is omitted. It is FFS how the UE bootstraps its HoA if authentication protocol is used. In the IKEv2 exchange the UE sets the IDr field to the desired PDN Descriptor.

11) The UE sends a CMIPv6 BU message to the PDN-GW to register its CoA. The BU is either protected with IPsec ESP SA that was established at step 3, or it is protected by MN-AAA Mobility Message Authentication Option if RFC 4285 is used. The UE includes its identifier in a NAI format in a Identification Mobility Option (RFC 4283). [Note that in some non-3GPP access systems, the UE includes the MN-HA Mobility Message Authentication Option since MN-AAA Authentication is not performed in these non-3GPP access systems.]

12) The PDN-GW detects that the UE has moved from 3GPP access (EUTRA) to non-3GPP access.

13) The PDN-GW authenticates and authorizes the UE at this step if Authentication Protocol is used. In case of IPsec, the UE was authenticated and authorized with the HAAA server for CMIP6 service at step 10 (assuming EAP based IKE_AUTH). In case of RFC 4285 based authentication, the HAAA validates the payload in MN-AAA Mobility Message Authentication Option and if the validation is successful the HAAA sends the MN-HA key to the PDN-GW for it to compute MN-HA Mobility Message Authentication Option to be used in the BA.

14) The PDN-GW sends back a Binding Acknowledgement to the UE. The BA is protected with either IPsec ESP or with MN-HA MO using RFC 4285.

15) The UE continues with IP service using the same IPv6 address.

**** End of 1st set of changes ****
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