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Abstract

This contribution discusses the different alternatives for SAE GW selection. 

Discussion
While it is possible to determine the SAE GW to use by means of a priori configuration in the SGSN, MME or non-3GPP access, it would be advantageous to determine the APN needed by the UE at the time of attachment.  This presents a problem, however, in that the attach procedure must be authorized through interaction with a SAE GW.  Before this authorization, the only option remaining to a UE would be to send the APN string in a clear text message.

In this document APN(S) refers to a preconfigured APN string in the HSS or AAA server.  APN(R) refers to an APN supplied by the UE in a request. APN (SGSN) refers to a default APN pre-configured to support a given PDP type by the SGSN. 

For non-3GPP case, the APN (Non-3GPP) refers to a preconfigured APN string which can be used to obtain one default S-SAE GW address, when UE wants to contact EPC via S2a/S2b interface.

1. UE does not send APN in clear text before authentication complete
In this case, the UE cannot supply an APN during an attach procedure until after authentication completes.  Otherwise, the UE would have to send the APN as clear text. If that would be unacceptable, from a security perspective, we are limited to the possibilities discussed in this section.


Alternative 1 HSS/AAA provides the P-SAE GW address
The APN(S) is the APN Network Identifier supplied by the HSS/AAA server, corresponding to the subscription identified by the UE at the beginning of the attach procedure during the authorization step. 

The SGSN, MME and non-3GPP(Non-Direct P-SAE GW access) shall deliver this APN(S) to S-SAE GW when needed, such as when sending an Activate PDP Context Request/Create Bearer Request message. 

The S-SAE GW interrogates DNS using this APN(S) to obtain P-SAE GW address.
The SGSN knows from configuration the default APN supporting a given PDP type. This APN (SGSN) can be used to obtain the S-SAE GW address by DNS interrogation.

The MME knows the address of one default S-SAE GW using several criteria such as network topology, load situation, pool configuration and operator preferences. 

UE can directly connect to PDN GW via S2c interface, or indirectly via S2a/S2b interface at first. For non-Direct P-SAE GW access, where UE uses non-3GPP access to connect to S-SAE GW, non-3GPP access system may be preconfigured with the default APN (Non-3GPP). This APN (Non-3GPP) can be used to obtain the default S-SAE GW address by DNS interrogation. Alternatively, Non-3GPP may be direct preconfigured with the address of one default S-SAE GW.

An UE may have multiple subscription records for the same PDP type and the same PDP address, but with different APN(S). When there is a need to support mobility among 2G/3G, LTE and non-3GPP access without causing SAE GW relocation, the same APN(S) is delivered to the SGSN, MME and non-3GPP. The SGSN, MME and non-3GPP access would have to be pre-configured to use the same S-SAE GW address.
2. UE sends APN in clear text before authentication complete
In this section, we consider two alternatives if the APN can be requested by the UE in clear text before the authorization step in the attach procedure has completed.  Allowing this information to be transmitted before the initial security procedure has completed does have implications that require further consideration by SA3, as discussed below.
2.1 Alternative 1: HSS/AAA provides S-SAE GW address


[image: image4.wmf]P

-

SAE 

GW

S

-

SAE GW

SGSN

APN

(

SGSN

)

MME

S

-

SAE GW address

Non

-

3

GPP

：

Non

-

Direct P

-

SAE GW access

APN

(

Non

-

3

GPP

) 

or S

-

SAE GW 

address

HSS

/

AAA

UE

APN

(

S

)

APN

(

S

)

APN

(

S

)

APN

(

S

)

APN

(

S

)

Non

-

3

GPP

：

Direct P

-

SAE GW access

APN

(

S

)


Alternative 2: HSS/AAA provides S-SAE GW address

The APN(R) is the APN Network Identifier requested by the UE. The SGSN, MME and non-3GPP(Non-Direct P-SAE GW access) shall delivery this APN(R) to S-SAE GW when needed such as Activate PDP Context Request/Create Bearer Request message. 

The S-SAE GW resolves this APN(R) to obtain P-SAE GW address
The SGAN uses the APN(S) prior to APN(SGSN) to derive the S-SAE GW (i.e. GGSN for SGSN) address.
The MME and Non-3GPP(Non-Direct P-SAE GW access) use the APN(S) to derive the S-SAE GW (i.e. GGSN for SGSN) address prior to the default S-SAE GW address.

When there is a need to support mobility among 2G/3G, LTE and non-3GPP(Non-direct P-SAE GW access) systems without causing SAE GW relocation, HSS/AAA server shall provide the same APN(S) to SGSN, MME and non-3GPP to select the same S-SAE GW.
2.2 Alternative 2: HSS/AAA does not provide S-SAE GW address
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Alternative 3: HSS/AAA does not provide S-SAE GW address

The SGSN, MME, and non-3GPP access may determine the APN through pre-configuration, defaults or other criteria as described in the preceding section. Again, unless all these sources agree, SAE GW relocation may result upon mobility between access systems.

Analysis

	
	Alternative 1
	Alternative 2
	Alternative 3

	Alignment with TS23.060 

“APN and GGSN selection” principles
	Not aligned

APN(SGSN) configuration is mandatory. 

SGSN shall use APN(SGSN) prior to APN(S) to obtain S-SAE GW address.
	Not Aligned.

SGSN shall use the APN(S) prior to APN(R) to obtain S-SAE GW address.
	Not Aligned.

SGSN shall obtain S-SAE GW address without using APN(R) prioritizing.

	Security risk caused by

APN(R) sent in clear text before authentication
	No
	Yes
	Yes

	APN/SAE GW address mapping DNS server needs to support APN/SAE GW address mapping 


	Mandatory support: 
Mapping between APN(S) and P-SAE GW address
Mapping between APN(SGSN) and S-SAE GW address; 


	Mandatory:

Mapping between APN(R) and P-SAE GW address 
Mapping between APN(S) and S-SAE GW address; 
Optional:

Mapping between APN(SGSN) and S-SAE GW address


	Mandatory:

Mapping between APN(R) and P-SAE GW address 

Mapping between APN(SGSN) and S-SAE GW address

Optional:

Mapping between APN(S) and S-SAE GW address; 

	Mobility/handover between 2G/3G, LTE and non-3GPP without GW relocation
	Difficult

Pre-configuration work needed to make the SGSN, MME and non-3GPP select the same S-SAE GW


	Easy.

APN(S) is used by the SGSN, MME and non-3GPP
	Difficult

Pre-configuration work needed to make the SGSN, MME and non-3GPP select the same S-SAE GW.




It is clear that no matter which alternatives is to be adopted, S-SAE GW selection is performed by the MME, SGSN and non-3GPP, and the P-SAE GW selection is actually performed by the S-SAE GW. This explains why some of the APNs in the table above resolve to Serving SAE GWs and other APNs resolve to PDN SAE GWs.
It is also clear that no matter which alternatives is to be adopted, current APN and GGSN selection principles specified in TS23.060 need to be changed as illustrated in above table “Alignment with TS23.060, APN and GGSN selection principles”. Considering the flexibility, pre-configuration O&M work needed, it is desirable that alternative 2 is adopted as the final solution, if operator does not see some security problem. 

Conclusion

SA2 is proposed to 

1) Agree on the principles that the S-SAE GW selection is performed by the MME, SGSN and non-3GPP and the P-SAE GW selection is actually performed by the S-SAE GW and associated text proposal:

First Change of TS 23.401

4.3.X Gateway selection
4.3.X.1 Serving Gateway selection function

Serving GW selection is performed by the MME, SGSN and/or by a non-3GPP system.
4.3.X.2 PDN Gateway selection function

· PDN GW selection is performed by the Serving GW by DNS based APN resolution. The requested APN is delivered from MME to Serving GW.
Second Change of TS 23.401
4.4.2 MME
MME functions include:

· NAS signalling

· NAS signalling security

· Inter CN node signalling for mobility between 3GPP access networks (terminating S3)

· Idle mode UE Tracking and Reachability

· Roaming (S6 towards home HSS)

· Authentication 
· Serving GW selection
Third Change of TS 23.401
4.4.3.2
Serving GW

The Serving GW is the gateway which terminates the interface towards E-UTRAN. 

For each UE associated with the EPS, at a given point of time, there is a single Serving GW.

Serving GW functions include:

-
the local Mobility Anchor point for inter-eNodeB handover

-
Mobility anchoring for inter-3GPP mobility (terminating S4 and relaying the traffic between 2G/3G system and PDN GW)

-
Lawful Interception
-
Packet routing and forwarding
-
PDN GW selection
2) Adopt the alternative 2 for SAE GW selection for the case where operator does not see some security problem if UE can supply an APN during an attach procedure before authentication completes, and agree on the following additional text proposal. This fourth change would replace the First Change described above.
Fourth Change of TS 23.401

4.3.X Gateway selection
4.3.X.1 Serving Gateway selection function

Serving GW selection is performed by the MME, SGSN and/or by a non-3GPP system in the following way: 
· The MME and/or SGSN contact the HSS, which can store the APN information of the Serving GW for a UE. If such information is not available, the MME and/or SGSN will select a suitable Serving GW based on configuration information (e.g. Serving GW pools), operator preferences and information such as geographical location and load situation.
· When there is a need to support mobility among 2G/3G and LTE systems without causing SAE GW relocation, the same APN information of the Serving GW is delivered to the SGSN and the MME.
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