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Abstract of the contribution:

IETF Protocols may supply the equivalent semantics and interactions to GTP on the S5 and S8 interfaces.
1  Introduction

This document proposes principles behind an IETF-based variant over S5 and S8.  Specific high level procedure mappings will follow in separate documents, provided the approach presented here is approved.

We define, at the high level, an IETF equivalent of the semantics of GTP.  In some cases, semantics of GTP’s Gn or Gp interface may not be directly appropriate as the protocol between the Serving SAE Gateway (S-SGW) and SAE PDN Gateway (PDN GW) – these situations are called out for discussion.

A comparison of GTP and GTP’ protocol to Diameter [1], PMIP [2] and (possibly) PCRF [3] shows it should be possible to support comparable functionality for both protocol variants on S5/S8.  If there is general agreement to the principles proposed here, we may begin to specify the IETF variant of high level procedures flows over S5 and S8.

S1-U between the EUTRAN and the serving Gateway will be GTP-U based.  Further, 2G/3G interoperation over S3 and S4 will be GTP-based.  It is clear that GTP-based communication will have to be reintepreted as IETF based protocol interactions across S5 or S8 from the serving Gateway to the PDN GW. These issues are discussed in Section 2.3

Stage 3 details are not included, though they are considered in order to justify claims of compatibility of the IETF protocols to GTP and follow the requirements in section 4.5.2.1.

Some functional areas of GTP are out of scope of this document as these signals do not traverse S5/S8.  These include authentication and authorization (S6) and location management (also S6).  Core network element relocation between serving SAE Gateways (S10) will require context transfer, which is considered FFS by this document.  This interface is shown in Figure 1 and 2, but not discussed further here.  It is FFS whether these functions are needed in the non-3GPP access case. MBMS and direct tunnel compatibility aspects are not considered.

2  Discussion
S5 is analogous to Gn, S8 is analogous to Gp.  The GGSN has AAA functions, performed over GTP-C and GTP’.  This contribution proposes that these functions will be handled by Diameter protocol exchanges. GTP-U handles tunnel establishment and management.  It is proposed that PMIP handle those functions. The following table summarizes high level functions provided by GTP and GTP’ over S5 and S8.  

It is not claimed that Diameter and PMIP alone can directly support all the functions of GTP and GTP’ with existing standards.  Where additional standardization in the IETF may be required, a note is added.

	GTP & GTP’ Function
	IETF Protocol Equivalent

	[2.2.1] Session Management (Create Bearer Request/Response, Delete Bearer Request/ Response)

This includes QoS and Charging parameters.
	Diameter provides session management as a core feature of the base protocol.  This allows for assigning stateful parameters to the session and cleaning up on deletion or due to error conditions.

There is disagreement regarding treatment of QoS policy parameters in an IETF based S5/S8.  

	[2.2.2] GTP’ (Record Transfer Request/Response)
	There are two aspects to charging support.  The first is distribution of charging policy.  Second, the communication of charging records.  The latter will probably not occur over the S5/S8 interface, rather over a yet to be determined SAE charging interface.

It must be noted there is a point of disagreement regarding the distribution of charging policy. This is discussed below.

	[2.2.3] Tunnel Management
	PMIP supports tunnel management operations.  Tight coordination between the session management state (signalled by Diameter) and the creation, modification and deletion of tunnels (signalled by PMIP) must be specified.  Essentially, interaction using Diameter will determine whether to create or delete tunnels and PMIP will be used to perform the 


Table 1: GTP and GTP’ compared with IETF Protocols

2.1 Protocol Variant Comparison

The following figures and discussion contrast the GTP and (proposed) IETF variants of S5 and S8.
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Figure 1: GTP-variant of S5 and S8 in Roaming and Non-roaming cases
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Figure 2: IETF-variant of S5 and S8 in Roaming and Non-roaming cases

It is proposed that for control signalling, Diameter will replace functions of GTP-C.  These functions include authentication, authorization, accounting, session management and relocation support in the case of serving gateway to serving gateway hand-off.  For tunnel management, PMIP will be employed.

2.1.1 Protocol Header comparison

A protocol header generally contains essential mechanisms required for communication between peers.  The GTP header in its entirety compared to its Diameter equivalent demonstrate the feasibility of Diameter to support the essential characteristics of the GTP protocol.

	GTP
	Diameter

	TEID of sender and receiver.  These unambiguously identify a tunnel endpoint in the receiving GTP-C or GTP-U protocol entity.  TEID values are exchanged between tunnel endpoints using GTP-C (or RANAP, over Iu) messages. [29.060, Sec. 3.1]
	Diameter endpoints are identified by IP address (or host name that resolves to an IP address).  Diameter messages are not tunnelled – they are sent as an application over an IETF transport.  Endpoints are identified by Origin-Host and Destination-Host AVPs.  Sessions employing tunnels authorized by Diameter are identified using Tunnel-Client-Endpoint and Tunnel-Server-Endpoint AVPs. [RFC 3588, Sec. 6.3, 6.5, 7.4, 7.5)

	Extensibility is possible through extension headers, controlled through the use of header flags.  In addition, optional parameters may be inserted into several commands.
	Extensibility is possible at many levels – flags govern whether extensions (such as AVPs) are optional or mandatory. 

	Sequence Number – this identifies a Request/Response pair for completing and retransmitting GTP interactions between entities.
	The Hop-by-Hop Identifier and the End-to-End Identifier provide sequence numbers for Diameter.  These are constructed by end points to be unique. [RFC 3588, Sec. 3]

	N-PDU Number is used in multiple procedures with distinct semantics depending on the context (it is ‘overloaded’).
	Diameter would require unique AVPs to be defined for each of the following, with specific semantics:

GC-SNDCP-N-PDU-Send-Number AVP
GC-SNDCP-N-PDU-Receive-Number AVP

	Header Extensions used in certain situations

 - PDCP PDU Number Extension Header
 - Suspend Request Extension Header
 - Suspend Response Extension Header
 - MBMS Support Indication Header
 - MS Info Change Reporting Support Indication Extension Header
	New AVPs to be sent in the same situations, e.g.

GC-PDCP-PDU-Number AVP
GC-Suspend-Request AVP
GC-Suspend-Response AVP
GC-MBMS-Support-Indication AVP
GC-MS-Info-Change-Reporting-Support AVP


Table 2: GTP Header compared with Diameter
2.1.2 protocol model comparison

In both GTP-C and Diameter, requests may be initiated by any entity in the mesh.  In both cases, requests are coupled with a response message and retransmitted in the case of timeout.

GTP uses path maintainance to provide robustness.  Diameter has an equivalent mechanism - in that it sends watchdog requests/answers where GTP sends echo requests and responses.  Diameter also supports a failback function, where peers attempt to reestablish broken associations.  Further, Diameter may employ SCTP which adds to transport robustness in that it prevents head of line blocking and far more robust detection of failure than TCP allows.

Diameter supports a request routing table in which peers can be discovered or resolved using DNS as needed.  This allows a dynamic topology between Diameter Clients, Proxies and Servers.  Further, the ability to introduce redirection servers simplifies deployments (as Diameter supports a 'SLF-like' ability.)

2.2. IETF Protocol Support for S5 / S8

2.2.1 Session Management

Diameter uses sessions to denote a particular authorized access and to associate all related state together.  When the session fails or is terminated, this state is cleaned up and the AAA server may retain a record of this (either when state management events are linked with accounting or when the state managed by the AAA server includes the current status of a given subscriber).  Sessions may also be modified over time.  The purpose of the session is to control the possibility and properties of network access as well as what information is captured (accounting).  There is a very strong affinity for this state management approach and that of GTP PDP contexts on the one hand and SAE Bearers on the other.  

A full mapping of GTP PDP context and SAE bearer properties to Diameter is beyond the scope of this document, but can be supplied as a follow up document.  It is claimed here that Diameter based session management is sufficient to capture GTP session properties.

2.2.2 Accounting

Charging will occur over Rf (for off-line charging) and Ro (for online charging).  Charging policy must be put in place in order to control the Serving SAE GW.  It is FFS whether this policy will be transmitted by means of PCRF via S7 to the Serving SAE GW or by means of a diameter based S5 or S8.
In GPRS, accounting information passed from the SGSN to the GGSN by means of the Gn and Gp interface.  This is not expected to be maintained in the SAE architecture.

2.2.3 Tunnel Management

PMIP supports the creation of tunnels from a router (with which a mobile node shares a link) to a mobility anchor (i.e. a mobile IP home agent).  In the context of this document, the router is the Serving SAE Gateway and the mobility anchor is the PDN SAE Gateway.  PMIP can be used to establish tunnels from the Serving SAE Gateway as a UE attaches to the network or when core node relocation occurs.

The possibility and details of forwarding between Serving SAE Gateways using PMIP to control tunnels are FFS.

Authorization and location registration of UEs are handled between an MME and the HSS not the Serving SAE Gateway and the PDN SAE Gateway. This means that the authorization and location registration functions of PMIP will need to coordinate with and leverage the decisions already arrived at.  This tunnel authorization information could be provided to the PMIP agent by Diameter messages if necessary.  Tunnel management features in the Diameter Network Access Server Application [4] include configuration and security of tunnel end points.

2.3 Protocol translation

Support of an IETF variant protocol on S5 and S8 implies that protocol translation will occur in the Serving SAE GW.  In Figure 2 above S1 and S4 are GTP-based, while S5 or S8 may be IETF based.  It will be possible for procedures to traverse a 'translating gateway' without change to the procedure.  Individual procedure steps in each case will be defined for the IETF variant to match the GTP case.  As presented in Table 2, it is possible to map the sequence numbering and request/reply routing using Diameter.  The translating entity would need to keep GTP state for one interface and Diameter state for the other, but the message semantics can be preserved.

References

[1] IETF, RFC 3588, Diameter Base Protocol

[2] IETF Internet Draft, draft-sgundave-mip6-proxymip6-02, "Proxy Mobile IPv6"March 2007
[3] 3GPP TS 23.203, V7.2.0, " Policy and charging control architecture"

[4] IETF, RFC 4005, Diameter Network Access Server Application

[5] IETF Internet Draft, draft-calhoun-diameter-res-mgmt-08.txt, "Diameter Resource Management Extensions", March 2001 (expired) - see http://www1.tools.ietf.org/html/draft-calhoun-diameter-res-mgmt-08

Proposal

We seek agreement to the following principles.  In order to support the IETF variant of S5 and S8:

· use Diameter [1] session management

· use PMIP [2] for tunnel management

· leave it open whether to use Diameter parallel to S5/S8 or PCRF [3] via S7 for maintaining QoS related state in the serving SAE gateway.
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