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Abstract of the contribution:

This contribution proposes to clarify whether network-based VPN shall be supported in SAE.

1
Discussion

There are basically two ways for providing a VPN service in cellular environment:
· Client-based VPN, and

· Network-based VPN.

With client-based VPN there is an IPsec tunnel established between the UE and the external private PDN. The underlying service provided by the cellular operator in this case is plain Internet access. All the data transferred inside the VPN tunnel are encrypted end-to-end, and the cellular operator is neither involved in the tunnel setup process, nor has access to the encrypted data. This approach incurs additional overhead on the radio due to the IPsec header, which may be an issue in bandwidth-limited environment. In the specific case of I-WLAN with ePDG, this approach would imply an IPsec-in-IPsec tunnelling over the radio.
With network-based VPN the UE establishes normal IP connectivity to a specific PDN GW (or GGSN or PDG) which is pre-configured for access to a particular external private PDN. This PDN GW (or GGSN or PDG) is typically pre-configured with secure layer 2 tunnels connecting it to the private PDN. The user sends its credentials for access to the private PDN as part of the default IP connectivity setup (e.g. Protocol Configuration Options in Create PDP Context, or multiple EAP exchanges in IKEv2 payload in case of I-WLAN). The cellular operator takes part in the authentication process (e.g. GGSN or PDG talking to an external RADIUS server in order to authenticate the user) and also takes part in the ciphering of data transmitted over the radio. In this approach there is no additional overhead, contrary to the client-based VPN.
The reason for recalling the difference between the two here is because there were some proposals in the past (on a different but related topic – PDN GW selection) which would have implicitly banned support for network-based VPN in SAE e.g. by mandating that there shall be only one PDN GW per UE. With only one PDN GW per UE it is clearly impossible to support network-based VPN because it is impossible or impractical to have all the PDN GWs in a network pre-configured for access to all external private PDNs. 
During online and offline discussions in Warsaw we have got the impression that the network-based VPN feature (which is a R99 feature and is supported in both GPRS and I-WLAN) was perceived as obsolete and may not be needed by operators with SAE, possibly because the increased LTE radio capacity is perceived as a compensation for the additional overhead incurred by client-based VPN. We would like to note though that SAE is not only about LTE, but also about 2G and 3G access, in which case the additional overhead incurred by client-based VPN model may be an issue.
2
Proposal

On the basis of the discussion in the previous section, it is proposed to explicitly re-confirm whether network-based VPN shall be supported in SAE.
Corollary: if support for network-based VPN in SAE is re-confirmed, we believe that support for multiple PDN GWs per UE is also confirmed.
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