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Abstract of the contribution: Current IPv6 address allocation mechanism does not force the UE to use the interface identifier assigned by the network to generate the full IP address which makes it difficult to identify a UE via the IP address.
INTRODUCTION

Currently, as specified in section 9.2.1.1 in TS 23.060, the GGSN shall assign a prefix that is unique within its scope to each PDP context applying IPv6 stateless address autoconfiguration. A given prefix shall not be advertised on more than one PDP context on a given APN, or set of APNs, within the same addressing scope. The GGSN shall be configured to advertise only one prefix per PDP context. The structure of full IPv6 address looks like figure 1.
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Figure 1  Structure of Full IPv6 Address with Current Stateless Mechanism

With this method, the network could not easily recognize the identity of the UE via the IP address.

The stateful IP address allocation allows a DHCPv6 server to assign a full IPv6 address to the UE but since the DHCPv6 server do not have the identity information of the UE, the assigned IPv6 address could not be corresponded to the identity without modifications to the current method.
In the context of SAE GW, it is possible to find a better way. One possible improvement is to allow the SAE GW generate the lower-64-bits for the UE via the MS-ISDN, IMSI or other UE identity and mandate the UE to use the interface identifier sent by the SAE GW.
The algorithm to generate the lower-64-bits of the IP address should has the following characteristics.

1) Enable one-to-one mapping from MS-ISDN, IMSI or other unique UE id to the lower-64-bits to eliminate the necessity of Duplicate Address Detection..
2) Avoid the 3rd party to discover the UE’s identity from the IP address by using a secret key in the generation.
3) The servers owned by the operator, e.g. the MMS server, can discover the UE’s identity from the IP address by sharing the secret key between servers and GGSN or inquiring a database.

4) The secret key can be changed.

PROPOSAL

It is proposed to specify the new method on IP address allocation in TS 23.401.
*******************************************************Start of Changes*************************************************
5.3.1
IP Address allocation

One of the following ways shall be used to allocate IP addresses for the UE: 
a)
The HPLMN allocates the IP address to the UE when the default bearer is activated (dynamic HPLMN address);
b)
The VPLMN allocates the IP address to the UE when the default bearer is activated (dynamic VPLMN address); or
c)
The PDN operator or administrator allocates an IP address to the UE when the default bearer is activated (External PDN Address Allocation).
Editor's Note: It is FFS whether permanent (static) IP address allocation by the HPLMN will be supported in SAE.
The IP address allocated for the UE's default bearer shall also be used for the UE's dedicated bearers towards the same PDN. The IP address allocation for the multiple PDN SAE GW case is FFS.

It is the HPLMN operator that shall define in the subscription whether a dynamic HPLMN or VPLMN address may be used.

The SAE GW shall be able to check whether the UE uses exactly the assigned IP address if there is a need to prohibit IP address spoofing.
In the case of IPv6 address allocation, the SAE GW allocates not only the prefix (in the higher-64-bits) but also the interface identifier (in the lower-64-bits) for the UE and the UE should use the interface identifier to generate its link-local and global addresses. The network should be able to map the interface identifier into the UE’s identity while the 3rd party is not able to. The servers owned by the operator should be able to get the UE’s identity by sharing the secret key for getting the UE’s identity or by inquiring a database.
********************************************************End of Changes************************************************
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