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1
Introduction
In the discussion about where to terminate downlink packets in idle mode, various companies have expressed concerns about the “user plane” and/or “buffering” being added to the MME. This document attempts to show that these concerns can be overcome
2
Nature of downlink traffic in idle mode
While the UE is in idle mode, network operators do not what unsolicited spam to be sent on to the mobile as this wastes radio resources and causes the customer to be charged for ‘useless’ data.
Typically, therefore a Firewall would be implemented on the SGi reference point. When the mobile is in idle mode, for example, only downlink packets from the network’s IMS or MMS servers would pass through the firewall. With downlink packet termination in idle mode on the MME, the MME only receives a very small “user plane load” and has minimal buffering requirements.
Other packets that would pass this firewall are those that were requested/sent around the time the mobile lost coverage and dropped to idle mode. By examination of the packet type, the MME can easily adopt an appropriate paging strategy.
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Figure 1: Firewall on SGi
For fixed access, or for an “ultra low cost Gateway”, it could be argued that the SGi firewall is unnecessarily complex. In this case an alternative is shown in Figure 2, where a Firewall on S11 is used. Here the Firewall needs much less throughput capability and ought to be obtainable at low cost.
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Figure 2: Firewall on S11

If the MME is physically combined with a 2G SGSN and/or a non-direct tunnel 3G SGSN, the firewall cannot be placed on the combined S11/S4. However, in these cases the SGSN/MME definitely has a user plane and existing buffering capability!
3
Proposals

a) the above discussion shows that sensible use of firewalls – that are anyhow probably needed for other purposes – can minimise the buffering and user plane requirements on the MME when it terminates the idle mode packets
b) firewall usage should be discussed in more detail and documented in TS 23.401 (and possibly 23.060 and 23.402).
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