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Abstract of the contribution:

A first introduction to the cable network deployment scenarios was given a S2#56b (S2-070698), where both the main requirements were addressed as well as some potential solutions. A number of comments were given related to the different solutions, and, in particular, security was seen as one area that needed more clarifications (and SA3 involvement). This contribution tries to progress the work on the Cable Client and Deployment Aspects by segmenting the problem space and analyzing further the parts that SA2 can progress without direct SA3 feedback. 
Problem Space

When analyzing, our understanding of the requirements for Cable Client and Deployments, two distinct problems can be identified that need to be addressed. The first problem is to configure an off-the-shelf client, which does not include any user profile related information, with an updated client user profile. The second problem is to maintain the client with updated configuration during the lifetime of the subscription. 
These two procedures have different requirements, and may also be addressed almost independently. In many existing systems today, these procedures are separated, such as in GSM, where the initial bootstrapping by sending out the UICC is separated from the procedure of subsequent device management (using e.g., OMA DM). 
In the following, the main requirements for the two different problems are recaptured, the proposed solutions are summarized (with some additional ones), and the main issues brought forward so far are also captured. 
Initial Bootstrapping procedures

The initial bootstrapping procedure is configuring a client without any operator specific configuration with client user profile for a specific operator. This procedure will then need to be a initiated from the client when being activated, where the client asks the network for the profile. 
The key requirements listed in S2-070698 which applies specifically to the initial bootstrapping are:
· The customer should be able to purchase a client without operator pre-configuration. Cable operators can verify the authenticity of the client using manufacturer supplied credentials. This frees the network operator from the expense of pre-configuring products prior to subscription activation. Products travel directly from manufacturer to a retail outlet to the customer without the cable operator needing to intervene. 

· The network operator should be able to push a full service profile to the customer’s product and activate the user’s subscription for the client over the cable network. Subscription and service profile data can be created and activated on an as-needed basis when customers request service.

For the initial bootstrapping procedure, the requirement to support NAT traversal is likely not necessary since the device will initiate the bootstrapping procedure and receive an initial configuration as part of the generated response. This initial configuration should contain sufficient information so that the client can use the subsequent management procedures. In this situation of a single request-response method, any NAT would not be a factor since long-term connectivity is not needed for bootstrapping.
In general, for the initial bootstrapping procedures, a number of questions may need to be addressed in respect to security such as how the device/user is authenticated etc. This is, however, outside the scope of this paper and is something that may need to be addressed by SA3.

In the table below, the alternatives discussed during SA2#56b are briefly listed and that may be used for initial bootstrapping.
	Solution
	Overview of solution and initial pros/cons discussed

	SUBSCRIBE before REGISTER
(described in S2-070698)
	This solution is based on the principle that the client sends a SUBSCRIBE towards the configuration server before being registered to IMS, and then receives the initial information for configuration in the response back. The response may include a xdiff pointer which allows the client to download the correct XCAP document (over HTTP/XCAP). 

The IMS system will need to be enhanced to allow that a SUBSCRIBE message can be sent from an unregistered client, as well as enhanced to be able to route a message from an unregistered client to an AS. 
Two main concerns were discussed during SA2#56b which relates to the initial bootstrapping part are:

· Security concern to allow unauthenticated requests to be routed through IMS to an AS (as this might open up for DoS attacks etc). This particular concern need to be handled by SA3.
· General Routing principle. By allowing messages to be routed through IMS from an unknown and unregistered client will require changes to the current IMS routing. 



	Direct configuration (HTTP)

(described in S2-070698)
	This principle is based on that the client contacts the configuration server directly for the initial bootstrapping e.g., utilizes XCAP. This alternative would then not affect the current IMS core. In this case it might also be possible to make a direct use of the client credentials for authentication between client and configuration server (may need further analysis in SA3). 


	Direct configuration (SIP)
	This principle is based on that the client contacts the configuration server directly for the initial bootstrapping using SIP. This alternative would then have similar characteristics as the HTTP solution. This alternative was briefly brought up as an alternative to the SUBSCRIBE before REGISTER, but without the need to impact the IMS core. In the case a SIP based method is used for subsequent management, this method may be beneficial to be able to have similar procedures both for initial bootstrapping and subsequent management. 
An extension to this would be to use OMA DM for the configuration as such. 




Subsequent management of Cable clients

The subsequent management of the cable clients will ensure that a client which is authenticated and registered to the network can be further managed and updated with current information needed by the operator. In this part of the process there may be a need for the operator to be able to notify the client whenever an update is available rather than that the client constantly tries to pull information to avoid unnecessary load on the system and ensure promptly updates.
The key requirements listed in S2-070698 which applies specifically to the subsequent management are:

· The cable operator should be able to further manage and update the client service profile over the lifetime of the subscription. 

· In addition, the client configuration process and service activation process must accommodate a customer installed NAT between the client and cable operator network.

In the table below, the alternatives discussed during SA2#56b are briefly listed and that may be used for subsequent management.
	Solution
	Overview of solution and initial pros/cons discussed

	Basic SIP model
(described in S2-070698)
	This alternative allows the client, after being registered and authenticated to IMS, to subscribe to a configuration service (as any other service). When an update is needed, the UE is notified of the updates. One of the main advantages of the SIP based approach is that both the IMS authentication and NAT traversal methods are reused. 


	Separate SIP infrastructure

(described in S2-070698)
	This alternative required a completely parallel SIP infrastructure to IMS only to support the dynamic configuration (and to be able to provide the NAT traversal etc).This would in practice be extremely costly. 


	Non-SIP based

(described in S2-070698)
	The non-SIP alternative allows the use of e.g., HTTP for subsequent configuration. The main drawback with this alternative is the NAT traversal handling, in particular for network initiated requests. This alternative would also potentially require the clients to implement HTTP server functionality to handle incoming requests which would be addition to existing functionality.


	OMA DM / SIP push
	This alternative is similar to the "Basic SIP model" in respect to the re-use of IMS, but with the addition that SIP push is used as well as OMA DM for the management of the clients.  The advantage of this would be to reuse current ongoing OMA work.



Conclusion / Way forward
In order to progress the Cable Client and Deployments work in SA2, it is proposed to first breakdown the problem space into two parts, the initial bootstrapping and the subsequent management of the clients. 
It is suggested that SA2 focuses the discussion on the parts that have no special security implications (and leave such discussion for SA3). However, non-security related aspects of the different solution should be further discussed. 
It is further suggested that SA2 tries to reduce the number of proposals from a SA2 perspective, and then further elaborates on the pros and cons for any remaining alternatives. 
3GPP

SA WG2 TD


