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This paper proposes the use of MOBIKE between the UE and the ePDG to be able to support fast handovers between Non-Trusted Non-3GPP Access networks. Moreover a reference point between the UE and the ePDG is proposed to clarify that there is signalling (IPSec) between them.
1. Introduction
Handover between untrusted non-3GPP access networks with minimum latency and minimal signaling is a target for SAE. MOBIKE [3,4] is an extension of IKEv2 that can be used to indicate to an IPSec peer the change of local IP address. In the SAE architecture this can be used for fast handovers between Non-Trusted Non-3GPP access networks.
2. Discussion
2.1 Handover Scenario for PMIP
PMIP employed over S2b is different from the standard case, as described in [2]:
1. the Proxy MIP Agent (PMA) does not reside on the real access router (AR), but on ePDG (which is not the first IP router, seen from the UE), 

2. the AR does not perform the part of PMIP which fakes the UE with its home link,
3. UE needs to acquire a local IP address, in addition to its home address (this is a consequence of the above items), 
4. the IPSec tunnel provides a virtual layer 2 connection between UE and ePDG, 
5. the UE is involved in explicit mobility signaling, though not via the standard mobility signalling protocol MIP, but IPSec/IKEv2.

The situation is shown in fig. 1 for PMIP. Before the handover already an IPSec tunnel already exists (set up during attachment or in course of a previous handover). It would be very inefficient and introduce unacceptable latency if it was necessary to tear down the old IPSec tunnel and create a new one from scratch. Fortunately a ready solution exists: MOBIKE [3], [4].

[image: image1]
Figure 1: scenario for handover between untrusted non-3GPP access networks (based on PMIP and without change of ePDG)
2.2 Handover Scenario for CMIP
In case of CMIP above items 1 and 2 are not relevant, and item 5 is to be changed: the UE is involved first in explicit mobility signaling to ePDG via IPSec/IKEv2, and subsequently in MIP signaling with HA.
The corresponding graph for CMIP is shown in fig. 2.


[image: image2]
Figure 2: scenario for handover between untrusted non-3GPP access networks (based on CMIP and without change of ePDG)

2.3 MOBIKE and Related Enhancements in Mobility Procedures
MOBIKE solves the problem of multihoming and mobility support for IKE signalling, which in turn is the basis for management of IPSec tunnels. It does so by providing means to handle changes of IP addresses and more than one IP address per peer (endpoints of the tunnel). A typical high level message flow, according to section 2.2 in [4] and mapped to the SAE entities, is given in fig. 3:


[image: image3]
Figure 3: high level message flow for signalling, including UE’s IP address change, with MOBIKE
The above concept is to be applied to the attachments in an untrusted non-3GPP access NW  
In the current NW attachment flows the indication for MOBIKE support (block 2 of fig. 3) needs to be included. As the current, limited level of detail does not show IKE messages, it should be sufficient to insert the following text in the description of step 1 (IKEv2 tunnel authentication and setup) in both sections 5.5.1.1.1 and 5.5.1.1.2 of [1]:

The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE.

Message flows for handover are currently left FFS, but would implement blocks 3 and 4 of fig.3.

Because IPsec/IKEv2 related signaling occurs directly between the entities ePDG and UE we argue that a new logical reference point (Wu*) is required.

3. Proposal
The following changes are proposed for TS 23.402:
Start of First Change 
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End of First Change 

Start of Second Change 

4.2
Architecture Reference Model

4.2.1
Non-Roaming Architecture
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Figure 4.2.1-1. Non-Roaming Architecture for non-3GPP Accesses within SAE

4.2.2
Roaming Architecture


[image: image7]
Figure 4.2.2-1. Roaming Architecture for non-3GPP Accesses, Home Routed

Editor’s Note: impacts from Direct Tunnel architecture need to be considered in the architecture diagrams.
Editor’s Note:  the Roaming architecture for the Visited Services scenario and bearer traffic local breakout for the Home Services scenario needs to be included in this specification. 

4.3
High Level Functions

<This section explains the high level functions (eg charging, encryption) used for SAE enhancements>
4.4
Network Elements

<This section explains network elements of SAE enhancements and functions allocated to each network element>
4.4.1 
EUTRAN
EUTRAN is described in detail in TS 36.300 0.
4.4.2 
MME 

The details of functionality of MME are described TS 23.401[4].
4.4.3 
SAE GW

4.4.3.1 
General

Two logical SAE GWs exist:
· Serving SAE GW
· PDN SAE GW
The functional split of PDN SAE GW and serving SAE GW is described in TS 23.401 0.
4.4.3.2 
Serving SAE GW

The functionality of the serving SAE GW is described in TS 23.401 0. In addition to the functions described in TS 23.401 0 for the case of roaming when the non-3GPP IP accesses connected to the VPLMN, the Serving SAE GW includes function of a local non-3GPP anchor.  

4.4.3.3 
PDN SAE GW

PDN SAE GW functionality is described in TS 23.401 0. In addition to the functions described in TS 23.401 0, the PDN SAE GW functions includes user plane anchor for mobility between 3GPP access and non-3GPP access.

4.5
Reference Points

4.5.1 
List of Reference Points
The description of the reference points:

Editor’s Note:    Once the architecture diagrams are stable in this specification and in TS 23.401, the reference point names need to be updated to remove either the letters or only keep a number series, e.g. S6a replaced with Sn where there is only either a digit or a letter.
S1-MME, S1-U, S3, S4, S10, S11:
these are defined in [4].

S2a:
It provides the user plane with related control and mobility support between trusted non 3GPP IP access and the SAE Gateway.

S2b:
It provides the user plane with related control and mobility support between ePDG and the SAE Gateway. 
S2c:
It provides the user plane with related control and mobility support between UE and the SAE  Gateway. This reference point is implemented over trusted and/or untrusted non-3GPP Access and/or 3GPP access. 

S5:
It provides user plane tunneling and tunnel management between Serving SAE GW and PDN SAE GW. It is used for Serving SAE GW relocation due to UE mobility and in case the Serving SAE GW needs to connect to a non collocated PDN SAE GW for the required PDN connectivity.
S6a:
This interface is defined between MME/UPE and HSS for authentication and authorization. It is defined in 0.
S6c:
It is the reference point between SAE Gateway in HPLMN and 3GPP AAA server for mobility related authentication if needed.  

S6d:
It is the reference point between SAE Gateway in VPLMN and 3GPP AAA Proxy for mobility related authentication if needed.  
S7:
It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement Point (PCEF). The allocation of the PCEF is FFS. 
S8b:
It is the roaming interface in case of roaming with home routed traffic. It provides the user plane with related control between SAE Gateways in the VPLMN and HPLMN.
S9: 
Indicates the roaming variant of the S7 reference point for the enforcement in the VPLMN of dynamic control policies from the HPLMN.
SGi: 
It is the reference point between the SAE Gateway and the packet data network. Packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. for provision of IMS services. This reference point corresponds to Gi and Wi functionalities and supports any 3GPP and non-3GPP access systems.
Wa*:
It connects the Untrusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization and charging-related information in a secure manner. Differences compared to Wa as defined in 0 are FFS.  

Ta*:
It connects the Trusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization and charging-related information in a secure manner. 

Wd*:
It connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server. Differences compared to Wd as defined in 0 are FFS.

Wm*:
This reference point is located between 3GPP AAA Server/Proxy and ePDG and is used for AAA signaling (transport of tunnel authentication and authorization data). Differences compared to Wm as defined in 0 are FFS.

Wn*:
This is the reference point between the  Untrusted Non-3GPP IP Access and the ePDG. Traffic on this interface for a UE initiated tunnel has to be forced towards ePDG. The existence of an entity corresponding to WAG in I-WLAN and its impact on Wn* is FFS.

Wu*
This is the reference point between the UE and the ePDG.
Wx*:
This reference point is located between 3GPP AAA Server and HSS and is used for transport of authentication data. Differences compared to Wx as defined in 0 are FFS.

Usage of S6, S8 and S9 for providing visited network with static/dynamic policies is FFS.

It is FFS if the two depicted S7 interfaces are different or not.

S1 interface for LTE is the same for both the architectures.

Protocol assumption:

-
S2a interface and S2b interface are based on current or future IETF RFCs. S2a and S2b are based on Proxy Mobile IP and/or Client Mobile IP in FA Mode. (The exact protocol decision is FFS)
-
S2c is based on Client Mobile IP co-located mode. (The exact protocol decision is FFS)
-
The S5 interface between the MME/UPE and the SAE Gateway, S8b and S2a/S2b interfaces are based on the same protocols and differences shall be minimized. The S5 interface is based on current or future IETF RFCs. The GTP variant of S5 interface is described in TS 23.401 0.

-
S8b interface is based on current or future IETF RFCs. The GTP variant interface (S8a) is described in TS 23.401 0.
- 
Wu* interface is based on IKEv2[9] and MOBIKE[11].
The SAE System shall allow the operator to configure a type of access (3GPP or non-3GPP) as the “home link” for Client Mobile IP purposes. 

Note that redundancy support on reference points S5 and S8b should be taken into account.

End of Second Change 

Start of Third Change 
5.5.1.1 
Initial Attach on S2b

This section is related to the case when the UE powers-on in an untrusted network via S2b interface. Section 5.5.1.1.1 describes the case when network based mobility management mechanism is used and Section 5.5.1.1.2 when host based mobility management mechanism is used.
5.5.1.1.1
Initial Attach procedure with PMIPv6 for non-roaming
In the non-roaming case, PMIPv6 0 is used to setup a PMIP tunnel between the ePDG and the PDN SAE GW.  It is assumed that Proxy Mobility Agent (PMA) is collocated with ePDG.  The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the PMA functionality on the ePDG.
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Figure 5.5.1.1.1-1. Initial attachment when Network based MM mechanism are used over S2b for non-Roaming

Note: 
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network.  This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel with may be discovered via DNS query or can be statically configured. The exact mechanism is left FFS. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 0.

2)
The ePDG sends the Proxy Binding Update message to the PDN SAE GW.  The proxy binding update message shall be secured. 


Editor’s note: How APN is resolved to a PDN SAE GW is FFS.  If APN should be included in this step is FFS.


Editor’s note: How the Proxy Binding Update message is secured is FFS.

3)
The PDN SAE GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN SAE GW allocates an IP address for the UE.  The PDN SAE GW then sends a proxy binding ack to the ePDG, including the IP address allocated for the UE.


Note: If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.


Editor’s note: Whether the PDN SAE GW should inform the 3GPP AAA server/HSS that it is serving the UE is FFS.  It is FFS which entity stores the allocated PDN SAE GW IP Address.

4)
After the BU is successful, the ePDG is authenticated by the UE.

5)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

6)
IP connectivity from the UE to the PDN SAE GW is now setup.  Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN SAE GW. From the PDN SAE GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN SAE GW. The PDN SAE GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.

5.5.1.1.2
Initial Attach procedure with DSMIPv6 for non-roaming

This section is related to the case when the UE powers-on in an untrusted network via S2b interface and host based mobility management mechanism is used. Dual Stack MIPv6 0 is used for supporting mobility over S2c interface.
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Figure 5.5.1.1.2-1. Initial attachment when Host based MM mechanism are used over S2b for non-Roaming

The UE is authenticated and authorised to access the Untrusted Non-3GPP Access network, After the authentication, UE is configured with Local IP Address from the access network domain. Local IP Address is used as Source IP address to initiate Tunnel Establishment Procedure using IKEv2 [9].

1)
The IKEv2 tunnel establishment procedure is started. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 0.


Editor’s note: The IP address discovery of the ePDG is FFS.


Editor’s note: How APN is resolved to a PDN AGW is FFS. If APN is involved in PDN AGW selection is FFS.


Editor’s Note: If a relation between ePDG discovery and PDN AGW discovery is required is FFS. 

2)
The ePDG sends the final IKEv2 message with the assigned IP address in IKEv2 Configuration payloads.

3)
IPsec Tunnel between the UE and ePDG is now setup.

4)
The security association is established between UE and PDN AGW to secure the Binding Update messages between UE and PDN GW.


Editor’s note: Protocols for Security Association Setup and PDN AGW IP Address Configuration is FFS.

4)
The UE sends the Binding Update message to the PDN AGW.  The Binding Update is as specified in 0

Editor’s Note: It is FFS how the UE is informed of the allocated PDN AGW IP address.
5)
The PDN AGW processes the binding update and creates a binding cache entry for the UE.  The PDN AGW allocates an IP address for the UE.  The PDN AGW then sends a binding ack to the UE, ‘including the IP address allocated for the UE.

Note: If UE requested for both IPv4 and IPv6 addresses, both IPv4 and IPv6 addresses are allocated. In the case only IP address of either IPv4 or IPv6 is requested, then IP address of only the requested IP version is allocated.

6)
The IP Connectivity is now setup. 


Editor’s note: It is FFS, if AAA Server/HSS are updated of the service provided by the UE.

End of Third Change 
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