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Abstract of the contribution:

This document provides a brief overview of security requirements for cable clients and deployment models related to authentication of the client and signalling security between the client and the network. An analysis of impacts to the IMS and 23.228 is discussed. Feedback from SA2 on impacts to 23.228 and approval of a recommended course of direction by SA2 is requested. 
Brief Summary of Requirements
Cable deployments include client types not currently addressed within 3GPP IMS specifications. Cable client types include:
· Embedded client types within cable modem equipment
· Software-based Clients that are retrieved, or installed, on computing platforms that are not under cable operator control
· Clients that may use different physical layer technologies to access the cable network (e.g., DOCSIS, WiFi, Ethernet)

· Clients that can connect via NAT and/or Firewall devices
In order to support this range of cable client types and deployment environments, the IMS needs to be enhanced to support alternative types of client credentials. There is no mandatory requirement for any given cable subscription to support more than one authentication mechanism.  A framework is required capable of supporting the following minimum types of credentials within the cable environment:

· ISIM or USIM within an UICC

· Username and Pre-shared key

· Digital Certificates

Additional signalling security techniques are needed to reflect the variety of cable clients and cable platforms for deployments, including clients installed on computing platforms that are not under the control of the cable operator.
Architectural Implications for the IMS
To address the authentication requirements of cable clients and deployments, CableLabs is pursuing username/pre-shared key via SIP Digest as alternative credential types within SA3. These credentials are used as alternative authentication mechanisms for network registration and subsequent service requests. 

CableLabs is also pursuing TLS as a signalling security alternative between the UE and the IMS network in support of cable deployments with clients on a variety of platforms. 

CableLabs is currently working with SA3 to address the IMS security architecture implications of supporting Username/pre-shared key via SIP Digest and TLS. CableLabs plans to work with SA3 to address certificates in upcoming meetings. Changes to IMS security specifications for these enhancements are being proposed and discussed within SA3. 
CableLabs does not, however, believe that the introduction of SIP Digest and TLS within SA3 security specifications requires changes to the IMS reference architecture identified and described in 23.002 and 23.228. Existing text within 23.228 on security requirements between the UE and P-CSCF is sufficiently broad to accommodate a number of security protocols including SIP Digest, certificates and TLS, so long as the protocols meet the 3GPP security specifications referenced in 23.228.  Therefore, no changes to 23.228 or related non-security stage 2 IMS specifications are required to incorporate SIP Digest and TLS. Attention is focused on updates to the security specifications referenced by 23.228.
More specifically, sections 4.8 and 5.1.2.1 from 23.228 include references and security requirements for UE communications with the IMS network as copied below for easy reference:
4.8
Security Concepts

IM CN Subsystem functional elements provide security, as needed, by security methods defined in TS 33.203 [19] and TS 33.210 [20]. If interacting with external Networks, Security Associations are provided in accordance with operator policy.
5.1.2.1
Assigning a Serving CSCF for a user

In order to support the S CSCF selection described above and to allow the S CSCF to perform its tasks, it is required that the following types of information be transferred between the CSCF and the HSS:

1
The Cx reference point shall support the transfer of CSCF-UE security parameters from HSS to CSCF.

-
This allows the CSCF and the UE to communicate in a trusted and secure way (there is no à priori trust relationship between a UE and a CSCF)

-
The security parameters can be for example pre-calculated challenge-response pairs, or keys for an authentication algorithm, etc.

These sections provide a general construct and reference base for SA3 security specifications, but do not define the IMS security architecture which drives security protocol selection. As such, CableLabs believes that no changes are required to 23.228 should SA3 decide to include SIP Digest, certificates and TLS in IMS security specifications. In summary, no changes to 23.228 are needed for the sake of SIP Digest or TLS. SIP Digest and TLS are security architecture topics that should be addressed by SA3 in IMS security specifications (33.x documents). CT1 may need to update 24.229 procedures accordingly should SA3 decide to include SIP Digest and TLS.
Recommended course of action in SA2

CableLabs requests that SA2 formally document in the meeting minutes the following consensus reached by SA2. These minutes can then be referenced by SA3 or CT1 if needed. 
SA2 believes that cable client requirements related to (1) user name/pre-shared keys via SIP Digest, (2) certificates and (3) TLS are security architecture concerns and need to be handled by SA3. SA2 does not recommend whether or not to include these security mechanisms the IMS security specifications for cable deployments. SA2 has determined that no changes to 23.003 or 23.228 are needed if SA3 decides to incorporate SIP Digest, certificates and TLS into IMS security specifications for the sake of cable deployments. It is also recognized that procedures in 24.229 may need to be updated by CT1 depending on the disposition of these requirements by SA3. 
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