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Abstract of the contribution: A signalling flow for SAE attachment over LTE access is proposed. 
1 Introduction
We propose a signalling flow for attachment to the SAE system over LTE access. We apply the following general principles.
· The SAE attachment signalling flow is in line with the attachment procedure in 23.060. However, as agreed in 23.882 section 7.13, default bearer establishment shall be combined with the attachment procedure. 

· When the UE attaches to the network, a context might already exist in the network. This might be for example due to a UE which attaches again after its battery was drained, or due to an earlier explicit detach which requested re-attachment. The attachment procedure needs to take care of cleaning up the old contexts. 
· Messages that go between the UE and the MME are in fact carried in two separate control messages: one over the air interface in RRC, and one in an S1_MME control message. However, this is not shown in the signalling diagram since it does not affect the procedure as such. This is in line with the way 23.060 documents signalling flows. 
· The current explanations do not consider some aspects, such as how the nodes are selected, and which parameters are used in each control message. These are left for FFS and will need to be added later.

· The first message, Attach Request, comes from an un-authenticated UE without an established radio bearer. It is important not to allocate eNodeB resources at this point to avoid error cases and denial of service attacks. Therefore it is proposed that buffering related resources (including the TEID) for downlink traffic are not allocated in the UE at that early time. Instead, these resources should be allocated when the UE is already authenticated and the MME accepts the attachment. 
· The signalling sequence presented below applies to the non-roaming case with combined Serving SAE GW and PDN SAE GW. SAE attachment for the case when the Serving SAE GW and PDN SAE GW are separate is FFS.
2 Signalling flow
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Figure X: Attach procedure over EUTRAN

1) The UE initiates the attach procedure by the transmission of an Attach Request message to the MME. The UE identifies itself by its S-TMSI if it has a valid S-TMSI available. Otherwise it identifies itself by its IMSI. 
2) If the UE identifies itself with S-TMSI and the MME has changed since detach, the new MME sends an Identification Request to the old MME to request the IMSI. The old MME responds with Identification Response which includes the IMSI. If the UE is not known in the old MME, the old MME responds with an appropriate error cause. 
3) If the UE is unknown in both the old and new MME, the MME sends an Identity Request to the UE. The UE responds with Identity Response which includes the IMSI.
4) The authentication functions are defined in section 5.3 of 23.401. If no context for the UE exists anywhere in the network, then authentication is mandatory. 
5) If there are active bearers in the new MME for this particular UE (i.e. the UE re-attaches to the same MME without having properly detached before), the new MME deletes all of these bearers by sending Bearer Release Request messages to the Old Combined SAE GW involved. The Old Combined SAE GW sends an acknowledgement to the MME.
6) If the MME has changed since the last detach, or if it is the very first attach then the MME informs the HSS:

a)
The MME sends an Update Location to the HSS. 

b)
The HSS sends Cancel Location to the old MME with Cancellation Type set to Update Procedure.

c)
The old MME acknowledges with Cancel Location Ack. If there are any ongoing procedures for that UE, the old MME shall wait until these procedures are finished before removing the UE contexts.

d-e)
If there are active bearers in the old MME for this particular UE, the old MME deletes all of these bearers by sending Bearer Release Request messages to the Old Combined SAE GW involved. The Old Combined SAE GW acknowledge with Bearer Release Response messages.
f)
The HSS sends Insert Subscriber Data to the new MME.

g)
The new MME validates the UE's presence in the (new) TA. If due to regional subscription restrictions or access restrictions the UE is not allowed to attach in the TA, the MME rejects the Attach Request with an appropriate cause, and may return an Insert Subscriber Data Ack message to the HSS. If subscription checking fails for other reasons, the MME rejects the Attach Request with an appropriate cause and returns an Insert Subscriber Data Ack message to the HSS including an error cause. If all checks are successful then the MME constructs a context for the UE and returns an Insert Subscriber Data Ack message to the HSS.

h)
The HSS acknowledges the Update Location message by sending an Update Location Ack to the MME after the cancelling of old context and insertion of new context are finished. If the Update Location is rejected by the HSS, the MME rejects the Attach Request from the UE with an appropriate cause. 

7) The MME initiates the establishment of the default bearer for the UE by sending the Default Bearer Request to the Combined SAE GW. 
8) The Combined SAE GW may interact with the PCRF to get the default PCC rules for the UE.
9) The Combined SAE GW sends a Default Bearer Response to the MME to acknowledge the establishment of the default bearer. This message also includes the TEID allocated at the Combined SAE GW used for uplink traffic on the S1_U reference point. 
10) The MME sends an Attach Accept message to the UE. S-TMSI is included if the MME allocates a new S-TMSI. 
On the S1_MME reference point, this message is contained in an S1_MME control message Initial Context Setup Request [1]. This S1 control message also includes the security context for the UE and QoS information needed to set up the radio bearer, as well as the TEID at the Serving SAE GW used for uplink traffic. 
11) The UE acknowledges the Attach Accept by returning an Attach Complete message to the MME. 
On the S1_MME reference point, this message is contained in an S1_MME control message Initial Context Setup Complete [1]. This S1 control message also includes the TEID at the eNodeB used for downlink traffic on the S1_U reference point. 
After the Attach Accept message, the UE can then send uplink packets towards the eNodeB which will then be tunnelled to the Serving SAE GW and PDN SAE GW.
12) The MME confirms the completion of the attachment by sending a Default Bearer Confirm message to the Combined SAE GW. 
13) The Combined SAE GW acknowledges the Default Bearer Confirm to the MME. The Combined SAE GW can then send its buffered downlink packets that it may have to the eNB, which will send them to the UE. 
3 References

[1] TS 36.300 v0.9 Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2
4 Proposal

It is proposed to include the signalling diagram and corresponding explanation of section 2 into 23.401 section 5.4. 
Start first change in 23.401
5.3
Authentication, Security and Location Management

<This section describes the MM functionality and signalling flows for, eg attach, detach, identity check, paging, etc.>
5.3.1 SAE Attachment
5.3.1.1
Non-roaming case, Combined SAE GW
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Figure X: Attach procedure over EUTRAN

1) The UE initiates the attach procedure by the transmission of an Attach Request message to the MME. The UE identifies itself by its S-TMSI if it has a valid S-TMSI available. Otherwise it identifies itself by its IMSI. 

2) If the UE identifies itself with S-TMSI and the MME has changed since detach, the new MME sends an Identification Request to the old MME to request the IMSI. The old MME responds with Identification Response which includes the IMSI. If the UE is not known in the old MME, the old MME responds with an appropriate error cause. 
3) If the UE is unknown in both the old and new MME, the MME sends an Identity Request to the UE. The UE responds with Identity Response which includes the IMSI.
4) The authentication functions are defined in section 5.3 of 23.401. If no context for the UE exists anywhere in the network, then authentication is mandatory. 
5) If there are active bearers in the new MME for this particular UE (i.e. the UE re-attaches to the same MME without having properly detached before), the new MME deletes all of these bearers by sending Bearer Release Request messages to the Old Combined SAE GW involved. The Old Combined SAE GW sends an acknowledgement to the MME.

6) If the MME has changed since the last detach, or if it is the very first attach then the MME informs the HSS:

a)
The MME sends an Update Location to the HSS. 

b)
The HSS sends Cancel Location to the old MME with Cancellation Type set to Update Procedure.

c)
The old MME acknowledges with Cancel Location Ack. If there are any ongoing procedures for that UE, the old MME shall wait until these procedures are finished before removing the UE contexts.

d-e)
If there are active bearers in the old MME for this particular UE, the old MME deletes all of these bearers by sending Bearer Release Request messages to the Old Combined SAE GW involved. The Old Combined SAE GW acknowledge with Bearer Release Response messages.
f)
The HSS sends Insert Subscriber Data to the new MME.

g)
The new MME validates the UE's presence in the (new) TA. If due to regional subscription restrictions or access restrictions the UE is not allowed to attach in the TA, the MME rejects the Attach Request with an appropriate cause, and may return an Insert Subscriber Data Ack message to the HSS. If subscription checking fails for other reasons, the MME rejects the Attach Request with an appropriate cause and returns an Insert Subscriber Data Ack message to the HSS including an error cause. If all checks are successful then the MME constructs a context for the UE and returns an Insert Subscriber Data Ack message to the HSS.

h)
The HSS acknowledges the Update Location message by sending an Update Location Ack to the MME after the cancelling of old context and insertion of new context are finished. If the Update Location is rejected by the HSS, the MME rejects the Attach Request from the UE with an appropriate cause. 

7) The MME initiates the establishment of the default bearer for the UE by sending the Default Bearer Request to the Combined SAE GW. 

8) The Combined SAE GW may interact with the PCRF to get the default PCC rules for the UE.

9) The Combined SAE GW sends a Default Bearer Response to the MME to acknowledge the establishment of the default bearer. This message also includes the TEID allocated at the Combined SAE GW used for uplink traffic on the S1_U reference point. 

10) The MME sends an Attach Accept message to the UE. S-TMSI is included if the MME allocates a new S-TMSI. 
On the S1_MME reference point, this message is contained in an S1_MME control message Initial Context Setup Request [1]. This S1 control message also includes the security context for the UE and QoS information needed to set up the radio bearer, as well as the TEID at the Serving SAE GW used for uplink traffic. 

11) The UE acknowledges the Attach Accept by returning an Attach Complete message to the MME. 
On the S1_MME reference point, this message is contained in an S1_MME control message Initial Context Setup Complete [1]. This S1 control message also includes the TEID at the eNodeB used for downlink traffic on the S1_U reference point. 
After the Attach Accept message, the UE can then send uplink packets towards the eNodeB which will then be tunnelled to the Serving SAE GW and PDN SAE GW.

12) The MME confirms the completion of the attachment by sending a Default Bearer Confirm message to the Combined SAE GW. 

13) The Combined SAE GW acknowledges the Default Bearer Confirm to the MME. The Combined SAE GW can then send its buffered downlink packets that it may have to the eNB, which will send them to the UE. 

End first change in 23.401
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