3GPP TSG SA WG2 Architecture — S2#56c Rel-8 Ad-hoc
S2-071111

26 - 30 March 2007

Warsaw, Poland

3GPP TSG SA WG3 (Security) meeting #46
S3-070162
Beijing, P.R. China , 13th – 16th  Feb 2007   


Title:
Reply LS on SIM and USIM usage in LTE/SAE
Response to:
R2-070420 (S3-070016)
Work Item:
SAE/LTE

Source:
TSG SA WG3 
To:
TSG RAN WG2
Cc:
TSG SA WG2, TSG RAN WG3

Contact Person:


Name:
Peter Howard
Tel. Number:
+44 7787 154058
E-mail Address:
peter.howard@vodafone.com
Attachments:
None
1. Introduction

SA3 thanks RAN2 for the LS on SIM and USIM usage in LTE/SAE. 

2. Response to actions
SA3 has studied the LS and provides the following response to the actions:
ACTION2: 
RAN2 kindly requests SA3 to provide more information on the extension function, and further to inform RAN2 on whether USIM will support the complete ciphering and integrity protection functionalities of LTE/SAE, whether the additional extension function can be assumed to be provided by the LTE/SAE terminal, or whether the support of these ciphering and integrity protection functionalities be limited.
SA3 response: SA3's current working assumption is that it shall be possible to use a R99 USIM for LTE access. Furthermore, SA3 does not plan to define a new UICC application for LTE access, or any significant security extensions to the existing USIM specification. SA3 expects the USIM to be used to provide mutual authentication and the establishment of 256 bits of session key material (in the form of two keys each of which is 128 bits). Ciphering and integrity functions for protecting LTE communications will be implemented in the ME. It is also an SA3 working assumption that there is no need to support SIM card access to LTE. However, some companies in SA3 have challenged this working assumption and have been asked to bring contributions on this issue to the next SA plenary in March 2007.

ACTION3: 
RAN2 kindly requests SA3 to provide information on the SA3 assumption for this security topic, and to answer of the following questions.

I: Does SA3 assume that the same ciphering/integrity protection algorithm is used for LTE/SAE as for UMTS?
SA3 response: SA3 intend to standardise two sets of ciphering/integrity algorithms for LTE access. The current working assumption is that the Snow3G algorithm used for UEA2/UIA2 will be selected together with another algorithm which will probably be AES, rather than the Kasumi algorithm used for UEA1/UIA1. AES is preferred to Kasumi for non security reasons. SA3 did not see any big reason to use exactly the same set of algorithms for LTE as for UMTS. Furthermore, we do not believe that selecting different algorithms for LTE will have a big impact the RAN2 specifications. 

II: Has SA3 agreed on any requirements for the reuse of ciphering/integrity context during inter-RAT handover?
SA3 response: SA3 would like to ensure that a security lapse in one RAT does not impact security in another RAT. Therefore it is likely that some form of secure key conversion will be needed during inter-RAT handover. Since fast handovers should be supported, immediate re-authentication during handover will not be possible. However, if the inter-RAT handover also involves a change of PLMN, then the specifications should support the possibility for the new PLMN to be able to re-authenticate the UE shortly after the handover. 

III: Has SA3 agreed on any requirements to have continuous ciphering/integrity protection for inter-RAT handover?
SA3 response: Continuous ciphering and integrity protection is considered to be essential for both inter-RAT and intra-RAT handover.

3. Actions:

RAN2 are kindly request to take note of the above responses and inform SA3 of any further issues.

4. Date of Next SA3 Meetings:

SA3 ad hoc on SAE/LTE

28-29 March, 2007

Sophia Antipolis, France.

SA3#47

22-25 May, 2007

TBD
