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Abstract of the contribution: Current IPv6 address allocation mechanism does not force the UE to use the interface identifier assigned by the network to generate the full IP address which makes it difficult to identify a UE via the IP address.
INTRODUCTION

Currently, as specified in section 9.2.1.1 in TS 23.060, the GGSN shall assign a prefix that is unique within its scope to each PDP context applying IPv6 stateless address autoconfiguration. A given prefix shall not be advertised on more than one PDP context on a given APN, or set of APNs, within the same addressing scope. The GGSN shall be configured to advertise only one prefix per PDP context. The structure of full IPv6 address looks like figure 1.
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Figure 1  Structure of Full IPv6 Address with Current Mechanism

There are two problems coming with this method.

1) The assignable IP address space is only 2^(64-x) if the operator attains a /x prefix. (x=16, 24, 32, etc.)

2) The network could not easily recognize the identify of the UE via the IP address.
In the context of SAE GW, it is possible to find a better way. 
1) 
2) 
3) 



One possible improvement is to mandate the UE to use the interface identifier sent by the SAE GW. The interface identifier, as well as the lower (64-x)-bits prefix, can expand the assignable IP address space to 2^(128-x). The network can indicate whether the UE need to use the interface identifier with an indicator in the prefix to ensure the backward compatibility. With this concept, the structure of full IPv6 address looks like figure 2.
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Figure 2  Structure of Full IP Address with New Mechanism

The value of the indicator indicates whether the interface identifier in the lower 64-bits needs to be used when the UE generate the full IP address, e.g. ‘0’ represents ‘Append anything’ and ‘1’ represents ‘Identifier follows’.


The UE will not include a field which automatically indicate the SAE GW that this is a legacy UE. The SAE GW then can assign an address with the indicator value ‘Append anything’.
The algorithm to generate the lower (128-x)-bits of the IP address should has the following characteristics.

1) Enable one-to-one mapping from MS-ISDN, IMSI or other unique UE id to the lower (128-x)-bits to eliminate the necessity of Duplicate Address Detection..
2) Avoid the 3rd party to discover the UE’s identity from the IP address by using a secret key in the generation.
3) The servers owned by the operator, e.g. the MMS server, can discover the UE’s identity from the IP address by sharing the secret key between servers and GGSN.

4) The secret key can be changed.


PROPOSAL

It is proposed to specify the new method on IP address allocation in TS 23.401.
*******************************************************Start of Changes*************************************************
X
IP Address Allocation

X.1
IPv6 address format
The SAE GW can indicate whether the UE need to use the interface identifier with an indicator in the prefix to ensure the backward compatibility. With this concept, the structure of full IPv6 address looks like figure X.1.
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Figure X.1   Structure of IPv6 Address
The value of the indicator indicates whether the interface identifier in the lower 64-bits needs to be used when the UE generate the full IP address, e.g. ‘0’ represents ‘Append anything’ and ‘1’ represents ‘Identifier follows’.

The value of the lower (128-x)-bits is generated by the MS-ISDN, IMSI or other unique UE identifier using an algorithm which has the following characteristics.

1) Enable one-to-one mapping from MS-ISDN, IMSI or other unique UE id to the lower (128-x)-bits to eliminate the necessity of Duplicate Address Detection..

2) Avoid the 3rd party to discover the UE’s identity from the IP address by using a secret key in the generation.

3) The servers owned by the operator, e.g. the MMS server, can discover the UE’s identity from the IP address by sharing the secret key between servers and GGSN.

4) The secret key can be changed.

The SAE GW shall be able to decide to assign which kind of prefixes according to the APN or other parameters by configuration.

The SAE GW shall be able to check whether the UE uses the assigned prefix and assigned interface identifier if there is a need to prohibit IP address spoofing.
X.2
IPv6 address assignment procedure (Request-Response)
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Figure X.2   IPv6 Address Assignment Procedure (Request-Response)
1)
The UE sends an Activate PDP Context Request message to the MME. The UE shall leave PDP Address empty and set PDP Type to IPv6. The message should include a field to indicate the UE supports the address format as described in clause X.1.
2)
The MME sends the Create PDP Context Request to SAE GW.

3)
If the Create PDP Context Request message contains the field indicating that the UE supports the address format, the SAE GW returns an IPv6 address includes a prefix with an Indicator value ‘Identifier follows’ as well as a generated interface identifier. If the Create PDP Context Request message does not contain the field, the SAE GW returns an IPv6 address includes a prefix with an Indicator value ‘Append anything’.
4)
The MME sends the Activate PDP Context Accept message to the UE.

5)
The UE configures its IPv6 address using the received prefix and interface identifier. The legacy UE will always receive ‘Append anything’ prefix and may decide not to append the interface identifier in the lower 64-bits.

4)
(optional) The UE may send a Router Solicitation message to the SAE GW.

5)
(optional)The SAE GW returns a Router Advertisement message upon receiving the Router Solicitation message, with the same IPv6 address as it sends in 3).

********************************************************End of Changes*************************************************
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