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Abstract of the contribution: Current IP address allocation mechanism requires a lot of resources in the SAE GW. Initial discussion on improvement is provided in this contribution.

INTRODUCTION

Currently, as specified in section 9.2.1.1 in TS 23.060, the GGSN shall assign a prefix that is unique within its scope to each PDP context applying IPv6 stateless address autoconfiguration. A given prefix shall not be advertised on more than one PDP context on a given APN, or set of APNs, within the same addressing scope. The GGSN shall be configured to advertise only one prefix per PDP context. The structure of full IPv6 address looks like figure 1.
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Figure 1  Structure of Full IPv6 Address with Current Mechanism

In RFC3314, the above mechanism is recommended by IETF for the following reasons.

1) GPRS links are point-to-point.
2) GPRS nodes have no unique identifier, whereas Ethernet nodes can create an identifier from their EUI-48 address.
3) There will be no duplication between addresses so that there is no need to perform address duplication detection. It is reasonable to avoid performing duplicate address detection before according to lack of radio resources, inability to provide broadcast channels and low transfer rate.

The above reason 2) is not true actually since the UE have MS-ISDN and IMSI and each of them is unique. For reason 1), 3GPP has introduced MBMS in R6 and broadcast channels are available which makes GPRS link a little different from before. By using a unique identifier, e.g. MS-ISDN, IMSI or other identifier which can be generated by the UE, there is only a little risk of duplication between addresses. Considering the transfer rate is also greatly increased in LTE, the impact of address duplication detection is not too much.

Furthermore, the future network is aimed to works well with huge number of terminals and enabling machine-to-machine communication is expected to increase the number of terminals several times as today. If each PDP context consumes a /64 IPv6 prefix, it seems impossible to attain so many IPv6 addresses from the institute for IP address allocation. And also, current mechanism on IPv6 address allocation requires the SAE GW to record every IPv6 address been assigned and avoid assigning same prefix to two PDP contexts, which leads to heavy load in SAE GW. The SAE GW needs to maintain a list and update the list when an address is assigned or returned. The SAE GW also needs to search the list to find a vacant address.

Fortunately, future evolution of system architecture and radio interface brings forward the possibility to use IPv6 address space in a more economize way.

One possible improvement is to ask the SAE GW to announce the same prefix for UEs in the same subnet so that the UEs in the same subnet will consume only one IPv6 prefix. This mechanism eliminates the necessity to decide which prefix shall be announced to a specific UE but just announce the same one to all the UEs in the same subnet. One or more subnet may be configured in the SAE GW, and normally one is enough since it contains 2^64 IPv6 addresses. More subnets may be useful in some case but the number of necessary prefixes will be much less than before. This will introduce only a few risks for IP address duplication only when the UE does not really use the unique interface identifier as required by the network. One way is to do the address duplication detection. The other way is to simply omit the address duplication detection procedure but check the address configured by the UE in the SAE GW to see whether the UE uses the right prefix and generates the interface identifier as required by the Indicator, which is also needed if the network wants to ensure the UE is using the assigned IPv4 address and avoid IPv4 address duplication in legacy network. The network can indicate which identifier it wants the UE to configure in the lower 64-bits with an indicator in the prefix. With this concept, the structure of full IPv6 address looks like figure 2.
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Figure 2  Structure of Full IP Address with New Mechanism

The value of the indicator indicates the kind of identifier required to be configured in the lower 64-bits, e.g. ‘01’ can represent MS-ISDN and ‘10’ can represent IMSI. The indicator in the prefix shall consider the backward compatibility and one specific value (e.g. ‘00’) should be used to indicate that the prefix is unique and the lower 64-bits can be configured without any restrictions. With this, all the following backward compatibility use cases are possible:

1) Legacy network with new UE. The UE may configure MS-ISDN in the IP address even this is not the intention of the legacy network, but this introduce no issues.

2) New network with legacy roaming UE requiring local breakout. Since the roaming user will use a specific APN, according to the roaming agreement, SAE GW can decide whether to use prefixes with indicator value ‘00’ and support the legacy roaming UEs.

3) New network with legacy home UE. This should be a rare event but if this happens, the UE will not include a field which automatically indicate the SAE GW that this is a legacy UE. The SAE GW then can assign an address with the indicator value ‘00’. The operator should make sure that when this new address assignment method deployed, only a few UEs do not support the new method.

The concept above also enables the network entities to identify the UE in the usual way by the packet. For example, if MSISDN is used as the identifier, it is easier for the called party to display the MSISDN of the calling party. In order to hide the MS-ISDN, the operator may decide to use a derived identifier with a specific indicator value (e.g. ‘11’) and requires the UE to configure the derived identifier using specific algorithm in the lower 64-bits.

Finally, if broadcast channel in air interface is supported by the future network, the SAE GW may be able to announce the prefix via the broadcast channel so that some of the UEs may not need to send a request to the SAE GW and this will surely alleviate the burden of the SAE GW.
PROPOSAL

It is proposed to open a key issue on efficient IP address allocation in TS 23.402.
*******************************************************Start of Changes*************************************************
X
IP Address Allocation

X.1
IPv6 address format
It shall be possible for SAE GW to announce the same prefix for UEs in the same subnet. One or more subnet may be configured in the SAE GW. The SAE GW can indicate which identifier it wants the UE to configure in the lower 64-bits with an indicator in the prefix. With this concept, the structure of full IPv6 address looks like figure 2.
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Figure X.1   Structure of IPv6 Address
The value of the Indicator indicates the kind of identifier required to be configured in the lower 64-bits, e.g. one value may indicate using MS-ISDN and another value indicates IMSI. One of the Indicator values is reserved for backward compatibility, which allows the UE to configure anything in the lower 64-bits without any restrictions: The value can be represented by ‘Identifier follows’. The SAE GW should make sure that all the assigned prefixes with an Indicator value ‘Identifier follows’ shall not duplicate with each other.

The SAE GW shall be able to decide whether to assign ‘Identifier follows’ prefixes by APN with configuration.

The SAE GW shall be able to check whether the UE uses the assigned prefix and configures the lower 64-bits as required by the Indicator if there is a need to prohibit IP address spoofing.

X.2
IPv6 address assignment procedure (Request-Response-Configure)
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Figure X.2   IPv6 Address Assignment Procedure (Request-Response-Configure)
1)
The UE sends an Activate PDP Context Request message to the MME. The UE shall leave PDP Address empty and set PDP Type to IPv6. The message should include a field to indicate the UE supports the address format as described in clause X.1.
2)
The MME sends the Create PDP Context Request to SAE GW.

3)
If the Create PDP Context Request message contains the field indicating that the UE support the address format, the SAE GW returns an IPv6 address includes a prefix with an Indicator and an empty lower 64-bits field in the Create PDP Context Response message. The value of the Indicator shall follow the rules described in clause X.1. If the Create PDP Context Request message does not contain the field, the SAE GW returns an IPv6 address includes a prefix with an Indicator value ‘Identifier follows’, and an interface identifier assigned for this UE.
4)
The MME sends the Activate PDP Context Accept message to the UE.

5)
If the Indicator value is not ‘Identifier follows’, the UE generates the lower 64-bits as required by the Indicator, configures its IPv6 address using the received prefix and the generated lower 64-bits. The UE shall store the generated lower 64-bits as the interface identifier. If the Indicator value is ‘Identifier follows’, the UE stores the lower 64-bits of the IPv6 address in the message as the interface identifier.

4)
The UE may send a Router Solicitation message to the SAE GW.

5)
The SAE GW returns a Router Advertisement message upon receiving the Router Solicitation message, with the same IPv6 address as it sends in 3).

The risk of address duplication is the same as IPv4 address configuration. It is suggested when omitting the Address Duplication Detection, the SAE GW checks the address configured by the UE to see whether the UE use the right prefix and generate the lower 64-bits as required by the Indicator.
X.3
IPv6 address assignment procedure (Announce-Configure)
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Figure X.3   IPv6 Address Assignment Procedure (Announce-Configure)
1)
The SAE GW announces a prefix for an APN in the broadcast channels. The Indicator value shall not be ‘Identifier follows’.

2)
The UE generates the lower 64-bits as required by the Indicator, configures its IPv6 address using the received prefix and the generated lower 64-bits if it is going to use that APN. The UE shall store the generated lower 64-bits as the interface identifier for that APN.
********************************************************End of Changes*************************************************
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