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1. Introduction
During discussions on network sharing in LTE/SAE and inter-RAT mobility between LTE/SAE and UMTS in RAN2 it was identified that RAN2 need to have a requirement for the usage of USIM in LTE/SAE as well as a requirement for supported security functionalities in LTE/SAE.

RAN2 has collected a number of questions regarding these topics on which it would appreciate input from SA2 and SA3.

2. Questions
a: Storing P-TMSI on the SIM

During discussions on network sharing in LTE/SAE in RAN2 it was identified that there is a requirement for UE to store the P-TMSI on the SIM when the UE is powered down. The identifier is stored such that it can be sent to the network the next time the UE performs the Attach procedure to avoid the network triggering the Authentication procedure, which requires the UE to send the IMSI in the clear. 

This requirement was raised when discussing the definition of the UE temporary identifier in LTE/SAE, and whether the identity of the MME has to be incorporated into the UE temporary identifier. It was also noted that a similar problem occurred during the definition of GPRS, and it was agreed to allow the identity to be stored in the terminal rather than the SIM.

RAN2 kindly requests guidance from SA2 on this matter and on the expected design limitations introduced due to any requirement to support the use of legacy SIM and USIM in LTE/SAE operation.
b: Requirement of USIM in LTE

According to the SA3 TR [1], it was recognized that USIM can be also used in LTE. Furthermore, it was also recognized that the xSIM (i.e. the SIM for LTE/SAE) might have an extension function to support LTE AKA compared with USIM. RAN2 identified that the extension function may affect RAN2 work on security procedure, since different security procedures might be required for USIM and xSIM.
RAN2 kindly requests SA3 to provide more information on this extension function, and further to inform RAN2 on whether the USIM will support complete ciphering and integrity protection functionalities of LTE/SAE, whether the support will be limited, or whether the additional extension function can be assumed to be provided by the LTE/SAE terminal. 
c: Security algorithm and behaviour
RAN2 started discussion of inter-RAT mobility behaviour (i.e. between LTE/SAE and UMTS). During this discussion, a question was raised on whether a context transfer for ciphering and integrity protection will be required between LTE/SAE and UMTS. 
In LTE/SAE, there are three security termination points: two of which are in the MME and UPE, which terminate security for the NAS signalling and for the u-plane; and the third resides in eNodeB which terminates security for RRC messages. The security context of eNodeB is assumed to be not as reliable as that of MME/UPE, and that of the RNC in UMTS. Hence, it might be possible to reuse the above mentioned security context between aGW and RNC though it might not be allowed to use it between eNodeB and RNC. RAN2 assumes that this requirement depends on the supported ciphering/integrity functionality in LTE/SAE. For example, in case the same ciphering/integrity protection algorithm is used in UMTS and LTE/SAE, it is assumed that a context transfer is definitely required and that this will also improve the performance. On the other hand, if LTE and UMTS do not use the same security algorithm, only a limited set of parameters (e.g. key) or even no parameters might be reused between LTE/SAE and UMTS.

Related to this context transfer, RAN2 also recognized that continuous ciphering/integrity protection may be required during inter-RAT handover between LTE/SAE and UMTS. Therefore, RAN2 identified that there might be a need for signalling of ciphering/integrity protection (e.g. sequence number) between UE and network during inter-RAT handover.

RAN2 kindly requests SA3 to provide information on the SA3 assumption for this security topic, and to answer the following questions:

I: Does SA3 assume that the same ciphering/integrity protection algorithm is used in LTE/SAE as for UMTS?

II: Has SA3 agreed on any requirements for the reuse of ciphering/integrity context during inter-RAT handover?

III: Has SA3 agreed on any requirement to have continuous ciphering/integrity protection for inter-RAT handover?

3. Actions:

To SA2 group

ACTION1: 
RAN2 kindly requests guidance from SA2 on the expected design limitations introduced due to any requirement to support the use of legacy SIM and USIM in LTE/SAE operation.

To SA3 group

ACTION2: 
RAN2 kindly requests SA3 to provide more information on the extension function, and further to inform RAN2 on whether USIM will support the complete ciphering and integrity protection functionalities of LTE/SAE, whether the additional extension function can be assumed to be provided by the LTE/SAE terminal, or whether the support of these ciphering and integrity protection functionalities be limited.

ACTION3: 
RAN2 kindly requests SA3 to provide information on the SA3 assumption for this security topic, and to answer of the following questions.

I: Does SA3 assume that the same ciphering/integrity protection algorithm is used for LTE/SAE as for UMTS?

II: Has SA3 agreed on any requirements for the reuse of ciphering/integrity context during inter-RAT handover?

III: Has SA3 agreed on any requirements to have continuous ciphering/integrity protection for inter-RAT handover?
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