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Abstract of the contribution: This contribution analyses security context transfer in 3GPP access system Handover.
Discussion

In SAE/LTE security context includes NAS security keys and algorithms used between the UE and the MME, UP security keys and algorithms used between the UE and the UPE, RRC security keys and algorithms used between the UE and the eNB. 

The 3GPP TS 33.102 specifies security context transfer in Handover procedure between 2G and 3G. It shall be possible to adopt a similar mechanism in Handover procedure between 2G/3G and SAE/LTE system. Security context of the source system is transferred in the network to the target system and can be used directly by the UE in the target system without any re-authentication and key management signalling in Handover procedure between 2G/3G and SAE/LTE system.
1. 2G to SAE/LTE
The SGSN transfers security context to the MME. The MME derives new NAS, UP and RRC security keys from the GSM security context. The MME sends the derived UP security keys to the UPE and sends the derived RRC security keys to the eNB. The UPE selects UP security algorithms and the eNB selects RRC security algorithms.
2. 3G to the SAE/LTE
The SGSN transfers security context to the MME. The MME derives new NAS, UP and RRC security keys from the UMTS security context. The MME sends the derived UP security keys to the UPE and sends the derived RRC security keys to the eNB. The UPE selects UP security algorithms and the eNB selects RRC security algorithms.

3. SAE/LTE to 2G
The MME transfers security context to the SGSN. The SGSN derives security key from the SAE security context and selects the security algorithm.

4. SAE/LTE to 3G

The MME transfers security context to the SGSN. The SGSN derives security keys from the SAE security context. The SGSN sends the derived security keys to the RNC. The RNC selects the security algorithms.
Proposal

It is proposed to consider the above security context transfer in Handover procedure between 2G/3G and SAE/LTE systems.
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