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Abstract of the contribution:

This paper adds the procedure for initial network attach over S2b interface for roaming and non-roaming scenarios.  For mobility management, Proxy MIPv6 [draft-sgundave-mip6-proxymip6-01.txt] is used.
High Level Description

SAE GW selection is based on APN provided by the UE.  How the APN is resolved to a SAE GW is FFS.

The trigger for the ePDG to provide PMIP-based mobility service to the UE comes from the HSS/AAA Home server during the IPsec tunnel setup.

The IPsec tunnel between the UE and the ePDG is not setup until the PMIP tunnel between the ePDG and the SAE GW is setup. IP address allocation for the UE is done using the configuration payload in the IKEv2 messages.  The proxy home address allocated by the SAE GW is sent as the IPsec remote IP address when the IPsec tunnel is setup. 

Both IPv4 and IPv6 sessions are supported using the IPsec tunnel between the UE and the ePDG and the PMIPv6 tunnel between the ePDG and the SAE GW.

Any 3GPP specific information or policies that need to be transferred to the ePDG may be done using vendor specific mobility options [draft-ietf-mip6-vsm-00.txt].  The vendor specific mobility options can be carried in both the proxy binding update and proxy binding ack.

The PMIPv6 signalling messages are protected using IPsec security associations between the ePDG and the SAE GW.

We propose to make the following change to TS 23.402.
*** Start of change***
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5.5.1
SAE-GW Selection and IP address allocation

<This section specifies selection of SAE-GW for PDN access and allocation of IP address applied when connecting non-3GPP accesses to the SAE core as part of  Session Management. >
Editor’s note: Initial attach will be covered in this section.

This section is related to the case when the UE powers-on in an untrusted network via S2b interface. Initial network attach and network selection procedures are carried out as described in section “Network Discovery and Selection”.

5.5.1.X
Initial Attach procedure with PMIPv6 for non-roaming
Note: It is assumed that Proxy Mobility Agent (PMA) is collocated with ePDG.
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Figure X1: shows the initial attachment when Network based MM mechanism are used over S2b for non-Roaming

1. The IKEv2 tunnel establishment procedure is started for setup of default bearer setup. The ePDG IP address to which the UE needs to form IPsec tunnel with may be discovered via DNS query or can be statically configured. After the UE is authenticated, UE is also authorized for access to the W-APN. The procedure is as described in 3GPP TS 33.234 [XX1].

2. The ePDG sends the Proxy Binding Update message to the SAE GW.  The proxy binding update is protected by pre-established IPsec security associations between the ePDG and the SAE GW.  If the security associations do not exist, they shall be setup dynamically before the proxy binding update can be sent except the case where network can ensure security between SAE GW and ePDG by other means. 

Editor’s note: How APN is resolved to a SAE GW is FFS

3. The SAE GW processes the proxy binding update and creates a binding cache entry for the UE.  The SAE GW allocates an IP address for the UE.  The SAE GW then sends a proxy binding ack to the ePDG, including the IP address allocated for the UE.
Note: If UE supports IPv4 and IPv6, both IPv4 and IPv6 addresses are allocated.

4. The SAE GW then informs the AAA Server/HSS that it is serving the UE and also the UE identifier.

Editor’s note: It is FFS which entity stores the allocated SAE GW IP Address.

5. After the BU is successful, the ePDG is authenticated by the UE.

6. The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

7. The default bearer is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the SAE GW based on the configuration. From the SAE GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the SAE GW. The SAE GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec SA.

At the end of the procedure a default bearer is established between UE and SAE GW.

5.5.1.Y
Initial Attach procedure with PMIPv6 for roaming
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Figure X1: shows the initial attachment when Network based MM mechanism are used over S2b for non-Roaming

1. The IKEv2 tunnel establishment procedure is started for setup of default bearer setup. The ePDG IP address to which the UE needs to form IPsec tunnel with may be discovered via DNS query or can be statically configured. After the UE is authenticated, UE is also authorized for access to the W-APN. The procedure is as described in 3GPP TS 33.234 [XX1]. 

Editor’s note: How APN is resolved to a HSAE GW is FFS.

Editor’s note: How VSAE GW address is resolved is FFS.

2. The ePDG sends the Proxy Binding Update message to the vSAE GW.  The proxy binding update is protected by pre-established IPsec security associations between the ePDG and the vSAE GW.  If the security associations do not exist, they need to be setup dynamically before the proxy binding update can be sent except the case where network can ensure security between SAE GW and ePDG by other means.  The hSAE GW’s IP address is carried in the proxy BU message.  The vSAE GW in turn sends a proxy BU to the hSAE GW for the UE.

3. The hSAE GW processes the proxy binding update and creates a binding cache entry for the UE.  The hSAE GW allocates an IP address for the UE and then sends a proxy binding ack to the vSAE GW.  The vSAE GW in turn sends a proxy Binding Ack to the ePDG.   

Note: If  UE supports IPv4 and IPv6, both IPv4 and IPv6 address are allocated.

4. The hSAE GW then informs the AAA Server/HSS that it is serving the UE and also the UE identifier.

Editor’s note: It is FFS which entity stores the allocated hSAE GW IP Address.

5. After the BU is successful, the ePDG is authenticated by the UE.

6. The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

7. The default bearer is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the vSAE GW based on the binding. The packets are further tunnelled to hSAE GW based on the binding. From the SAE GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the hSAE GW. The hSAE GW tunnels the packet based on the binding cache entry to the vSAE GW and vSAE GW tunnels the packets to ePDG. The ePDG then tunnels the packet to the UE via proper IPsec SA.

Editor’s note: It is FFS which entity stores the vSAE GW IP address.

At the end of the procedure a default bearer is established between UE and SAE GW.
*** End of change***
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