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1
Introduction

This contribution discusses the principle of security context transfer between SAE network elements and SAE network elements with 2G/3G network elements. The objective is to extract the general principles whenever security context transfer is needed in all level handover scenarios as seen from the E-UTRAN point of view. 
2  
Background
A Security context is a state that is established between a user and a serving network domain as a result of the execution of AKA (Authentication and Key Agreement e.g. UMTS AKA).  It means that the execution of the AKA will result in the establishment of a security context between the user and the serving network domain to which the Authenticator (e.g. MME) belongs. At both ends "security context data" will be stored, that consists at least of the cipher/integrity keys and any necessary security data. The user needs to separately establish a security context with each serving network domain.
However, in SAE/LTE system, the execution of AKA (e.g. UMTS AKA or EAP AKA) will result in root keys (i.e. CK and IK) between UE and MME. Based on current SA3 understanding, further keys will be derived by MME based on the root keys. The derived new keys (list below) will be used in SAE/LTE system for different security purpose. 

1. CKup for user plane cipher protection used between UE and UPE (PDCP function only)
2. IKnas and CKnas for NAS signalling cipher and integrate protection used between UE and MME
3. IKrrc and CKrrc for RRC signalling cipher and integrate protection used between UE and eNB

Note: Key names, like CKup, IKnas ect. will be further defined by SA3. 

Therefore, three sets of security context will exist in SAE/LTE system. In this paper we called them SAE/LTE UP security context, SAE/LTE NAS security context and SAE/LTE RRC security context respectively. Three security context will then store security data between UE and three different network elements i.e. UPE (PDCP), MME, eNB (e.g. CKup, IKnas, CKnas etc).

When a user moves from one SAE/LTE to another system (e.g. another SAE system: e.g. UPE relocation), the current security context (e.g. UP security context) between UE and current network element (e.g. old UPE) should be transferred to the new element (e.g. new UPE) for avoiding a full authentication again.

3 Discussion
Below is a list that different handover scenarios might happen in SAE/LTE system, which then might request a security context transfer. In this paper, we will discussion mainly on intra LTE and inter 3GPP handover. Handover between 3GPP and non 3GPP access systems are out of the scope of the contribution. Note: this discussion paper focuses on the CN elements (eNB changes are not target in this paper). 
3.1 Intra LTE:
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The figure in the chapter 7.7.2.3 of TR23.882 is copied in this contribution. It is for Intra LTE-Access-System change. MME and UPE entities on the old and the new side are shown together for simplicity purpose in the TR.  As described in the TR for the step 4 of the above signalling flow: the old MME/UPE sends the UE context to the new MME/UPE. The UE context includes a permanent user identity and other information like security and IP connectivity parameters.
We believe that the statement in the above sentence is correct. In this paper, we would like to list all relevant scenarios, where security context might be transferred.
· UPE relocation (MME relocation not happen) 
· MME relocation in the same PLMN (in a PLMN it might happen, however it is considered as rare case) 
· UPE relocation (MME relocation at the same time) 

· MME relocation between PLMNS

In either above case, the security context could be delivered from old UPE/MME to new UPE/MME. Of course, it will be up to SA3 to decide what kind of security context (e.g. what kinds of key) or who (MME or UPE) will distribute the security context to the target element. 
3.2 Inter-RAT handover:
The following I-RAT HO scenarios exist:
· LTE/SAE to 3G I-RAT HO

· LTE/SAE to 2G I-RAT HO

· 3G to LTE/SAE I-RAT HO

· 2G to LTE/SAE I-RAT HO

Before we go to detail analysis, following assumption cases might exist: 

Under SAE/LTE or under UMTS/UTRAN:

1, A user could be a UMTS user (USIM) with SAE/LTE capable UE 

2, A user could be a UMTS user (USIM) with non SAE/LTE capable UE

If a new SIM card (xSIM) will be made for SAE/LTE user then

3, A user could be a SAE/LTE user (xSIM) with non SAE/LTE capable UE 

4, A user could be a SAE/LTE user (xSIM) with SAE/LTE capable UE
The further assumption is that SAE/LTE capable UE could do derivation function in SAE/LTE network on behave of xSIM/USIM toward SAE/LTE network elements. MME has derivation functions for SAE/UMTS users.
From SAE/LTE to 3G UMTS
Security context transfer during handover from SAE/LTE to 3G UMTS network should be supported by SAE/LTE system.  MME should be able to deliver (root) keys (e.g. CK and IK) to 3G SGSN.  For user in cases 1 and 4, the keys would be transferred to the 3G SGSN. 
From SAE/LTE to 2G GPRS

Security context transfer during handover from SAE/LTE to 2G GPRS network could be supported by SAE/LTE system if security converting function could be supported. It could be adapt similar function as in the current UMTS system for handover from UMTS network to GPRS network.
However, there has been question in SA3 with existing security problem with key conversion from UMTS to GSM. It would request FFS in SA3 for how could possible secure transfer security context to 2G GPRS. 
From 3G system to SAE/LTE system handover: 

UMTS security context (e.g. CK/IK) could be transferred to SAE/LTE system for all of users. However, user 4 and 1 could further use SAE/LTE system security feature (e.g. UP cipher etc.).   In SAE/LTE system, CK and IK together with other parameters (like id of the element etc) will be as input parameters to the further derivation functions to derive SAE/LTE Keys for NAS, UP and RRC for user 4. When MME get CK/IK from 3G SGSN, it could derive keys for the user used in SAE/LTE system. 
If in case all these parameters are public, the attacker can get them as well and derive the SAE/LTE keys for the UE (e.g. provided that the 3G network was compromised). One possibility is to require full re-authentication in the near future to get fresh keys.

From 2G system to SAE/LTE system handover: 

A full authentication will be requested in the SAE/LTE system. Thus no security context transfer is requested.

4
Proposal

It is proposed that SA2 discusses security context transfer in different handover scenarios from E-UTRAN point of view, and lists the agreed principles/requirement in the section 7.5 and 7.7 of TR 23.882. 
I- In the section 7.7: for intra SAE/LTE changes, the security context could be delivered from old UPE/MME to new UPE/MME in all cases.
II- In the section 7.5: for I-RAT handover,  
a. For SAE/UMTS user with SAE/LTE capable UE from SAE moves to 3G system, MME could deliver keys (e.g. roof key agreed during AKA) to the 3G SGSN.

b. For SAE user with SAE capable UE from 3G moves back to SAE, 3G SGSN could delivery UMTS security context (CK/IK) to MME. MME will further use SAE/LTE derive functions to create keys for NAS, UP and RRC. 

c. For SAE user with SAE capable UE from SAE moves to 2G system, it is FFS whether conversion function is enough.

d. A user from 2G system is not considered at the moment. Anyway, a full authentication is requested for any user.
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